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Abstract

In light of the massive energy consumption due to proof-of-work cryptocurrency
mining protocols, more environmentally-friendly proof-of-stake mining protocols are
becoming increasingly desirable. However, to sustain a healthy mining ecosystem, a
mining protocol must be fairly robust against strategic manipulation. This paper con-
tinues work by Ferreira and Weinberg [4] to determine the feasibility of strategic ma-
nipulation under a proof-of-stake mining protocol with access to external randomness.
Previously, Ferreira and Weinberg [4] showed that strategic manipulation is always pos-
sible when some miner owns more than 32.47% of the stake but never possible when
every miner owns less than 30.80% of the stake. Here, we are able to improve both
bounds in showing that strategic manipulation is always possible when some miner
owns more than 32.35% of the stake but never possible when every miner owns less

than 31.89% of the stake.
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1 Introduction

1.1 Motivation and Goal

Many successful cryptocurrencies such as Bitcoin [7] and Ethereum [11] employ proof-of-work
mining protocols. The main tenet of these proof-of-work mining protocols is that the proba-
bility that a miner in the network mines the next block is directly proportional to the miner’s
computational power and therefore the miner’s electricity consumption. For this reason, the
increasing valuation of Bitcoin, Ethereum, and other cryptocurrencies over the last decade
has ushered in massive electricity consumption. For reference, if we aggregated the annual
electricity consumption of all Bitcoin miners, then this would exceed the annual electricity
consumption of all but 26 countries.! As a result, alternative more environmentally-friendly
mining protocols have become increasingly desirable.

One such alternative to proof-of-work mining protocols may be proof-of-stake mining
protocols, where the probability that a miner in the network mines the next block is directly
proportional to the proportion of the cryptocurrency that the miner owns. Accordingly,
although implementation dependent, proof-of-stake mining protocols may circumvent the
need for extensive calculations that explain the high electricity consumption among proof-of-
work protocols. Cryptocurrencies with proof-of-stake mining protocols have been successful
in practice, but have not achieved the renown of Bitcoin or Ethereum.

However, before we may advocate for the more widespread adoption of proof-of-stake
mining protocols, we must first thoroughly evaluate these mining protocols along the axis
of strategic manipulation. To understand strategic manipulation in the context of a cryp-
tocurrency, first recall that, for each cryptocurrency, there is a mining strategy advocated
by its creators or implied by the mining protocol; this strategy is referred to as the honest

mining strategy and the miners in the network who use this strategy are referred to as honest

!Source: https://ccaf.io/. Accessed 3/30/2022.
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maners. Then, strategic manipulation occurs when a miner in the network uses a strategy
other than the honest mining strategy and earns a greater revenue (than if they had used
the honest mining strategy). Such miners in the network who defect from using the honest
mining strategy and conduct strategic manipulation are said to attack the network and so
are referred to as attackers. A mining protocol is robust against strategic manipulation when
and only when it is a Nash equilibrium for all miner’s to play the honest mining strategy. If
a mining protocol is susceptible to strategic manipulation, rational miners will either defect
from using the honest mining strategy and attack the network or cease to mine altogether;
in either case, the health of the mining ecosystem, and by extension the fate of the cryp-
tocurrency, is threatened. Therefore, the feasibility of strategic manipulation hinders the
adoption of a cryptocurrency.

For a stylized model of a cryptocurrency with a proof-of-work mining protocol, the ro-
bustness against strategic manipulation can actually be quantified; following the notation
used by Ferreira and Weinberg [4], if we use aP™®*! to denote the supremum « such that
whenever no miner mines the next block with probability bigger than «, it is a Nash equi-
librium for all miners to use the honest mining strategy in the stylized model, then previous
work has shown oW = 0.329 [6, 8]. On the other hand, work by Brown-Cohen et al. [1]
shows that in a similar model that instead uses a proof-of-stake mining protocol without access
to external randomness, we have oS w/o External Randomness — () Tpy gther words, when using a
proof-of-stake mining protocol that lacks access to external randomness, it is never a Nash
equilibrium for all miners to use the honest mining strategy. However, yet another similar
model that instead uses a proof-of-stake mining protocol with access to external randomness
shows robustness to strategic manipulation on the scale of, but less than, the robustness of
the proof-of-work mining protocol. While unable to pinpoint the exact value, work by Fer-
reira and Weinberg [4] proves 0.3080 < qF°S W/ External Randomness — PoS < () 3247, Hereon,

if we refer to proof-of-stake mining protocols without specifying the presence or absence of
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external randomness, it should be assumed that we are referring to proof-of-stake mining
protocols with access to external randomness.

Although a°5, the robustness of proof-of-stake mining protocols against strategic manip-
ulation, is bounded within a nominally small range, there is nonetheless room for improve-
ment. Indeed, due to the high valuation of cryptocurrencies, even a marginal improvement

to either bound on o°S

corresponds to a vast difference in the monetary resources a miner
would have to expend to conduct strategic manipulation. To make this precise, recall that
in proof-of-stake mining protocols, the probability that a miner in the network mines the
next block is directly proportional to the proportion of the cryptocurrency that the miner
owns. So, a miner who wishes to raise their probability of mining the next block to meet the
aP°S threshold at which strategic manipulation becomes possible would have to buy some
proportion of the cryptocurrency, the cost of which can may be very expensive. By way
of example, suppose there is a cryptocurrency with a proof-of-stake mining protocol where
the probability that a miner mines the next block is exactly equal to the proportion of the
cryptocurrency that they own. Furthermore, suppose there is the same the number of coins
in circulation as Bitcoin (about 19,000,000 as of 3/30/2022). Finally, let the valuation of
one coin of our supposed cryptocurrency be the same as the valuation of one Bitcoin (about

$47,000 as of 3/30/2022). Then, for a miner to increase their probability of mining the next

block in our supposed cryptocurrency by as little as even 0.0001 would cost at least

19,000,000 x 0.0001 x $47,000 = $89, 300, 000

Although we have used Bitcoin in the above example, substituting in other cryptocurrencies
would similarly reveal that a miner who wishes to increase their probability of mining the

PoS

next block faces a substantial monetary barrier. Therefore, pushing a"°> closer towards one

of the known bounds could either dissuade the adoption of proof-of-stake protocols (in the
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PoS

case of finding that o> is closer to the known lower bound) or inspire increased confidence

PoS ig closer to the known upper

in the security of such protocols (in the case of finding that «
bound).

Thus, motivated by the clear need for environmentally-friendly mining protocols that are
nonetheless robust to strategic manipulation to the extent that they may serve as viable
alternatives to the current proof-of-work mining protocols that dominate the contemporary
cryptocurrency landscape, the primary goal of this paper is to extend work by Ferreira and
Weinberg [4] to further bound a5, a quantity roughly understood to be the robustness of
proof-of-stake mining protocols with access to external randomness against strategic manip-
ulation. This work stands to benefit both cryptocurrency designers who wish to implement

such protocols as well as cryptocurrency miners who wish to align their resources, environ-

mental views, and incentives.

1.2 Approach

Since we are interested in improving either bound on a°S, the robustness of proof-of-stake
mining protocols against strategic manipulation in our stylized model of a cryptocurrency,
our approach is twofold.

S, we will attempt to devise strategies that, assuming

To improve the upper bound to a'°
all other miners are using the honest mining strategy, would earn a miner greater revenue
in expectation than the honest mining strategy. As Ferreira and Weinberg [4] have already
shown, such a strategy exists when a miner in the network has a probability of mining the
next block a > 0.3247; they have named this strategy Nothing-at-Stake Selfish Mining. The
existence of such a strategy immediately implies the known upper bound to a°%; all miners
playing the honest mining strategy cannot be a Nash equilibrium when some miner has a

probability of mining the next block a > 0.3247 because this miner would be incentivized

to defect and play the Nothing-at-Stake Selfish Mining strategy. Therefore, if we present
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that such a strategy exists for even smaller values of o, namely some « such that 0.3080 <
a < 0.3247, then we immediately improve the upper bound to a5, Note that the existing
literature [3, 4] provides precedence for how to both articulate and analyze the expected
revenue of a strategy.

S

Alternatively, to improve the lower bound to a™°S, we will attempt to prove qualitative

traits about a miner’s optimal strategy when their probability of mining the next block «a is in

the known range of oS

and all other miners are using the honest mining strategy. Consider
a state in the model at which the optimal strategy is currently unknown. At best, we can
upper bound the revenue from this state using tools like Lemma B.27, due to Ferreira and
Weinberg [4]. However, there is strong intuition that the resulting upper bound from Lemma
B.27 is considerably loose. Now, if we learn more structure about an optimal strategy, we
may be able to exactly determine the revenue from this state. Then, if there was indeed any
looseness in the previous upper bound on the revenue from this state, it immediately follows
that, in fact, an attacker may not be as profitable as previously thought from this state.

So, the protocol would be shown to be more robust than previously thought, or equivalently

that a°S is higher than previously thought.

1.3 Results

By exploring both a theoretical and computational approach to the problem, we are able to
show that o™ is in the range 0.3189 < oS < 0.3235, which is an improvement over the

previous range of 0.3080 < a°® < 0.3247 due to Ferreira and Weinberg [4].

1.4 Roadmap

In Section 2 we describe our model and precisely define oS, In Section 3, we discuss the

related work, which will be easier to understand after reading the description of the model. In
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Section 4, we present a family of performant mining strategies to develop an upper bound to
a5, In Section 5, we prove that an optimal mining strategy exhibits several nice properties
to reduce the strategy space we must search over. In Section 6 we develop a tool to upper
bound the value of a state in the model to an optimal mining strategy. In Sections 7 and 8§,
we prove that states in the model which meet certain conditions in fact reduce to simpler
states in the model which allows us to reduce the state space we must search over. In Sections
9 and 10 we collect the claims of the previous sections to prove what the optimal mining
strategy is from several states in the model and thereby lower bound a°S. In Section 11, we
confirm that our derived upper bound to af°S is loose, which leaves room for improvement in
future work. In Section 12 we switch to a more computational approach to the problem and
develop a codebase which automates the process of evaluating states that may occur in the
model. Finally, we summarize our work in Section 13 and outline several possible directions

for future work in Section 14.
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2 Model

This paper analyzes a model of a hypothetical cryptocurrency that uses a proof-of-stake
mining protocol with access to external randomness. In fact, this model is a two-player
game, and as such the terms model and game will be used interchangeably. This game is
the same game that is used by Ferreira and Weinberg [4], who in turn drew inspiration from
similar games used in [3, 6, 8]. Many of the design decisions behind this game are justified in
Ferreira and Weinberg [4], though omitted here for brevity. Instead, we will simply explain
the details of the game. Appendix A contains sample gameplay so that a reader may verify
their understanding of the game. Appendix L. summarizes the notation used throughout this

paper, including both that which is introduced in this section as well as later sections.

2.1 Miner

In our hypothetical cryptocurrency, there will be only two miners. One miner will be known
as the honest miner, described as so because they faithfully execute the honest mining
strategy (which will be explained in Section 2.7). The other miner will be known as the
attacker, described as so because they will defect from the honest strategy and attempt
to conduct strategic manipulation to earn greater profit (than if they had used the honest
mining strategy).

Throughout an execution of the game, the attacker will have a probability « of mining
the next block (independent of any previous blocks or actions) and the honest miner will
have a probability 1 — « of mining the next block (independent of any previous blocks or
actions). Recall that this roughly corresponds to the attacker owning an a proportion of the
coin in circulation and the honest miner owning a 1 — « proportion of the coin in circulation.
To emphasize the relation between a and the attacker’s ability to mine a block, we will

often refer to « as the attacker’s mining strength. We are usually only concerned with
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0.3080 < a < 0.3247 because the ability of an attacker to conduct strategic manipulation
for o outside of this range is already known by Ferreira and Weinberg [4]. In general, as we
derive new results, the range of o we consider will follow the tightest known bounds on a5,

Although only instantiating the game with two miners may initially seem limiting, it
turns out that the game works just the same if we consider several miners, all of which play
the honest mining strategy except for one who is trying to attack the network. That is, the
exact nature of the honest mining strategy allows us to aggregate all honest miners into just
one honest miner without changing how the game operates. Then, the probability 1 — «
that the aggregated honest miner mines the next block can be interpreted as the sum of the
individual honest miners’ probabilities of mining the next block, or equivalently as the sum

of the individual honest miners’ proportion of coin in circulation. Therefore, our choice of

two miners — an honest miner and an attacker — is an innocuous convenience.

2.2 Round

The game proceeds in rounds, where rounds are indexed by N . At the start of each round,
a block is either mined by the honest miner or the attacker. For an execution of the game,
let T’y € {A, H} be the random variable which is the miner that mines a block during round
t, with A representing the attacker and H representing the honest miner. Then, by our
assumption that the attacker has an « probability of mining the next block and the honest
miner has a 1 — «a probability of mining the next block, we have the following, where all such

I'; are independent and identically distributed:

Pr[Ft = A] =« YVt € N+

Prily=H]=1—« Vi e Ny

20



Then, the random sequence of miners in an execution of the game is denoted:

I'= (Rﬁ)tem

A realization of the random variable I'; is 74 € {A, H}. Then, if the game is at some
round ¢ where I'y = 74, ...,I';y = 7, have already been drawn, we can denote the rounds up to

and including round ¢’ <t during which the attacker mined a block as

Ta(t) ={t [t e Ny, t <ty = A}

and similarly, the rounds up to and including round ¢’ < ¢ during which the honest miner

mined a block as

Tu(t)={t|te Nyt <ty =H}

As a final note, we will use the terms round, time, and time step interchangeably.

2.3 Block

As aforementioned, a block is created by exactly one of the miners at the start of each round.
Appropriately, we refer to the block mined on round b as block b, or just b. To promote
familiarity with the notation we will use, note that the following are equivalent ways to refer

to the same object:
e the block mined on round b
e block b

o)
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If the game is at some round ¢t where I'y = 74, ..., I'; = 7, have already been drawn, then
for any ¢" < t, the set of blocks < ' owned by the attacker is exactly the set T4(t") defined
in the previous section. Similarly, for any ¢’ < ¢, the set of blocks <t owned by the honest
miner is exactly the set Ty (¢') defined in the previous section. In other words, at any point
in an execution of the game, the set of blocks owned by a given miner and the set of rounds
during which this miner mined a block will be identical.

When a block is mined, it is initially unpublished, which means that it does not point
to any other block. The miner who mined this block can later take actions to publish this
block, which means that this block now points to exactly one other block that was already
published (or is being published in the same action) and was mined during a strictly earlier
round. Note that a block may not go from being published to being unpublished; once a
block is published, it will point to the same block for the remainder of the game. Then, for a
published block b, we will use PRED(b) to denote the block that block b points to. By the rule
that a block must point to another block that was mined on a strictly earlier round, for any
published block b, we have PRED(b) < b. We will use Ua(t) C Ta(t) and Uy (t) C Tx(t) to
denote the blocks that the attacker and honest miner respectively have mined up to round
t but have not yet published by round ¢. Then, Ty(t) \ Un(t) and Ta(t) \ Ua(t) are the
blocks that the honest miner and attacker respectively have mined up to round ¢ that were
published on or before round t¢.

This notation allows us to define a block a which is an ancestor of a block b. An ancestor
of a block b is a block a for which you can follow zero or more pointers starting from b to
arrive at a. Obviously, this means that an unpublished block has no ancestors. This also

means that a block b is an ancestor of itself. If we use A(b) to denote the set of all ancestors
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of a published block b then we can define A(b) as follows:?

A(b) = {a | Ji € Ny s.t. PRED'(b) = a}

Still more, once we have defined the set of ancestors of a block b, we can easily define
the height of a block b as h(b) = |A(b)| — 1 (the usefulness of which will become apparent in
Section 2.4).

Given only the discussion so far, it seems impossible to ever publish a block, since a
block must be published on some block which is already published. Indeed, towards this
purpose, there is one special block known as the genesis block, or block 0. The genesis block
is initialized at the start of every game prior to round 1. That is, unlike other blocks, the
genesis block is mot mined by some miner. As such, the genesis block will not belong to
T4(t) or Ty(t) for any t. Furthermore, addressing our issue, the genesis block is considered
to be published as soon as it is initialized, despite the fact that it does not point to any
other block. To handle the genesis block with our notation, we will say that, for all i € Ny,
PRED'(0) = 0. Then, we have that A(0) = {0}, and h(0) = 0. Again, to promote familiarity
with the notation we will use, note that the following are equivalent ways to refer to the

same object:
e genesis block
e block 0

o 0
2Let PRED'(b) = PRED(PRED(...PRED())...)) and PRED’(b) = b

3 times
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2.4 Block Tree

During an execution of the game, the set of all blocks published on or before round ¢ and
the set of pointers between these blocks induce a graph. That is, consider a directed graph
where the vertex set V(¢) is the set of all blocks published on or before round ¢ (including
block 0) and the set of edges is F(t) = {b — a : a,b € V(t) \ {0}, PRED(b) = a}. We will
borrow terminology from graph theory and alternatively refer to a block in the vertex set
V (t) as a node or verter. By our construction of the set of edges E(t), a cycle exists in this
graph if and only if there exists a b € V(¢) \ {0},7 € N, such that PRED’(b) = b. However,
since we know any block b € V() \ {0} is related to the block it points to by the relation
Pred(b) < b, we can never have that Pred’(h) = b. Therefore, this directed graph does not
contain cycles and so it is a tree. We will refer to this as the block tree at round ¢, notated
TREE(t) = (V (t), E(t)).

For a block tree TREE(?), we will define the longest chain in TREE(t) to be the block of
greatest height in TREE(t), breaking ties in favor of blocks published in earlier rounds, and
then in favor of earlier mined blocks. If we use C(TREE(t)) to denote the longest chain of
block tree TREE(t), then our definition equates to the following, where we will not express
tie-breaking conditions since these are tedious and will turn out not to be needed for the

strategies we will consider the attacker to use:

C(TREE(t)) = agg‘r/réz)lx{h(b)}

The set of ancestors of the longest chain at round ¢, or A(C(TREE(t))), is known as the
longest path. This is important to calculating the payoff of a strategy, as will be shown in
Section 2.8. Finally, for ¢ € {0} U [A(C(TREE(t)))] we will use H;(TREE(t)) to denote the
block in A(C(TREE(t))) with height .3

3For n € N, use [n] to denote the set [n] = {i € Ny | i <n}. Also, we will say that [0] = 0.
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Figure 1: Example block tree TREE = (V, F) with vertex set V' = {0, 1,2,3,5,7,9} and edge
set F={1—-0,2—1,3—1,5—3,7— 5,9 — 5}. Suppose that blocks were published to
the tree in the order that the edges appear above. Note that blocks in the vertex set are not
contiguous because there may be unpublished blocks. Also, note that all blocks point to a
block of a lesser value. Finally, note that, although block 9 has the same height as block 7,
the calculation of the longest chain breaks ties in favor of earlier published blocks, and so, by
our assumption that 7 was published before 9, the longest chain is C(TREE) = 7. Therefore,
the longest path is A(C(TREE)) = {0,1,3,5,7}.

An example block tree is shown in Figure 1.

2.5 Action

After some miner mines a block in round ¢, each miner takes an action, with the honest miner
going first and the attacker going second. An an action is of the form PublishSet(V', E'),
where this is understood to publish blocks V' with pointers described by E’. An action
PublishSet(V', E') is valid if and only if, for TREE = (V, E') the current block tree and U the

set of unpublished blocks owned by the acting miner, it satisfies the following conditions:

e V' CU: The miner actually owns the blocks they are trying to publish and they have

not been published before.

o (Vv —v € E)veV' v eVUuV’): An edge points from a block the miner is trying

to publish to a block that is already published or being published in the same action.
o (Vv — v € E')(v <wv): An edge point to a block mined ion a strictly earlier round.

o (VoeV)({{W —v"): (v —=v") € E',v =v}| =1): Each block being published has

exactly one outgoing pointer.
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A valid action PublishSet(V', E') adds blocks V' and edges E’ to the block tree and
removes blocks V' from the acting miner’s set of unpublished blocks. More formally, if we
denote the block tree after the action is taken by TREE' and acting miner’s set of unpublished

blocks after the action is taken by U’, then these are as follows:

TRee = (VUV' EUFE)

U =u\v

An action PublishSet(V', E') which yields tree TREE' is said to fork the longest chain if
the longest chain in TREE is no longer in the longest path in TREE. In other words, an
action forks the longest chain if C(TREE) ¢ A(C(TREE)).

If the acting miner does not wish to publish any blocks, they may take the action
PublishSet(D, )), which we will refer to as Wait. That is,

Wait = PublishSet(, D)

A few examples of PublishSet(V', E') actions are included as Figure 2.

2.6 State

Compiling the components above, the 5-tuple (TREE(t),Ua(t),Un(t), Ta(t),T(t)) com-
pletely describes the state of the game at the end of round ¢. The initial state of the game
is (({0},0),0,0,0,0), where neither miner has mined any blocks and the block tree only

contains the genesis block. More generally, the set of all valid states is defined inductively:
o (({0},0),0,0,0,0) is a valid state.

o If (V,E),Us,Uy, T4, Ty) is a valid state with b = max{V U T4 U Ty} the maximum

block in the game so far, then all of the following are also valid states:
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Figure 2: Depicted at the top of this figure is the same block tree as Figure 1, except with
most of the annotations removed. Additionally, we have supposed U, the acting miner’s set of
unpublished blocks, to be U = {6, 8}, which is consistent with the block tree because neither
of these blocks already appear in the block tree. Then, the block tree at the bottom-left
represents the result of the acting miner taking valid action PublishSet({6,8},{8 — 6,6 —
5}) at the game state depicted at the top of the figure. Since the longest chain prior to this
action was block 7, which is no longer in the longest path which is now {0, 1, 3,5, 6, 8}, this
action has forked the longest chain. The block tree at the bottom-right represents the result
of the acting miner taking valid action PublishSet({8},{8 — 7}) at the game state depicted
at the top of the figure. This action does not fork the longest chain, since it simply publishes
one block on top of the longest chain.
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— (V,E),UsU{b+ 1}, Uy, TaU{b+ 1},Tx): The attacker mined a block.
— (V,E),Ua,Ug U{b+ 1}, T4, Ty U{b+ 1}): The honest miner mined a block.

— (VUV'EUE"),Us\ V' Uy, T4, Ty): The attacker took the valid action
PublishSet(V', E').

— (VUV'EUE"),Us,Uy \ V', T4, Ty): The honest miner took the valid action
PublishSet(V', E').

Recall that, in each round, a miner mines a block, the honest miner takes an action,
then the attacker takes an action, in that order. Therefore, a single round in the game may
transition through several different states. As a notational convenience, the usefulness of

which will become clearer later, for any state
B = (TREE(t),Ua(t),Un(t), Ta(t), T(t))
of the game at the end of round ¢, we introduce the notation
BHALF _ (TREEHALF(t)’ HALF (1) gHALR (1) PHALF (4) T}I'IIALF(t))

which is the state of the game during round ¢ after a block has been mined and after the
honest miner has taken an action but before the attacker has taken an action. In essence,
if B is the state of the game at the end of round ¢, BM'F is the state of the game roughly
halfway through round ¢, immediately before the attacker takes an action.

Additionally, to expand the expressiveness of our notational conventions, we overload all
of TREE(+), Ua(+), Uy (+), Ta(+), Tu(+), C(-), and H;(-) to alternatively accept as an argument

a valid state B, with the resulting value being the respective object at state B (which is
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well-defined in all cases). That is,

C(B) = C(TrEE(B))

H;(B) = H;(TrREE(B))

Finally, we will specially denote a few states that frequently appear in our analysis. All

of the states listed below are visualized in Figure 3 for the reader’s convenience:

e By =(({0},0),0,0,0,0)

BO,l = (({07 1}7 {1 - 0})7®7®’ @, {1})

Bl,o = (({0}7 @), {1}’ @, {1}’ @)

BI,O = (({0}7 Q))? [1‘], @, [$]> (ZJ)

Bie = ({03 UL i U i = i = 13 u{2 = 0}) {1},0. {1}, U5 {i})

B = (({0,2}, {2 — 0}),{1,3},0,{1,3},{2})

2.7 Strategy

A strategy 7 is a deterministic function that maps any valid state B to a valid action at that
state. A miner is said to use a strategy if at every state B where they must take an action,
they take action 7(B). Now, we are able to define the honest mining strategy, which we will

refer to as HONEST:

Definition 2.1 (HONEST). For any B a valid state and U(B) the set of unpublished blocks
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Figure 3: This figure visualizes common states By, Bo1, Bi1o, Byo, D1, and Bgf“. We
refer to such visualization as state diagrams. As indicated by the legend in the top-right,
blocks belonging to the attacker are drawn as squares with two borders, blocks belonging to
the honest miner are drawn as squares with one border, and the genesis block is drawn as
an eight-pointed star. All blocks are labeled with the round during which they were mined,
except for the genesis block which is labeled with ‘0’. Arrows represent edges in the block
tree, such that any block which is connected to at least one edge is published and part of
the block tree, whereas any block which is not connected to at least one edge is unpublished.
Finally, the light gray vertical lines and small printed numbers below them represent heights
in the tree. That is, for any block in the block tree, the height of this block can be found by
looking at the small printed number below the light gray vertical line that is immediately
to the right of this block. Although height is not defined for an unpublished block, what is
defined is the maximum height that this unpublished block can reach (see Definition B.24).
So, we will draw an unpublished block above the blocks in the block tree which have height
equal to the maximum height that the unpublished block can reach. Indeed, from such a
diagram, all component parts of the state may be inferred.
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owned by the acting miner, the strategy HONEST selects action

HONEST(B) = PublishSet(U(B), | {v— C(B)})
vel(B)

While this definition may look complicated, in practice this reduces to saying that when-
ever a miner using HONEST mines a block, they will immediately publish it onto the longest
chain the next time it is their turn to take an action. At all rounds where the honest
miner has no unpublished blocks, they will simply play Wait. In other words, if a miner
uses HONEST, then at the end of each round, their set of unpublished blocks will always be
empty.

Recall that we will assume that the honest miner always uses HONEST. Additionally,
somewhat previewing what will follow, we will usually consider that the attacker uses a
strategy m that will publish infrequently. Then, we will often consider states in the game
where the honest miner has used HONEST at all rounds so far and the attacker has not yet
published any of the blocks they have mined. So, while the previous 5-tuple notation allows
us to express any feasible valid state, it makes sense to introduce an abbreviated notation

for states that meet this criteria.

Definition 2.2 (Abbreviated State Notation). Abbreviate a state as B = (c174, ..., cvyy)

where ¢; € Ny, v; € {A,H} for alli € [t'] if

t
i

e state B occurs during round t = /:1 c; after one of the miners mines a block and

after the honest miner takes an action,

o for (v1,...,7) the initial mining sequence up to round t, we have 7y, = Veryi-le, for
-

all k € [¢;]. That is, the initial mining sequence up to round t is what is being used to

describe the state B, where runs of consecutive A’s or H’s have been grouped together

and given a multiplicative coefficient which is the number of such consecutive symbols,
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e and, this state meets the criteria above; namely, the honest miner has used HONEST

during all rounds and the attacker has not yet published any blocks they have mined

Observe that when the honest miner has used HONEST and the attacker has not yet
published any blocks, the mining sequence 7y, ..., fully determines all elements of the
traditional 5-tuple description of a state. Note that if ¢; = 1, we will omit the multiplicative
constant when we write the state in this format. Furthermore, for a state B written in this

abbreviated notation, let |B| = 32¢_, ¢;; for example |(A,4H,2A)| = 7. Using this notation,

we can easily express the common states mentioned in Section 2.6 and depicted in Figure 3:

o By=()

e By, = (H)

o Big=(A)

o B,o=(zA)

e By, =(AxzH)

B = (A, H,A)

2.8 Revenue

The revenue of each miner in the game is the proportion of blocks they own in the longest
path as the number of rounds approaches infinity. For convenience, we will only introduce
notation for expressing the revenue of the attacker. Indeed, since the definition of revenue
is such that the attacker’s revenue and honest miner’s revenue must sum to one, the honest
miner’s revenue can always be derived from the attacker’s revenue. Then, as an intermediate

result, the revenue of the attacker up to round t when the mining sequence is 7y, ...,y and
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the attacker uses strategy 7 is

_ JAC(TREE(1)) N Ta(0)
B h(C(TREE(t)))

=

o

<
2
=

Notably, revenue is only a function of the attacker’s strategy = since the honest miner’s
strategy is fixed; we always assume that the honest miner uses HONEST. Now, the revenue
of the attacker when the attacker uses strategy m and mines each block independently with
probability « is

REV(7m,a) = Ep li{n inf REvg)(ﬂ)]

—00

Note that the expectation is over I' = (I')teny, where each I'; is independent and iden-
tically distributed with Pr[I', = A] = « and Pr[['y = H|] = 1 — . It is easy to see that
REV(HONEST, o) = «; when the attacker uses this strategy there will be a single path in
the block tree that contains all blocks mined over the duration of the game, of which an «
proportion will belong to the attacker in expectation since this is the probability that they

mine any given block.

2.9 Nash Equilibrium

Having established the revenue of the attacker, we can now define the quantity oS, the
robustness of proof-of-stake mining protocols with access to external randomness against
strategic manipulation.

To build up this definition, first consider that the following statements are equivalent:

e Strategic manipulation is possible when the attacker has probability « of mining each

block.

e Jr # HONEST such that REV(7w, o) > REV(HONEST, «)
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e max, REV(m, a) > REV(HONEST, )

e It is not a Nash equilibrium for both miners to use HONEST when the attacker has

probability « of mining each block.

Negating each statement, now consider that the following are equivalent:

Strategic manipulation is not possible when the attacker has probability a of mining

each block.

vV, REV(7m, o) < REV(HONEST, o)

max, REV(7m, o) < REV(HONEST, «)

It is a Nash equilibrium for both miners to use HONEST when the attacker has proba-

bility v of mining each block.

Therefore, we can finally express a°S:

oS = sup{a € [0,1] | max REV(7, a) < REV(HONEST, o)}
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3 Related Work

Work on strategic manipulation within proof-of-work mining protocols began with the Bit-
coin whitepaper itself, where Nakamoto [7] advanced the claim that strategic manipulation
is not possible as long as no miner in the network mines the next block with probability
a > 1/2, implying that o™V = 1/2. As Eyal and Sirer [3] later showed, this claim turned
out to be incorrect. As a counterexample, they developed the strategy SM which stands for
selfish mining and has been proven to outscore HONEST for all & > 1/3, thus implying that
o’V < 1/3 [3]. The main idea behind this strategy is that the attacker will strategically
withhold blocks from the block tree and will use these blocks to fork the longest chain at
some later time. Inspired by the model and attack presented by Eyal and Sirer [3], a lower
bound of a™°V > 0.3080 was later derived through pure mathematical reasoning by Kiayias
et al. [6]. Finally, taking an alternative computational approach, Sapirstein et al. [8] showed
that oW ~ 0.329, making the robustness of proof-of-work mining protocols against strate-
gic manipulation a solved problem. While this paper focuses on strategic manipulation as
it pertains to proof-of-stake mining protocols, it is important to recap research on strategic
manipulation as it pertains to proof-of-work mining protocols to acknowledge the history of
the research question, gain intuition, and establish a reference for comparison.

When Brown-Cohen et al. [1] conducted research on strategic manipulation as it pertains
to proof-of-stake protocols, they derived the pessimistic result that all miners using HONEST
is never a Nash equilibrium if the proof-of-stake protocol does not have access to external
randomness. Another way of expressing this is that oF°S W/o External Randomness — (- Op the
other hand, if the protocol has access to external randomness, the results become much more
favorable, as Ferreira and Weinberg [4] showed 0.3080 < P8 w/ External Randomness _ PoS <

0.3247. No authors since Ferreira and Weinberg [4] have narrowed these bounds on a5,

PoS

leaving the exact value of a"°° as an open research question, answering which is the precise
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goal of this paper.

Since this paper is most immediately related to [4], we will use several tools developed
in [4] towards our own analysis. As stated above, one such tool we have borrowed from [4]
is the model that we have detailed in Section 2. The rest of the tools we use from [4] are

detailed in Appendix B.

36



4 n-Deficit Tolerance Family of Strategies

In this section, we will introduce a family of strategies which we call n-DEFICIT TOLERANCE.
From the definition of af°S, the existence of a strategy 7 and mining strength o for which
REV(m, a) > REV(HONEST, o) immediately imposes a as an upper bound to a5, From the
related work, the best previously known upper bound to a™® is oS < 0.3247, where this
upper bound is due to Ferreira and Weinberg’s [4] strategy NSM (which stands for nothing-
at-stake selfish mining strategy).* As we will prove, there exists a strategy 7 belonging to
the n-DEFICIT TOLERANCE family of strategies such that, for all a > 0.3235, REV(7, ) >
REV(HONEST, ). By the discussion above, this result imposes an improved upper bound
of o < 0.3235.

This family of strategies is inspired by Eyal and Sirer’s [3] strategy SM and Ferreira
and Weinberg’s [4] strategy NSM. In fact, both SM and NSM belong to the n-DEFICIT
TOLERANCE family of strategies. In addition to the common states already introduced in
Section 2.6, the n-DEFICIT TOLERANCE family of strategies relies on the following states of

interest, written using the abbreviated state notation and depicted in Figure 4:

o (A xH, A) for x > 2: The attacker mines and withholds a block, followed by the honest
miner mining and publishing > 2 blocks on the longest chain consecutively, followed

by the attacker mining and withholding block.

o (A,xH,2A) for x > 2: The attacker mines and withholds a block, followed by the
honest miner mining and publishing x > 2 blocks on the longest chain consecutively,

followed by the attacker mining and withholding two blocks.

e (A,zH A H) for x > 2: The attacker mines and withholds a block, followed by the

4Actually, we contributed to this upper bound by correcting a mistake in the analysis of REV(NSM) in
the first version of [4]. Under this mistake, the upper bound on a°% due to this strategy was claimed to
be aF°S < 0.3277. After correcting this mistake, the upper bound on oS due to this strategy was actually
shown to be oF°S < 0.3247.
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Figure 4: States diagrams for states (A,xH, A), (A,zH,2A), and (A,zH, A, H which are
important to strategies in the n-DEFICIT TOLERANCE family of strategies.

honest miner mining and publishing x > 2 blocks on the longest chain consecutively,
followed by the attacker mining and withholding block, followed by the honest miner

mining and publishing a block.
Now, we are ready to define the n-DEFICIT TOLERANCE family of strategies:

Definition 4.1 (i-DEFICIT TOLERANCE). Let (X;);>0 be a mining game starting at state
Xo = By. The strategy i-DEFICIT TOLERANCE, when used by the attacker, selects the

following actions:
o Play Wait at state By.
o Play Wait at state By, and capitulate from By, to By.
o Play Wait at state B, .

e From state Bay, play Wait until the first time step 7 > 3 where |T4(X;)| = [T (X;)|+1.

Then, at state X7 play PublishPath(T4(X,),0) then capitulate from X, to By.
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For all x € [i], play Wait at state B .

Play PublishPath({1,3},0) at state By,

For all x € {2,...,i}, play Wait at state (A,xH, A).

Forallx € {2,...,1}, from state (A, xH,2A) play Wait until the first time step 7 > x+3

where

7 =min{t >z +3: [Ta(Xy)| = [Ta(Xy)] + 1}
rp = min{t >z +3: [Ta(Xe) \ Ta (A, 2H)) | = [Ta(Xe) \ T (A, 2H)) | + 1}

7 =min{m, 72}

Then, at state XHMF if 7 = 7, play PublishPath(T4(X,),0). Else, at state XHALT
if T = 1o, play PublishPath(T4(X,;)\ Ta ((A,zH)),x+1). In either case, capitulate
from X, to By.

For all x € {2,...,i}, play Wait at state (A,xH, A, H) and capitulate from state
(A,ZL‘H, A, H) to Bl,l-

Play Wait at state By ;41 and capitulates from By 41 to By.

Definition 4.2 (n-DEFICIT TOLERANCE Family of Stategies). The n-DEFICIT TOLER-

ANCE family of strategies is the set of all strategies 1-DEFICIT TOLERANCE fori € N,. In

other words:

n-DEFICIT TOLERANCE = U {i-DEFICIT TOLERANCE}
1€ENL

Observation 4.3 (SM € n-DEFICIT TOLERANCE). Eyal and Sirer’s [3] strategy SM =

1-DEFICIT TOLERANCE € n-DEFICIT TOLERANCE.
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Observation 4.4 (NSM € n-DEFICIT TOLERANCE). Ferreira and Weinberg’s [4] strategy

NSM = 2-DEFICIT TOLERANCE € n-DEFICIT TOLERANCE.

The membership of strategies developed by previous researchers to n-DEFICIT TOLER-
ANCE already suggests that strategies in n-DEFICIT TOLERANCE take reasonable actions at
the states they encounter. Indeed, for 0.3080 < « < 0.3247, the range of a we are interested
in, a strategy m € n-DEFICIT TOLERANCE already plays optimally at several states. In
particular, at state By the only valid action is Wait and no capitulation is available, so
must be optimal at By. The strategy 7 is also known to play optimally at state By, by
Theorem B.2. Finally, since o < 0.3247 satisfies the condition on « for Corollary B.33 and
Theorem B.4, for mining strengths in the range we are interested in, we know the strategy
7 plays optimally at By and Bg‘f“ by Corollary B.33 and Theorem B.4 respectively.

There are also states where a strategy m € n-DEFICIT TOLERANCE takes an action which
is known to be optimal but makes a choice of capitulation which may or may not be optimal.
Consider states of the form By , or (A,zH, A, H) for some x € N,. If 7 reaches such a state
during gameplay, m plays Wait. Indeed, since Wait is the only timeserving action at such
states, by Theorem B.1, Wait must be an optimal action at such states. However, we know
that 7 = i-DEFICIT TOLERANCE for some ¢ € N such that 7 does not capitulate from B; ,
for any x € [i], m capitulates from B ;11 to By, and 7 capitulates from (A,xH, A, H) to By,
for all z € {2,...,i}. None of these choices of capitulation have yet been proven optimal.

To provide some more intuition why we may expect strategies in this family to be highly
performant with respect to optimal strategies over the range of o we are interested in, we
can motivate the decisions made at states without such optimality guarantees over the action
or choice of capitulation. Note that these states are the only states where the strategy may
be improved. In the following discussion let m = i-DEFICIT TOLERANCE for some i € N,.
In motivating these decisions, it will become apparent where the n-DEFICIT TOLERANCE

family of strategies gets its name. Finally, note that the intuition provided here will be the
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basis for a lot of proofs in the analysis to follow:

e B The only valid actions at state By are PublishPath({1},0) or Wait. The action
PublishPath({1},0) would establish block 1 as a checkpoint by Definition B.21. So, by
Theorem B.1, after publishing block 1, an optimal strategy would then capitulate to
By. That is, if © published block 1 at this state, then m would only transition between
states By, Dy, and B;o and take the same action as HONEST at all states such
that REV(7m,a) = REV(HONEST, ). Then, certainly = would not help us improve

the upper bound to a®°S.

Therefore, for our purposes, m must play Wait at B .
Now, regarding capitulation, suppose that = capitulated from B;y. The only state
capitulation available at B is to capitulate to By. But, in this case, 7 would again
transition between states By, By, and By, except this time would not publish any
blocks. Therefore, the revenue of such a strategy would be zero, which can not help up
improve the upper bound to a®S. So, for our purposes, 7 must not capitulate from

B, . Altogether, while 7’s selected action and choice not to capitulate at B; o may not

be optimal, it is necessary for our use case.

e By, for x € [i]: At this state, if the attacker’s hope is to eventually publish block 1 in
a timeserving manner, then the attacker is at a deficit of x blocks to do so; this idea of
a deficit is further conveyed in Figure 5. The probability of making up for this deficit
may be small, but it is still positive. On the other hand, if the attacker capitulates from
this state, they would have a zero probability of ever publishing block 1. Therefore, for
low values of x, where the deficit is small, it seems wasteful to capitulate since there
is still some chance that the attacker may mine enough blocks in the near future to
make up for this deficit. So, our intuition is that it is optimal to not capitulate from

this state, and indeed this is expressed in strategy 7.

o (A, zH, A) for x € {2,...,i}: The only valid, timeserving actions at state (A4,zH, A)
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Figure 5: Let B be a state and b be a block owned by the attacker which the attacker may
not publish at B in a timeserving manner. Let x be the smallest number of blocks, such that,
for mining game (X;);>0 with Xy = B, if there is ever a time ¢ > 1 such that the attacker
has mined = more blocks than the honest miner between X, and X;, then the attacker may
publish block b in a timeserving manner. Without loss of generality, this definition reduces to
saying that x is the minimum number of blocks, such that, if the attacker mines x consecutive
blocks after B, they may publish b in a timeserving manner. Then, we say that, at state
B, the attacker is at deficit of x blocks to publish block b in a timeserving manner. Given
a state diagram for state B, one can determine the deficit of any block b which may not
be published at B in a timeserving manner by drawing attacker blocks until it is possible
to publish b in a timeserving manner; the deficit is precisely the number of attacker blocks
drawn in this process. The figure visualizes this process for four example states where there
is a deficit to publishing block 1 in a timeserving manner. We use blue, dashed, unnumbered
attacker blocks to denote the blocks we have drawn over the state diagram in this process.
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for x € {2,...,i} are PublishPath({x + 2},x + 1) or Wait. However, the action
PublishPath({x + 2}, z + 1) would establish a checkpoint and so an optimal strategy
would subsequently capitulate to By. Then, in some sense, the action PublishPath({x+
2}, 2 + 1) seems similar to an action that would be taken by HONEST, since it pub-
lishes a single block on the longest chain and capitulates to By. But, we are trying
to outperform HONEST, so for our purposes, it seems that 7 should play Wait at this
state. Furthermore, for the same reasons as in the case of B ,, especially because the
attacker is now only at a deficit of x — 1 blocks to publish block 1 in a timeserving
manner, it seems suboptimal to capitulate from this state. Both of these ideas are

reflected in strategy .

(A,xH,2A) for x € {2,...,i}: At this state, there are several timeserving actions that
the attacker may take. One such timeserving action is PublishPath({z + 2,x + 3}, z),
which publishes two attacker blocks to the longest path and forks one honest miner
block from the longest path. This action would also establish a checkpoint and so an
optimal strategy would subsequently capitulate to By, eliminating any possibility of
publishing block 1. Another such timeserving action is PublishPath({x+2, x+3}, x+1),
which publishes two attacker blocks to the longest path, doesn’t fork any honest miner
blocks from the longest path, and again establishes a checkpoint. However, something
that feels suboptimal about each of these actions is the fact that there doesn’t seem
to be any urgency to publishing these blocks. That is, consider that the attacker was
considering playing one of these two actions but instead plays Wait. Suppose that the
worse case scenario happens and the honest miner mines a block at the next time step.
Then, we will loosely claim that an action which is just as good is still available. That
is, consider that the attacker was planning to take action PublishPath({z+2,z+3},x)
at (A,xH,2A). Now, one time step later, they can instead take action PublishPath({x+

2,x+ 3}, x4+ 1), which still publishes two attacker blocks to the longest path and forks
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one honest miner block from the longest path. On the other hand, consider that the
attacker was planning to take action PublishPath({x + 2,2+ 3}, x+1) at (A, xH,2A).
One time step later, they can still take the same action except that this action now
publishes two attacker blocks to the longest path and forks one honest miner block
from the longest path, which seems like a clear improvement. So, in the worst case,
the attacker still has good options available. Alternatively, in the best case scenario
to playing Wait, the attacker may mine a block at the next time step and thus further
close the deficit to publishing block 1 in a timeserving manner, which seems favorable.
Extending this reasoning, from (A, xH,2A), 7 plays Wait until either the attacker can
publish block 1 in a timeserving manner or there is finally some urgency to publishing

blocks {z + 2,z + 3}.

(A,xH, A, H) for z € {2,...,i}: We know that waiting is optimal at this state since it is
the only timeserving action; the attacker is at a deficit of x blocks to publish block 1 in a
timeserving manner and a deficit of 1 block to publish block z+2 in a timeserving man-
ner. Note that the capitulation from (A, zH, A, H) to By ; eliminates the possibility of
ever publishing block 1. Now, to motivate the choice to capitulate from (A,zH, A, H)
to By 1, consider a scenario where the attacker, starting from (A, zH, A, H), eventually
makes up for the deficit to publish block x + 2 in a timeserving manner. At this point,
the attacker can certainly take some publish action which publishes block = + 2. Or,
the attacker might be enticed to again try to make up for the deficit to publish block
1, which will be at an  — 1 block deficit at this point. However, if they continue to try
for block 1, there is the chance that they may, once again, lose their ability to publish
block x + 2. Therefore, it seems like the safe action is to publish block x + 2. Then, it
is clear that, from (A, zH, A, H) the attacker forgets about block 1 in any case, so that
it is safe to capitulate to B; ;. Put otherwise, our intuition suggests that the deficit

to publishing block z + 2 in a timeserving manner already gives an attacker enough to
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worry about without also having to worry about publishing block 1 in a timeserving
manner, such that an attacker would prefer to just forget about block 1, which is the

effect of capitulating from (A,z2H, A, H) to By ;.

(A, (i+1)H): At this state, if the attacker’s hope is to eventually publish block 1 in a
timeserving manner, then the attacker is at a deficit of ¢ + 1 blocks to do so. For small
deficits, it seems reasonable to be optimistic about the possibility of making up for this
deficit. However, when the deficit is large, it is less clear that the attacker should be
optimistic about this. Alternatively, even if, by a stroke of luck, the attacker is able to
make up for the deficit and is able to publish block 1 in a timeserving manner at some
point in the future, it is unclear if doing so is in the attacker’s best interest. Consider
that, at this hypothetical state in the future, the attacker would necessarily have a
large stash of unpublished blocks. Then, perhaps the attacker can extract more revenue
from leveraging these unpublished blocks in some way other than using them to publish
block 1. So, since publishing block 1 in a timeserving manner is both improbable and
potentially counterproductive, it seems reasonable to capitulate at this state, which is
precisely what 7 does. In other words, strategy m = i-DEFICIT TOLERANCE tolerates

a deficit of at most ¢ blocks before capitulating to B,.

As we provided intuition about strategies belonging to n-DEFICIT TOLERANCE we main-

tained ¢ € N, as a variable. For specific values of ¢, this intuition may be questionable. For

example, perhaps 50-DEFICIT TOLERANCE is too optimistic about publishing block 1 at

(A,50H). Or, perhaps 1-DEFICIT TOLERANCE is not optimistic enough about publishing

block 1 at (A,2H). Indeed, over our range of interest 0.3080 < a < 0.3247,

REV(1-DEFICIT TOLERANCE, ) = REV(SM, «)

< REV(NSM, «)
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= REV(2-DEFICIT TOLERANCE, )

where the first line is due to Observation 4.3, the second line is due to [3, 4], and the finality
line is due to Observation 4.4.

This is all to demonstrate that, a priori, it is unclear which strategy in the n-DEFICIT
TOLERANCE family of strategies outperforms HONEST at the lowest «, if such a strategy

exists. Put otherwise, we are looking for:®

it = argénin {min{a € [0,1] | REV(i-DEFICIT TOLERANCE, o) > REV(HONEST, o) } }
ieNy

Finding i* gives us the tightest upper bound on a°® that the n-DEFICIT TOLERANCE family
of strategies permits. Unfortunately, we are not able to find a closed-form equation from ¢
to min{a € [0,1] | REV(i-DEFICIT-TOLERANCE, o) > REV(HONEST, ) }, but we are able
to compute this quantity for a few selected ¢, shown in Table 1. This table shows a clear
trend, where the strategy belonging to n-DEFICIT TOLERANCE that outperforms HONEST
at the lowest a appears to be 4-DEFICIT TOLERANCE, which outperforms HONEST for all
a > 0.3235. Therefore, we immediately conclude that oS < 0.3235.

In summary, within this section we have devised a strategy named 4-DEFICIT TOLER-
ANCE that improves the upper bound to a°® and is founded on intuition that will guide the

proofs to follow.

®The outermost arg min,cy, {-} operation is chosen arbitrarily and may be replaced with arg max,;cy. {-}
+ +
or any other operation which returns a single element from a set. Although, the case could be made that
indeed argmin,cy +{} is the right choice because this would, in some sense, return the simplest strategy
satisfying the conditions, which may be desirable.
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| Strategy = | min{a € [0,1] | REV(7, @) > REV(HONEST, o)} |
1-DErIcIT TOLERANCE (SM) 0.333333
2-DEFICIT TOLERANCE (NSM) 0.324718
3-DEFICIT TOLERANCE 0.323577
4-DEFICIT TOLERANCE 0.323489
5-DEFICIT TOLERANCE 0.323534
6-DEFICIT TOLERANCE 0.323572

Table 1: Members of the n-DEFICIT TOLERANCE family of strategies and the smallest « for
which they outperform HONEST. The first two rows are due to [3] and [4] respectively. The

remaining rows are due to Appendix D.

Revenue Comparison Between Various Strategies

Revenue
035: =T
034 == ‘//-”
033 e ”’d¢f—
032 ................ “"ﬂda
: 0.325 0.330 0.335 0.340°
Honest ==--- 1-Deficit Tolerance (SM)

2-Deficit Tolerance (NSM)

Figure 6:

4-Deficit Tolerance

This figure plots the revenue of HONEST and several strategies in

n-DEFICIT TOLERANCE as a function of a to allow for comparison between them. The
revenues of the selected strategies from n-DEFICIT TOLERANCE are derived in Appendix D.
Note that, aside from the information which is highlighted in Table 1 such a comparison is
not immediately useful towards the research question of this paper and is only a point of

curiosity.
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5 Structured Strategies

S we will try to likewise improve the lower

Now that we have improved the upper bound to o
bound to oS, Towards this goal, we will first reduce the strategy space. Note that [4] has
already proven that, without loss of generality, an optimal strategy is timeserving, orderly,
LPM, trimmed, opportunistic, checkpoint recurrent, and positive recurrent (Theorem B.1).
This allows us to rule out many strategies from consideration. Here, we will introduce three
additional properties that an optimal strategy exhibits so that we can rule out even more
strategies from consideration. For each property we introduce, we will first offer intuition as
to why we expect an optimal strategy to exhibit this property, then prove this formally in

Appendix E. The main result of this section is Theorem 5.10, which states that without loss

of generality, an optimal strategy is structured (Definition 5.9).

5.1 Elevated

Some intuition offered in our discussion of strategies in n-DEFICIT TOLERANCE claimed
that at a state (A,xH,2A) for some x € Ny \ {1}, an optimal strategy would not take
action PublishPath({x + 2,x + 3}, x), where this action publishes two attacker blocks to
the longest path and forks one honest miner block from the longest path. The reasoning
behind this intuition was that, if the attacker instead played Wait at this state, then, over

the randomness in which miner mines the next block,

e in the worst case scenario (that is, the honest miner mines and publishes the next
block), the attacker will still be able to publish the same chain of blocks, except on
block x + 1 this time, to again insert two attacker blocks into the longest path and

remove one honest miner block from the longest path,

e and, in the best case scenario (that is, the attacker mines the next block), the attacker

will have an additional unpublished block to leverage while the block tree remains
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unchanged.

To motivate the language we will use hereon, consider that the suggested action in the
worst case scenario discussed by the first bullet point essentially elevates the chain of blocks
{z + 2,2 + 3} in publishing this chain on block x + 1 instead of z, where h(x + 1) > h(z).
Actually, we will argue that all of our intuition about this state boils down to the fact that
the chain of blocks {z + 2,2 + 3} which action PublishPath({x + 2,x 4+ 3}, x) attempts to
publish at this state can be elevated in the sense that this chain of blocks may instead be
published on a block with height > h(z). That is, the intuition we have built up suggests
that if the chain of blocks the attacker is considering publishing can be elevated, the attacker
can instead wait until the next round, where they may potentially mine a block to reach a
more favorable state, without incurring any real risk or lost revenue. Then, it seems like the
attacker should only take actions where the published chain of blocks is already elevated.

This intuition is visualized in Figure 7. We now formalize this line of thought:

Definition 5.1 (Elevated). Let m be a strategy and let B be any state. A walid action

PublishSet(V', E') is said to be elevated with respect to B and 7 if

e for u such that minV' — u € E’, then Ab € V(B) such that u € A(b) \ {b} and
b < minV’'. That is, regardless of the path that minV' is published on, within that
path, min V' must be published on the block of maximal height on which it can be

validly published.

e or, for subsequent state B' which follows taking action PublishSet(V', E') at B, max V'

does not reach finality with respect to w at state B'.

Strategy w is said to be elevated if, when played against HONEST, with probability 1, at
all states B, strateqy m takes an elevated action with respect to B and w. Furthermore,

valid action PublishSet(V', E") is said to be strongly elevated with respect to B and 7 if it
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(a) State (A,3H,2A).

3 4 5

(c¢) Result of playing Wait at (A,3H,2A),
the honest miner mining and publish-
ing block 7, then the attacker playing
PublishPath({5,6},4). This is an elevated
action at this state since the chain of blocks
{5,6} may not be published on block 7.

o 1 2 3 4

(b) Result of playing PublishPath({5,6},3)
at state (4,3H,2A). This is not an elevated
action at this state since the chain of blocks

{5,6} may be elevated to instead be pub-
lished on block 4, where h(4) > h(3).

Z-—-—E*—

2 — 3 1 4

o 1 2 3 4

(d) Result of playing Wait at (A,3H,2A),
then the attacker mining block 7 and play-
ing PublishPath({1,5,6,7},0). This is an el-
evated action at this state since the chain of
blocks {1,5,6,7} may not be published on
any block in {2,3,4}.

Figure 7: To gain intuition as to why we expect an optimal strategy to only take actions
which are elevated, consider the state shown in Figure 7a, which is state (A,3H,2A). Then,
Figure 7b shows the result of an action which is not elevated at state (A,3H,2A). If the
attacker instead chose to play Wait at state (A,3H,2A), then in the next round, either an
action is available which yields the state shown in Figure 7c or an action is available which
yields the state shown in Figure 7d. While the state in Figure 7c seems similar to the state
in Figure 7b, the state in Figure 7d seems much more favorable than the state in Figure 7b.
So, in the worse case scenario, it seems that the attacker is just as well off when they play
Wait at (A,3H,2A) as when they take a non-elevated action at (A,3H,2A). But, in the
best case, it seems that the attacker is strictly better off when they play Wait at (A,3H,2A)
compared to when they take a non-elevated action at (A,3H,2A).
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satisfies the first bullet point. Strategy m is said to be strongly elevated if, when played against
HONEST, with probability 1, at all states B, strateqy m takes a strongly elevated action with

respect to B and .

In Definition 5.1, the second bullet is a detail needed to complete the proof whereas the
first bullet captures the ideas discussed above. Namely, if such a block b as described in the
first bullet did exist, then the action PublishSet(V', E') cannot be elevated by our discussion
above since the chain of blocks that the attacker is trying to publish may instead be published
on this block b. Note that, under our definition, the action Wait is always elevated. Also note
that, under our definition, HONEST is elevated since all blocks are published on the longest
chain such that there cannot exist an alternative block at a greater height that the miner
can instead publish on. Now, Theorem 5.2 highlights the primary value to introducing the
idea of elevated actions and strategies which is that, later on when we try to derive optimal

actions at states, we will only need to consider actions which are elevated.

Theorem 5.2 (Elevated). At any mining strength o, there exists an optimal strategy which is
timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent,

and elevated.

5.2 Patient

Another line of intuition in our discussion of strategies in n-DEFICIT TOLERANCE claimed
that at a state (A, xH,2A) for some x € N, \ {1}, an optimal strategy would not take action
PublishPath({x 4+ 2,2 + 3},x + 1), where this action publishes two attacker blocks to the
longest path but doesn’t fork any honest miner blocks to the longest path. The reasoning
behind this intuition was that, if the attacker instead played Wait at this state, then, over

the randomness in which miner mines the next block,

e in the worst case scenario (that is, the honest miner mines and publishes the next
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block), the attacker will still be able to take the same action, except this time insert
two attacker blocks into the longest path and remove one honest miner block from the

longest path, which seems strictly better

e and, in the best case scenario (that is, the attacker mines the next block), the attacker
will have an additional unpublished block to leverage while the block tree remains

unchanged.

Since even the worst case scenario seems strictly better than taking action PublishPath({x+
2,z 4+ 3}, x + 1) at (A,zH,2A), it seems like an attacker considering this action should
instead be patient and play Wait. The exact reason why it seems to be better to be patient
is because the action PublishPath({x + 2,2 + 3},2 + 1) at (A,2H,2A) publishes one more
block than necessary to establish a unique longest chain, such that the excess block can, in
the worst case scenario, be used to fork an honest miner block from the longest path, while
the original action PublishPath({x + 2,z + 3}, x + 1) does not fork any honest miner blocks
from the longest path.

More generally, a lead of at least two blocks over the honest miner somewhere in an
execution of the game seems extremely valuable to the attacker for the reason that the
attacker can publish the blocks which constitute the lead with certainty even if they are
patient and wait a few rounds. In our example, at state (A, zH,2A), the attacker had a lead
of two blocks over blocks > x + 1. Now consider that, for a lead of & € N \ {1} blocks
somewhere in an execution of the game, the attacker can wait at least £ — 1 rounds and
still be able to publish the blocks which constitute the lead with certainty, since the honest
miner can mine at most £ — 1 blocks in this time but the attacker can still fork a chain of
this height. Even better, there is a chance the attacker mined some blocks while waiting
these k — 1 rounds, in which case the attacker can be patient even longer.

As a possible point of confusion, it may appear to some readers that the net gain is the
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same whether the attacker is patient or not. Such readers may point to the case of having
a lead of k blocks, waiting for the honest miner to mine k& — 1 blocks, then publishing &
blocks to fork these honest miner blocks from the longest path, and claim that, in this case,
the attacker has published the same amount of blocks as if they just published straightaway
when they had a lead of k. While this is true, the fact that the attacker removes k£ — 1 honest
blocks from the longest path makes the act of being patient strictly better than publishing
straightaway, since it means that the longest path grows slower and the honest miner wastes
these k — 1 blocks.

To make explicit this idea of slowing the growth of the longest path and wasting the
honest miner’s blocks more, consider a simplified version of the game where there will be T’
rounds in total with the attacker mining on exactly a1" rounds and the honest miner mining
on exactly (1 — a)T rounds.® Suppose that, at the outset of the game, the attacker mines
k € Ny \ {1} consecutive blocks then the honest miner mines k — 1 consecutive blocks. If
the attacker had published their blocks at the time they had a lead of k blocks, then after
the honest miner mines their £ — 1 blocks, the longest path would be 2k — 1 blocks in length
with only a little more than half of these blocks owned by the attacker. Furthermore, over
the remainder of the game, the attacker will mine o' — k& more blocks and the honest miner
will mine (1 — )T — (k — 1) more blocks. If instead, the attack was patient and let the
honest miner publish k£ — 1 blocks to the longest path only to immediately fork them from
the longest path afterwards, then the longest path at the end of this sequence would be &
blocks in length with all of these blocks owned by the attacker. Just the same as before,
over the remainder of the game, the attacker will mine o' — k£ more blocks and the honest
miner will mine (1 — «)7" — (k — 1) more blocks. Therefore, in this example, this idea of
being patient and waiting to cancel out honest miner blocks slows the growth of the longest

path and maintains a larger proportion of attacker blocks in the longest path while keeping

6 Assume that both aT and (1 — )T are natural numbers.
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the number of blocks each miner will mine over the remainder of the game unchanged.

In summary, the intuition we have built up suggests that if the chain of blocks the attacker
is considering publishing is in excess of that needed to establish a unique longest chain, then
the attacker can instead be patient and play Wait so that they may use the excess block(s)
at some later time to fork honest miner blocks from the longest path, where it is desirable to
fork honest miner blocks from the longest path since it slows the growth of the longest path
and maintains a larger proportion of attacker blocks in the longest path. Then, it seems like
the attacker should only take actions which are already patient. This intuition is visualized

in Figure 8 and Figure 9. We now formalize this line of thought:

Definition 5.3 (Patient). Let m be a strateqgy and let B be any state. A walid action
PublishSet(V', E') is said to be patient with respect to B and 7 if, for subsequent state B’

which follows taking action PublishSet(V', E') at B

e W(C(B')) — h(C(B)) = 1. That is, the action PublishSet(V', E") increases the height of

the longest chain by exactly one.

e or, max V"’ does not reach finality with respect to m at state B’

Strategy 7 is said to be patient if, when played against HONEST, with probability 1, at all
states B, strategy m takes a patient action with respect to B and w. Furthermore, valid action
PublishSet(V', E") is said to be strongly patient with respect to B and 7 if it satisfies the first
bullet point. Strategy 7 is said to be strongly patient if, when played against HONEST, with
probability 1, at all states B, strategy w takes a strongly patient action with respect to B and

.

While Definition 5.3 is intentionally written so that it may be applied to any valid action,

we can simplify the definition if we restrict our focus to timeserving actions:

Definition 5.4 (Patient). Let m be a strategy and let B be any state. A wvalid, timeserving

action PublishPath(Q,v) is said to be patient with respect to B and m if
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(a) State (A,3H,2A).

3 4 5

(¢) Result of playing Wait at (A,3H,2A),
the honest miner mining and publish-
ing block 7, then the attacker playing
PublishPath({5,6},4). This is an patient ac-
tion at this state since it increases the height
of the longest chain by exactly one.

(b) Result of playing PublishPath({5,6},4)
at state (A,3H,2A). Thisis not a patient ac-
tion at this state since it increases the height
of the longest chain by two.
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(d) Result of playing Wait at (A,3H,2A)
then the attacker mining block 7 and play-
ing PublishPath({1,5,6,7},0). This is a pa-
tient action at this state since it increases the
height of the longest chain by exactly one.

Figure 8: To gain intuition as to why we expect an optimal strategy to only take actions
which are patient, consider the state shown in Figure 8a, which is state (A,3H,2A). Then,
Figure 8b shows the result of an action which is not patient at state (A,3H,2A). If the
attacker instead chose to play Wait at state (A,3H,2A), then in the next round, either an
action is available which yields the state shown in Figure 8c or an action is available which
yields the state shown in Figure 8d. While the state in Figure 8c initially seems similar to the
state in Figure 8b, since it additionally forks an honest miner block from the longest path, it
is in fact strictly better. Also, the state shown in Figure 8d seems much more favorable than
the state in Figure 8b. So, in either case, it seems that the attacker is better off when they
play Wait at (A,3H,2A) compared when they take a non-patient action at (A,3H,2A).
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(a) State which may occur when the mining sequence is
A A A A H, H, H and the attacker does not take patient actions.
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(b) State which may occur when the mining sequence is
A A A A H, H, H and the attacker takes patient actions.

Figure 9: Suppose that the initial mining sequence up to round 7 is A, A, A, A, H, H, H.
That is, the attacker mines the first four blocks then the honest miner mines the next three
blocks. Figure 9a shows a state which may result from this sequence when the attacker does
not take patient actions. Here, the longest path is fairly long and the attacker only owns
about half the blocks in the longest path. Compare this to Figure 9b, which shows a state
which may result from this sequence when the attacker takes only patient actions. Here,
the longest path is much shorter than in Figure 9a and the attacker owns all blocks in the
longest path. Therefore, in this case, taking patient actions seems much better.
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e h(v)+|Q| = h(C(B)) + 1. That is, the action PublishPath(Q,v) increases the height

of the longest chain by exactly one.

e or, for subsequent state B’ which follows taking action PublishPath(Q,v) at B, max Q)

does not reach finality with respect to w at state B'.

Timeserving strategy m is said to be patient if, when played against HONEST, with probability
1, at all states B, strateqy m takes a patient action with respect to B and w. Furthermore,
valid, timeserving action PublishPath(Q,v) is said to be strongly patient with respect to B
and m if it satisfies the first bullet point. Timeserving strateqy m is said to be strongly patient
iof, when played against HONEST, with probability 1, at all states B, strateqy w takes a strongly

patient action with respect to B and .

Since Theorem B.1 states that it is without loss of generality to consider strategies which
are timeserving, we will primarily work with Definition 5.4 rather than Definition 5.3.

To understand Definition 5.4, first note that in this definition, the second bullet is a
detail needed to complete the proof whereas the first bullet captures the ideas discussed
above. Let’s rephrase the first bullet of Definition 5.4 a few different ways to crystallize an
understanding of patient strategies. Another way of stating the first bullet point is that the
action PublishPath(Q,v) is such that @) contains just enough blocks to establish a unique
longest chain and not a single block more. In other words, if you picture this action visually,
it will be such that every block in ) cancels out some block in the longest path except for
max (), which has nothing to cancel out because it reaches a new height of h(C(B)) + 1,
which by definition, no block in B can reside at. Visually, an action that is not patient
might have some blocks in ) cancel out some blocks in the longest path, but at the same
time have sewveral blocks in () reach unique heights and thus not reap any of the reward to
canceling out a block. In the language used above, the blocks that do not cancel anything

and are not max () would be the excess which we would rather leverage in some meaningful
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way than publish here.

Note that, under our definition, the action Wait is always patient. Also note that, under
our definition, HONEST is patient since it only ever publishes one block on the longest chain,
which clearly establishes a unique longest chain at one greater height. Now, Theorem 5.5
highlights the primary value to introducing the idea of patient actions and strategies which
is that, later on when we try to derive optimal actions at states, we will only need to consider

actions which are patient.

Theorem 5.5 (Patient). At any mining strength «, there exists an optimal strategy which is
timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent,

elevated, and patient.

5.3 Thrifty

In this section, we will introduce one final property that an optimal strategy exhibits. Con-
sider that a strategy takes a publish action where the published blocks reach finality. Then,
by the definition of finality (Definition B.19), these just-published blocks will never be re-
moved from the longest path.

Now, consider any unpublished block b owned by the attacker which was mined on an
earlier round than some block which has reached finality. It is clear that any action which
inserts this block b into the longest path must necessarily fork some block which has reached
finality from the longest path. But, this contradicts the definition of finality, and so this
unpublished block b will never enter the longest path such that it can essentially be forgot-
ten. Therefore, following an action where the published blocks reach finality, the attacker
capitulates state to forget all unpublished blocks which were mined on an earlier round than
the minimum block which reaches finality.

So far, we have shown that when the attacker takes an action where the published blocks
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reach finality, some unpublished blocks may subsequently be deleted from the game state.
Therefore, when the attacker considers such an action, it is reasonable to believe that they
should be as thrifty as possible in making sure that there is not some unpublished block that
would otherwise be forgotten that they could instead add to their current publish action for
greater reward.

That is, suppose that there is some unpublished block that would otherwise be forgotten
that the attacker could instead add to their current publish action for greater reward. Then,
it almost seems wasteful not to augment the publish action to include this additional block.
In other words, the current publish action which does not include this block must not be
thrifty.

In summary, the intuition we have built up suggests that an attacker must be thrifty,
which means that, whenever the attacker is considering some publish action where the pub-
lished blocks reach finality, there must not be any unpublished block that would otherwise
be forgotten that could instead be added to the publish action for greater reward. This

intuition is visualized in Figure 10. We now formalize this line of thought:

Definition 5.6 (Thrifty). Let m be a strategy and let B be any state. A wvalid action
PublishSet(V', E') is said to be thrifty with respect to B and 7 if, for subsequent state B’
which follows taking action PublishSet(V', E') at B

e there does not exist V', E* such that

-Vt #0

— V* C (Ua(B') N (0, min V"))

PublishSet(V'UV*, E'"UE™) is a valid checkpoint recurrent action at B that yields

state BT

— [A(C(B")) NTa(B)| < |A(C(BT)) N Ta(BY)|
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(a) State (A,2H,A,H, A, H, A).

Ry

7'y

0 1 2 3 4 5

(b) Result of playing PublishPath({6,8},5) at (A,2H, A, H, A, H, A). Since blocks
6 and 8 become checkpoints, for any checkpoint recurrent strategy, blocks 6 and 8
must reach finality. Then, since block 4 could have additionally been published for
greater reward, this action cannot be thrifty with respect to any checkpoint recurrent

strategy.

A

A

L )rle e

0 1 2 3 4 5

(c) Result of playing PublishPath({4,6,8},3) at (A,2H, A, H, A, H, A). No unpub-
lished block can be added to this publish action for greater reward. In particular,
there is no way to publish block 1 in a timeserving manner at the current state, and
so the reward to any action which publishes block 1 is zero, which is less than the
reward of action PublishPath({4,6,8},3). Therefore this action is thrifty.

Figure 10: To gain intuition as to why we expect an optimal strategy to only take actions
which are thrifty, first consider state (A,2H, A, H, A, H, A), shown in Figure 10a. Then com-
pare the state shown in Figure 10b (which is the result of an action at (A4,2H, A, H, A, H, A)
which is not thrifty with respect to checkpoint recurrent strategies) to the state shown in
Figure 10c (which is the result of an action at (A,2H, A, H, A, H, A) which is thrifty for any
strategy). Put simply, it seems wasteful to publish blocks 6 and 8 at (A,2H, A, H, A, H, A)

but not block 4.
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e or, max V"’ does not reach finality with respect to w at state B’

Strateqy 7 is said to be thrifty if, when played against HONEST, with probability 1, at all
states B, strateqy m takes a thrifty action with respect to B and . Furthermore, valid action
PublishSet(V', E') is said to be strongly thrifty with respect to B and 7 if it satisfies the first
bullet point. Strategy 7 is said to be strongly thrifty if, when played against HONEST, with
probability 1, at all states B, strategy m takes a strongly thrifty action with respect to B and

.

While Definition 5.6 is intentionally written so that it may be applied to any valid action,

we can simplify the definition if we restrict our focus to timeserving actions:

Definition 5.7 (Thrifty). Let © be a strategy and let B be any state. A wvalid, timeserving
action PublishPath(Q,v) is said to be thrifty with respect to B and w if, for subsequent state

B’ which follows taking action PublishPath(Q,v) at B

e there does not exist QT ,v" such that

_ Q C Q"r

~ Q"\Q C Ua(B) N (0, minQ))

— PublishPath(Q",v") is a valid checkpoint recurrent action at B that yields state
B+

— [A(C(B')) NTa(B)| < [A(C(BT)) N Ta(B")]
e or, max Q) does not reach finality with respect to 7 at state B’

Timeserving strategy 7 is said to be thrifty if, when played against HONEST, with probability
1, at all states B, strategy m takes a thrifty action with respect to B and w. Furthermore,
valid, timeserving action PublishPath(Q),v) is said to be strongly thrifty with respect to B and

7 if it satisfies the first bullet point. Timeserving strategy 7 is said to be strongly thrifty if,
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when played against HONEST, with probability 1, at all states B, strateqy m takes a strongly

thrifty action with respect to B and 7.

Since Theorem B.1 states that it is without loss of generality to consider strategies which
are timeserving, we will primarily work with Definition 5.7 rather than Definition 5.6.

To understand Definition 5.4, first note that in this definition, the second bullet addresses
the assumption that the published blocks reach finality whereas the first bullet captures the
idea that no additional blocks may be added to the set of blocks published in a thrifty action.
To unpack the first bullet point, first suppose that some Q*,v" exist. In the language used
above, Ux(B') N (0, min Q) is precisely the set of unpublished blocks that would otherwise
be forgotten by the action PublishPath(Q,v). Then, QT \ @ is some non-empty subset of
these unpublished blocks that would otherwise be forgotten by the action PublishPath(Q,v).
Finally, the condition that |A(C(B’)) N Ta(B')| < |A(C(B*)) N Ta(B™)| tells us that the
augmented publish action PublishPath(Q",v"), which includes some number of blocks that
would otherwise be forgotten, inserts more blocks into the longest path than the original
action PublishPath(Q,v). In other words, this last condition expresses the fact that the
augmented publish action PublishPath(QQ,v") earns greater reward than the original action
PublishPath(Q,v). Altogether, we can see that the existence of such @, vt witnesses the
fact that action PublishPath(Q),v) is not be thrifty. Therefore, for a thrifty action, such
Q™", v must not exist, which is exactly what is stated by the first bullet.

Note that, under our definition, the action Wait is always thrifty. Also note that, under
our definition, HONEST is thrifty since it never has more than one unpublished block at
a time. Now, Theorem 5.8 highlights the primary value to introducing the idea of thrifty
actions and strategies which is that, later on when we try to derive optimal actions at states,

we will only need to consider actions which are thrifty.

Theorem 5.8 (Thrifty). At any mining strength o, there exists an optimal strategy which is

timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent,
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elevated, patient, and thrifty.

5.4 Structured

Let’s abbreviate how we refer to a strategy which exhibits all properties thus established:

Definition 5.9 (Structured). Let m be a strategy and B be any state. A walid action

PublishSet(V', E') is said to be structured with respect to B and 7 if it is
e timeserving with respect to B and 7, (Definition B.10)
e orderly with respect to B and 7w, (Definition B.13)
e longest path mining with respect to B and w, (Definition B.16)
e trimmed with respect to B and w, (Definition B.18)
e opportunistic with respect to B and w, (Definition B.20)
e checkpoint recurrent with respect to B and 7, (Definition B.22)
e positive recurrent with respect to B and w, (Definition B.3)
e clevated with respect to B and w, (Definition 5.1)
e patient with respect to B and 7, (Definition 5.4)
e thrifty with respect to B and w, (Definition 5.7)

Strateqy m is said to be structured if, when playing against HONEST, with probability 1, at
all states B, strateqy m takes a structured action with respect to B and w. Furthermore,
valid action PublishSet(V', E') is said to be strongly structured with respect to B and m if
it structured and additionally strongly elevated, strongly patient, and strongly thrifty with

respect to B and w. Strategy 7 is said to be strongly structured if, when played against
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HONEST, with probability 1, at all states B, strategy m takes a strongly structured action

with respect to B and .

The following theorem, which is just a rephrasing of Theorem 5.8 using this new definition,

is the main result of this section:

Theorem 5.10 (Structured). At any mining strength «, there exists an optimal strategy

which s structured.

Since structured strategies combine numerous properties, it is possible that the interplay
between these properties yields interesting and unexpected results. Indeed, one such result

is the following lemma, the proof of which is deferred to Appendix E.4:

Lemma 5.11 (min@ = v + 1). Consider that a structured strateqy © takes the action
PublishPath(Q,v) at state B where max Q) reaches finality with respect to w. Then, if v €

Tu(B) orv+1 € Ty(B), we have minQ = v + 1.

5.5 Non-Singleton

Before we conclude this section, we will define one last property a strategy may exhibit.
This property is not included in our definition of a structured strategy because there may
be some mining strengths o for which no optimal strategy exhibits this property.

To motivate this last property, suppose that the attacker has mining strength o and that
there is some state where an optimal strategy for this mining strength publishes one block
and capitulates to By. Then, this supposed optimal strategy seems to behave very similarly
to HONEST at this state and so we would not expect it to outperform HONEST at this state.
But, in the case that o > o5, this should be met with skepticism, since the definition of

o’ implies that strategic manipulation is possible and that HONEST cannot be optimal for

PoS

this mining strength. So, if & > o, we would expect an optimal strategy to do something
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more clever than HONEST at this state to extract greater revenue than HONEST at this state.
In other words, we would expect an optimal strategy for mining strength o > o5 to do
something more clever than publishing a singleton set and capitulating to By at this state.

We now formalize this line of thought:

Definition 5.12 (Non-Singleton). Let 7 be a strategy and let B be any state. A valid action

PublishSet(V', E') is said to be non-singleton with respect to B and m if
o [V #1

e or, for subsequent state B' which follows taking action PublishSet(V', E") at B, max V'

does not reach finality with respect to w at state B’.

Strategy 7 is said to be non-singleton if, when played against HONEST, with probability 1, at
all states B, strateqy m takes a non-singleton action with respect to B and w. Furthermore,
valid action PublishSet(V', E") is said to be strongly non-singleton with respect to B and m if
it satisfies the first bullet point. Strategy w is said to be strongly non-singleton if, when played
against HONEST, with probability 1, at all states B, strategy m takes a strongly non-singleton

action with respect to B and .

While Definition 5.12 is intentionally written so that it may be applied to any valid ac-
tion, it is easy to translate the definition to make it applicable to actions written using
PublishPath(-,-) or Publish(-,-) notation. In short, an action PublishPath(Q,v) is non-
singleton if || # 1 or the published set does not reach finality. Likewise, an action
Publish(k, u) is non-singleton if k # 1 or the published set does not reach finality.

Note that, under our definition, the action Wait is always non-singleton. However, unlike
previous properties, under our definition, HONEST is not non-singleton because at B, it
publishes a singleton set which reaches finality. Therefore, if HONEST is the unique optimal

strategy at mining strength «, as we suspect to be the case for small mining strengths, then
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no optimal strategy at mining strength « will be non-singleton. Indeed, this is precisely
the reason that we do not include this property in our definition of a structured strategy.
However, Theorem 5.13 shows that there is at least some range of mining strengths over
which an optimal strategy is non-singleton. So, if we are ever looking for an optimal strategy
over this range of mining strengths, then we will only need to consider actions which are

non-singleton.

Theorem 5.13 (Non-Singleton). At any mining strength o > o°%, there exists an optimal
strategqy which s timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent,

positive recurrent, elevated, patient, thrifty, and non-singleton.
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6 Upper Bounding the Value of a State

While deriving their lower bound on aF°S, Ferreira and Weinberg [4] prove an incredibly
helpful lemma which allows them to upper bound the value V, (B) for any mining strength «
and any state B. This is included in Appendix B as Lemma B.27. The intuition behind the
lemma is that it decides some height ¢ € [A(C(B))] then separately considers the maximum
reward over blocks that cannot reach height greater than ¢ and blocks that can reach height
at least ¢ + 1. Intuitively, it makes sense that this should (loosely) upper bound V,(B)
because, by separately considering the maximum reward over these disjoint sets of blocks,
we are ignoring the fact that there may not exist a strategy which simultaneously achieves
these rewards. The following example presents a state where an application of Lemma B.27

seems particularly loose:

Example 6.1. Let ?1(22))22 < 2. Consider state B = (A,2H,2A). Towards, Lemma B.27, let

c=2=h(C(B)). Then, the c-capitulation of B is Bag since only blocks 4 and 5 can reach

heights greater than 2. Note, Vo (Bao) = (2+

—5-)(1=X) by Corollary B.33, ry(By, B2g) = 0
since no blocks are published in By, and ry(By, B) = —2\ because two honest blocks are
published in (A,2H,2A). Furthermore, note that at state B the attacker may take action
PublishPath(Ta(B),0) to own all blocks in the longest path. So, for T the first time from B
the attacker capitulates to By, the best known upper bound to Pr{H;(X;) € Ta(X;) | Xo = B]

fori e {1,2} is Pri{H;(X,) € Ta(X,) | Xo = B] < 1. Therefore, Lemma B.27 gives us

Va(B) < (24 1%) (L= A) + 0+ 20 + > (Pr{Hi(X;) € Ta(X,) | Xo = B] = )

1—2a
=1

S (2 + 1_(12(1)(1 - )‘> +2

In this application of Lemma B.27, the upper bound to Pr[H;(X;) € Ta(X,) | Xo = B|

for 1 € {1,2} is due to action PublishPath(T4(B),0) which is available to the attacker at
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state B and uses blocks 1, 4, and 5. More specifically, if this publish action were taken,
Hi(X;) =1¢€ Ty(X;) and Hy(X,;) =4 € T4(X;). On the other hand, for our assumption

of a, the value V,(Bao) = (2 + 1%;)(1 — A) is obtained from state B, when the attacker
selfish mines with blocks 4 and 5. In this case, block 4 will certainly not be published at
height 2 at X,; in fact, if the attacker selfish mines with blocks 4 and 5, heights 1 and 2
in the longest path will certainly be owned by the honest miner at X, . So, it seems like
blocks 4 and 5 are being used towards two different purposes when counting the reward over
blocks that cannot reach height greater than ¢ and blocks that can reach height at least
c+ 1. In particular, 4 is explicitly considered as if it could simultaneously be at height 2 and
height 3 in the longest path at X,. But, in actual play, clearly this cannot be possible. In
other words, it seems like this application of Lemma B.27 must be particularly loose because
blocks 4 and 5 are somehow being double counted. Generalizing this example, Lemma B.27
seems to perform poorly at states where the attacker owns blocks that can reach heights
greater than the chosen c; at such states, the application of the lemma inevitably sums both
the reward over selfish mining with these blocks as well as any reward that can be obtained
by using these excess blocks to reach back and change the longest path at heights less than
or equal to c.

Here is another example where an application of Lemma B.27 seems particularly loose:

Example 6.2. Consider any mining strength o and B = (A, xH) for some extremely large
x. Let c = x = h(C(B))." Then, the c-capitulation B is By since no blocks can currently
reach height greater than x. Note, V,(By) = 0 by Lemma B.7, trivially, r\(Bo, By) = 0, and
rx(Bo, B) = —x\ because x honest blocks are published in (A,xH). At state B, the honest
miner owns the block at every height in the longest path < h(C(B)) such that the attacker

can only own the block at height i € [h(C(B))] if the attacker removes blocks {i+1,...,x+ 1}

"Note that there is a more clever choice of ¢ that can be used here but this discussion is for demonstrative
purposes and we are not actually looking for the best obtainable upper bound.
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from the longest path. This in turn requires a timeserving strateqy to publish at least
Hi+1,.,z+1}+1l=ac+1—-(i+1)+1+1=2—i+2

blocks if © > 2 and x blocks if © = 1, where the special case of © = 1 s because the attacker
can leverage block 1 in this case. Then, by a coupling with random walks, the probability that
there exists a time t > 1 where the attacker creates k more blocks than the honest miner

from time 1 tot is at most (ﬁ)k by Lemma B.28. Therefore, Lemma B.27 gives us

V(B) <0+0+a\+ i(Pr[Hi(XT) € Tu(X,) | Xo = B] — \)

i=1

= i PT‘[HZ<X7-) € TA(XT) | XO = B]

The reason we believe Lemma B.27 is particularly loose here is because of the large deficit
that the attacker has to make up for to publish block 1. By how the lemma operates, we need
to consider the possibility that each height in the longest path up to c is later occupied by a
block belonging to the attacker. But, this seems to go against our intuition which suggests
that we should care only about the possibility that the attacker ever publishes block 1. This
intuition comes from the fact that if we decide to play optimally on blocks that can reach
heights greater than ¢ and forget about all other blocks, then block 1 seems like the only
block we could have done better with. So, it seems that we should only consider attacker
blocks that can only reach heights < c rather than considering all heights in the longest path
< c. If this were true, as the deficit x increases and it becomes less likely that the attacker
can ever publish block 1 in a timeserving manner, the value of the state should decrease,

and so we would hope that the lemma returns a smaller upper bound. However, the derived

69



inequality actually increases as the deficit x increases, and so it is shown that applying
Lemma B.27 to this state clearly goes against our intuition. Generalizing this example, the
lemma seems to perform poorly if there are more blocks in the longest path at heights < ¢
than there are attacker blocks that can only reach heights < c.

On the other hand, there are some states where Lemma B.27 seems to perform decently.
Roughly inverting the conditions in the examples above where Lemma B.27 seems to per-
form poorly, the states where Lemma B.27 seems to performs decently are those where the
attacker does not own blocks that can reach heights greater than the chosen ¢ (that is, the
c-capitulation is By) and where there are roughly an equal number of blocks in the longest
path at heights < c as there are attacker blocks that can only reach heights < c. Incidentally,
in most cases where Lemma B.27 is applied by Ferreira and Weinberg [4], it is at a state
which meets this criteria. Since one of the goals of this paper is to expand their work by
attempting to derive optimal actions at more states, some of which will necessarily meet the
inauspicious conditions put forward in the above examples, we may hope that we can either
improve Lemma B.27 so that its performance is more uniform across a wide array of states
or replace Lemma B.27 entirely.

What we are actually able to do is prove the following corollary which can be seen as a
rephrasing of Lemma B.27 but in our opinion elucidates the myriad of ways in which we can
bound the value of any state B, as opposed to only being able to select a single parameter

¢ when applying Lemma B.27. The proof is found in Appendix F.
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Corollary 6.3 (Upper Bounding the Value of a State). Let B be a state. Additionally, let
N € [h(C(B))]. Then, let (a;)Y, be a sequence such that ag = 0 and for all i < j € [N] we
have a;,a; € [h(C(B))] and a; < aj. Finally, let (B)Y., be a sequence of states such that
Bl = B and for all i € [N] we have B\ is the a;-capitulation of B. Then, for any mining

strength «,

Va(B) < Va(Bly) + ra(Bo, By) — rx(Bo, B) — ayA*
N ai—a;—1

+3 ) PrlH(X,) € Tu(X,) | Xo = Bl]

i=1  j=1

where \* = max,; REV(m, ) is the optimal revenue at mining strength o, and in each mining
game (Xi)>0 which starts at some capitulation B., T is the first time step the attacker
capitulates to By in this mining game when the attacker follows an optimal strategy for

mining strength o.

That is, when applying Corollary 6.3, you choose an increasing sequence of heights in the
longest path, which constitutes the subsequence (a;)Y; found in the statement. Note that
the sequence of states (B])Y., immediately follows from the selection of (a;)Y.,. For intuition
behind Corollary 6.3 and a preview of its proof, recall that in Lemma B.27 there is the state
B’ which is the c-capitulation of state B and appears in the inequality in the terms V,(B’)
and r(By, B"). Now, consider that you can recursively apply Lemma B.27 to this state B’'.
In theory, you can recursively apply Lemma B.27 to any state with nonzero height. This
recursive application is precisely what Corollary 6.3 attempts to highlight, where the choice
of (a;)}¥, precisely determines the sequence of recursive application.

Now, let’s show how we may use Corollary 6.3 to easily upper bound complicated states:

Example 6.4. Let ((11(32‘))2 < 2. Consider B = (A,5H,A,2H,2A), depicted in Figure 11.
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Select N = 4 and the sequence (0,1,5,6,7) which satisfies the properties put forth in the

corollary. Then, the sequence of capitulated states is
(B,(4H,A,2H,2A),(A,2H,2A), (H,2A), (24))

Let’s calculate Y 357" " PriH;(X;) € Ta(X7) | Xo = Bi_;] for all such i € [4]:

2_: Pi{H;(X;) € Ta(X:) | Xo = Byl = ) PriH;(X;) € Ta(X,) | Xo = B]
= Pr{H\(X,) € Ta(X,) | Xo = B]
= (1%)"

Jj=1 Jj=1
4
=20
Jj=1
=0
az—as

PrlH,(X,) € Ta(X,) | Xo= By = Y PrlH;(X,) € Ta(X,) | Xo = (A,2H,24)]

PrH.(X,) € TA(X,) | Xo = (A, 2H,2A4)]

=1
Z PrH;(Xe) € Ta(Xo) | Xo = Bi) = 3 PriHj(X;) € Ta(Xo) | Xo = (H,24)
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= PriHi(X;) € Ta(X;) | Xo = (H,24)]

Here, the first result is due to the fact that for the attacker to ever publish block 1, they need
to mine at least 4 more blocks than the honest miner and the probability of this event can be
determined by a coupling with a random walk. The second result is due to the fact that the
blocks H;(BY) for all j € [4] are checkpoints since the attacker owns no unpublished blocks
over this range at Bj. Then, since we may assume our attacker is checkpoint recurrent,
blocks H;(BY) for all j € [4] will never be forked from the longest path. So, the next time
T the attacker capitulates from B} to By the blocks at these heights will still belong to the
honest miner. The third result is already shown as part of Example 6.1, where the idea is
that the attacker may publish all their blocks at (A,2H,2A) to fork the longest chain and
own the block in the longest path at height 1 with certainty. The fourth result is due to the

same reasoning as the second result.

Neat, Vo(B)) = Va(B2o) = (2 + 5%;)(1 = A) by Corollary B.33 and rx(By, B}) = 0
since no blocks have yet been published at By = DBsy. Finally, since the attacker has not
yet published any blocks at B = (A,5H, A,2H,2A), we may just count the number of blocks
published by the honest miner at B to get ry(By, B) = —7\. Therefore, putting this altogether,

by Corollary 6.3, we have

Va(B) < (24 2)1 =X +0+TA=TA+ (1) +0+140)

= (2 + 1f2a)(1 - )‘) + (%)4 +1

Once again, since the underlying machinery to Corollary 6.3 is exactly Lemma B.27, we
do not expect this bound to be better than that obtained by Lemma B.27, but rather we

hope that the corollary offers a procedural approach to recursively applying Lemma B.27.
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Figure 11: State (A,5H, A,2H, A), used in Example 6.4.

As one final attempt to further promote a familiarity with the corollary, we will offer
a visual interpretation. Refer to Figure 12 for the discussion to follow. Consider a state
diagram drawn in the conventional manner for some state B. Place a vertical line at height
0 in the state diagram. Additionally, for each height not exceeding h(C(B)), either place a
vertical line at this height or leave it as is. Now, initialize a running sum to zero and repeat
the following algorithm, starting at the smallest height at which there is a vertical line in

the state diagram:

1. For all heights between the current height and the next height where there is a vertical
line, upper bound the probability of ever owning the block in the longest path at this

height given the current state. Note, this probability is usually upper bounded by

e 1 if the block in the longest path at this height is already owned by the attacker,

e ( if the block in the longest path at this height is a checkpoint and is owned by

the honest miner,

e 1 if some timeserving action at the current state publishes a block that reaches

this height,

e or, ({%;)* if the attacker is at a deficit of x blocks to publishing a block that
reaches this height in a timeserving manner (see Figure 5 for a discussion of

deficits and Lemma B.28 for a discussion of this probability),
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where these items are presented in the order that it is recommended to check them.

Add these upper bounds to the running sum.

2. If there are less than three vertical lines remaining in the current state (counting the
vertical line at the current height), then exit the algorithm. Otherwise, set the current
height to the height of the next vertical line. Then, cover up any blocks to the left of
the current height, as these will no longer be considered. Hereon, refer to the current

state as anything that is not covered up. Finally, repeat step 1.

At this point, the running sum is the quantity >~ DT Pr[H(XG) € Ta(X7) | Xo =
B!_,] that appears in the corollary statement. So, to finish the application, we simply add
the remaining terms, which are V,(Bl)), ra(Bo, Bly), —rA(Bo, B), and —ayA. Note that Bl
is the current state when the above algorithm terminates, which may help in the calculation
of V,(BYy) and rx(By, Bly).

Up to this point, we have illustrated how to evaluate the corollary given a sequence
(a;)X, which satisfies the stated properties. Now, we will offer some advice for choosing such
a sequence, where we believe that following this advice in an application of the corollary will
result in a good upper bound. However, we will not prove the optimality of sequences chosen
according to this advice. First, ay should always be chosen such that B, is a state where
V.(BY) is known. Otherwise, since Corollary 6.3 and Lemma B.27 are the only known tools
for upper bounding the value of a state, we would just have to apply one of these again.
Additionally, over all choices of ay such that BY is a state where V,(B);) is known, we should
choose the smallest such ay. Then, there are fewer heights in the longest path for which we
will have to resort to upper bounding a probability, where we expect this upper bound to
be loose in most cases. Next, as regards this looseness, the upper bound to the probability
of ever owning the block in the longest path at a height is tightest when the block currently

in the longest path at this height is a checkpoint owned by the honest miner. In this case,
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Vertical line at a height. [ I Part of the state which is covered up; blocks

Heights between the current height and
which are no longer considered.

next height where there is a vertical line.

=)

Figure 12: This figure, continued on the next page, offers a visual interpretation of Corollary
6.3. At the top of the figure is a legend to help read these annotated state diagrams. The first
state diagram shows our selection of heights at which to place vertical lines. The subsequent
state diagrams show the algorithm which sweeps from the left to the right.
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the probability is exactly 0 since a strategy is assumed to be checkpoint recurrent such that
it will not fork this block and so can never own a block at this height in the longest path.
With this in mind, the sequence should be chosen as to induce capitulated states where the
maximal number of honest miner blocks in the longest path are checkpoints. Sometimes,
this will not be possible, as in the case of (A, H, A, H, A, H) where there are several honest
miner blocks in the longest path but no state capitulation will make one of these honest
miner blocks a checkpoint. Indeed, the advice offered here was followed in constructing the
sequence used in Example 6.4, where B is the known state B, there is no smaller choice of
a4 which induces a state Bj where V,(B}) is known, and five out of the seven honest miner
blocks are checkpoints by the chosen sequence.

In summary, Corollary 6.3 is a useful tool that upper bounds the value V,(B) of any

given state B, and so we will use it repeatedly in the analysis to follow.
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7 Symmetrical States

In this section, we will prove that if two states B and B’ satisfy some conditions, then a
simple linear equation relates the quantities V,(B) and V,(B’). This means that if we can
derive the value of one of these states, say B, then we can immediately obtain the value of
the other state, B, by plugging the derived value of V,(B) into the equation and solving for
V. (B').

When the value of two states can be related in this way, we will say that there is a
symmetry between these states. In a sense, drawing a symmetry between two states reduces
the state space since it shows that two states are essentially the same from the perspective
of an optimal strategy. That is, drawing a symmetry between two states allows us to focus
our efforts on reasoning about just one of these states, rather than trying to reason about

both of these states independently.

7.1 Symmetry by Blocks Guaranteed to be Published

Recall the strategy 4-DEFICIT TOLERANCE at state (A,4H,2A), depicted in Figure 13. In
particular, recall that an attacker who uses this strategy will wait until either they make up
for the deficit to publishing block 1 in a timeserving manner or their lead over all blocks > 5
has fell to one. Then, in the case that they make up for the deficit to publishing block 1 in
a timserving manner, they will publish all the blocks that they own on top of the genesis
block. Alternatively, in the case that their lead over all blocks > 5 has fell to one, they will
publish all blocks > 5 that they own on top of block 5. In both cases, from state (A,4H,2A)
an attacker using this strategy publishes all blocks > 5 that they own with certainty and,
furthermore, publishes these blocks in the same action.

Now, consider the state (A,4H,3A, H), depicted in Figure 14, which may occur sometime

after state (A,4H,2A) when the attacker uses 4-DEFICIT TOLERANCE. As far as the strategy
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Figure 13: State (A,4H,2A).

Figure 14: State (A,4H,3A, H).

is concerned, the approach to state (A,4H,3A, H) is nearly identical to the approach to state
(A,4H,2A). That is, from state (A,4H,3A, H), an attacker using 4-DEFICIT TOLERANCE
will wait until either they make up for the deficit to publishing block 1 in a timeserving
manner or their lead over all blocks > 5 has fell to one. In the case that they make up for
the deficit to publishing block 1 in a timserving manner, they will publish all the blocks that
they own on top of the genesis block. Alternatively, in the case that their lead over all blocks
> 5 has fell to one, they will publish all blocks > 5 that they own on top of block 5. In both
cases, from state (A,4H,3A, H), an attacker using this strategy publishes all blocks > 5 that
they own with certainty and, furthermore, publishes these blocks in the same action.

So, it is shown that an attacker who uses strategy 4-DEFICIT TOLERANCE publishes all
blocks > 5 that they own with certainty and, furthermore, publishes these blocks in the
same action from both states (A,4H,2A) and (A,4H,3A, H). Additionally, the attacker
has the same lead over all blocks > 5 at states (A,4H,2A) and (A,4H,3A, H). Therefore,
the probability that the attacker makes up for the deficit to publishing block 1 in a time-
serving manner from states (A,4H,2A) and (A,4H,3A, H) should be equal. Likewise, the

probability that the attacker’s lead over all blocks > 5 falls to one from states (A,4H,2A)
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E) = Vo (edee™ ) +[1

Figure 15: This figure visualizes the claimed symmetry between (A,4H,3A,H) and
(A,4H,2A) for 1 = 4-DEFICIT TOLERANCE. In particular, the additional constant of 1
on the right-hand side is due to the one additional attacker block and one additional honest

miner block at (A,4H,3A, H) compared to (A,4H,2A).
and (A,4H,3A, H) should be equal. Still more, the expected number of additional blocks
created by the attacker until they take a publish action conditioned on the attacker making
up for the deficit to publishing block 1 in a timeserving manner from states (A, 4H,2A) and
(A,4H,3A, H) should be equal. Finally, the expected number of additional blocks created
by the attacker until they take a publish action conditioned on the attacker’s lead over all
blocks > 5 falling to one from states (A,4H,2A) and (A,4H,3A, H) should be equal.
Putting this together, without advancing any formal claim, it appears that the state
(A,4H,3A, H) is just the state (A,4H,2A) with one additional attacker block and one addi-
tional honest miner block, neither of which are particularly important since this additional
attacker block is guaranteed to eventually be published to cancel out this additional honest
miner block. In other words, when comparing the publish action which follows (A,4H,3A, H)
to the publish action which follows (A,4H,2A), the only difference should be that one ad-
ditional attacker block will be published to cancel out one additional honest miner block,
yielding additional mining game reward (1 —\)(1) —A(1) = 1 (Definition B.5). So, we would

guess that
Vi:;)EFICIT TOLERANCE ((A, 4[_[7 3A’ H)) — i:)\DEFICIT TOLERANCE ((A, 41:[7 2A)) +1

where the plus one is exactly this additional mining game reward. This reasoning is visualized

in Figure 15.
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Let’s recap this line of thought. In this example, we have found a strategy =, two states
B and B’, and a threshold ¢ such that, at each of B and B’, the strategy 7 guarantees that all
unpublished attacker blocks > ¢ will eventually be published, and, furthermore, guarantees
that these blocks will be published in the same action. Then, the claim was that, as long as
the attacker has the same lead over all blocks > t in each of B and B’, the value function
Vo at these states will be related by the difference in the number of attacker blocks > ¢.

Now that we have built up sufficient intuition, we will formalize these claims and gener-
alize the observed phenomenon. First, we introduce some notation that allows us to express

states parameterized by the attacker’s lead over the blocks past some threshold:

Definition 7.1 (Collection of States BxA). For B = (¢171, ..., cvyy) a valid state in abbre-

viated notation with tg = |B|, define BxA for x € Z as the collection of states B' where

e state B’ occurs during some round t > tg + |z| after one of the miners mines a block

and after the honest miner takes an action,
e up to round tg, B’ has the same initial mining sequence as B,

o for (y1,...,7) the initial mining sequence up to round t,

t
Z Ly—a—ly-ng =2

i=tgp+1

This can be equivalently stated as
[ TA(B)\Ta(B)| = [Tu(B)\ Tu(B)| = =

That is, over all blocks > tg, the attacker has mined x more blocks than the honest

miner. In other words, over all blocks > tg, the attacker has a lead of x blocks,
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Figure 16: A few example members of the collection (A,2H)3A (Definition 7.1)

4 5 6 4 5 6

4 5 6 4 5 6 7

e and, the honest miner has used HONEST during all rounds and the attacker has not

yet published any blocks they have mined

It is important to emphasize that BxA is a collection of states, rather than a single state.
Figure 16 shows a few example members of the collection (A,2H)3A. Now, for the main

result of this subsection, the proof of which is deferred to Appendix G.1:

Theorem 7.2 (Symmetry by Blocks Guaranteed to be Published). Let B = (¢174, ..., cvyy)
be a walid state in abbreviated notation with tg = |B| and h(C(B))-capitulation By. Ad-
ditionally, let x € Ny and let B',B" € BxA be states such that tg + 1 € Tx(B') and
tp+1 € Ta(B"). Finally, for each of state B' and B", let there be an optimal, checkpoint re-
current, positive recurrent strategy for mining strength o that, with certainty, from this state,

eventually publishes all attacker blocks > tg in the same publish action then capitulates to

By. Then, we have

Vo(B') = Va(B") + |Ta(B) \ Ta(B)| = |Ta(B") \ Ta(B)]
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Note that Theorem 7.2 requires x € N;. We have added this condition because, regardless
of the choice of B, having x € N, is sufficient to show that some strategy, not necessary
optimal, exists which publishes all attacker blocks > tg with certainty from any state B’ €
BzA. On the other hand, for some choices of B, a choice of x € Z \ N, would yield a
collection of states Bx/A where there does not exist a strategy which publishes all attacker
blocks > tp with certainty from any state B’ € BxA. For example, from any state B’ €
By0A, every strategy can only publish all attacker blocks > tp, with probability at most
(%;). However, in order for some strategy to exist which publishes all attacker blocks
> tp with certainty from state B’ € BxA, it is not necessary that x € N,. For example,
there still exists a strategy that publishes all attacker blocks > tp,, with certainty from
any state B’ € Bso(—1)A. But, B3o(—1)A C By2A, where the latter is a collection with
x € Ny. Therefore, it seems that requiring x € N, makes the theorem simpler to reason
about without hindering its applicability.

Next, the condition that the h(C(B))-capitulation of B be By is also included for the
sake of making Theorem 7.2 simpler without hindering its applicability. Suppose that the
theorem was stated just as before except without the condition that the h(C(B))-capitulation
of B be By. Further suppose that, in an application of the theorem, there is some choice
of B such that the h(C(B))-capitulation of B is B, for some x € N,. That is, there are x
attacker blocks that reach height greater than h(C(B)) at B. So, if a strategy exists which
eventually publishes all attacker blocks > t5 in the same publish action then capitulates to
By, then a strategy also exists which eventually publishes all attacker blocks > tg and all
attacker blocks that can reach height greater than h(C(B)) at B in the same publish action
then capitulates to By. Moreover, recalling our discussion of thrifty strategies (Definition
5.7), it seems that a strategy which guarantees that attacker blocks > ¢p will be published
but does not guarantee that attacker blocks that can reach height greater than h(C(B)) at

B will be published would not be thrifty. But, if this is true and in fact an optimal strategy
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guarantees that both the attacker blocks > ¢z and the attacker blocks that can reach height
greater than h(C(B)) at B will be published, then we can apply the theorem with a different
parameters. In particular, we can select a prefix B~ of the original choice of B such that
the h(C(B™))-capitulation is By and the blocks which previously reached height greater than
h(C(B)) at B are now included in the set of blocks > tp-. In summary, using this state B~
instead of the original choice of B in an application of the theorem seems to give the same
result while being easier to understand intuitively when considering thrifty strategies.

As a possible point of confusion, note that, whereas the preceding discussion motivated
this theorem using strategy 4-DEFICIT TOLERANCE which is not known to be optimal, the
theorem itself is a statement about optimal strategies, since this is most directly related to
our research question. As another possible point of confusion, note that the theorem allows
you to present two different strategies as witnesses to use the claimed equality. That is, the
theorem only requires the existence of one strategy for B’ satisfying the stated properties
and one strategy for B” satisfying the stated properties, where these need not be the same
strategy. While we do not expect to leverage this detail when we apply the theorem, the
proof of the theorem provides this additional leeway so we nonetheless include it in the
theorem statement.

To emphasize the usefulness of Theorem 7.2 once more, note that, if some optimal strategy
is shown to have the stated properties for each of states B’ and B”, then finding the value
of state B’ immediately implies the value of state B”. One interpretation of this theorem
is that if optimal strategies have certain properties, there are states where the strategy’s
high-level approach is mostly robust to the number of blocks that the attacker owns at these
states. In other words, this theorem may help us rule out a scenario where we have two states
with the same lead over blocks > tp yet the optimal strategy takes substantially different
actions at these states because the exact number of blocks that the attacker owns is different

between these two states. We will concretely demonstrate the power of this theorem later
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Figure 17: State (A,2H, A, H, A).

on in Section 9.4.

7.2 Symmetry by Swapping Blocks

To motivate the next symmetry we will discuss, consider the state (A,2H, A, H, A), depicted
in Figure 17. Suppose that, from this state, an optimal strategy for mining strength o will
never publish block 6 on block 5. That is, if block 6 is ever published, it must be published
on some block < 5. For example, block 6 could be published on block 4, possibly by the
action PublishPath({4,6},3). Then, in this case, block 6 behaves exactly the same as if it
were labeled with a ‘5’ since a block labeled with a ‘5" can similarly only be published on
blocks < 5 and any block that may be published on block 6 may also be published on a
block labeled with a ‘5.8

The assumption that block 6 is never published on top of block 5 also means that if some
block is ever published on block 5, then it must be some block > 6. But, in this case, block
5 behaves exactly the same as if it were labeled with a ‘6’, since a block labeled with a ‘6’
can similarly be published on block 3 and any block > 6 that may be published on block 5
may also be published on a block labeled with a ‘6’.

Altogether, under the assumption, it seems that we may relabel block 6 with a ‘5" and
block 5 with a ‘6’ to arrive at state which is identical to state (A,2H, A, H, A) from an

optimal strategy’s point of view. But, this relabeling exactly yields state (A,2H,2A, H),

8Labeling a block with another number is not meant to be a formal statement and is used to build up
intuition.
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Figure 18: State (A,2H,2A, H).
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depicted in Figure 18. So, under this assumption, we find that an optimal strategy views
states (A,2H, A, H, A) and (A,2H,2A, H) to be identical. Then, we may suspect that these

states have the same value with respect to an optimal strategy for mining strength «, or
Vo ((A,2H, A H, A)) =V, ((A,2H,2A, H))

Zooming out, we have assumed that an optimal strategy at a state with a subsequence
of (H,A) does not publish the latter attacker block on the most immediately prior honest
miner block and claimed that, in this case, we can exchange this subsequence with (A, H)
while preserving the full set of actions such an optimal strategy may want to take now or in

the future. Theorem 7.3 formalizes this claim:

Theorem 7.3 (Symmetry by Swapping Blocks). Let

o / / / /
B = (17, s Cirm1Vio 1, Hy A, Cin19Yie 49y ooey Co Vi)

be a valid state in abbreviated notation with t;x = Zi;l ¢; and tiy not a checkpoint. Addi-

tionally, let

/ ! / ! !
B' = (171 s Corm1Vie 1, A, H, Cin 0 gy oy CYpr)

identical to B except for 7. and 7., swapped. Finally, let there be an optimal, check-

point recurrent, positive recurrent strateqy for mining strength o with zero probability of ever
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publishing block t;« + 1 on block ty from state B. Then, we have V,(B) = V,(B').

Note that this theorem can be applied sequentially to relate the value of states that may
be several swaps apart. For example, suppose there is an optimal, checkpoint recurrent,
positive recurrent strategy for mining strength « that never publishes block 6 on block 5

from state (A,2H, A, H, A, H, A). Through one application of the theorem, we would find

Vo (A, 2H, A, H, A, H, A)) = V, (A, 2H,2A,2H, A))

Furthermore, suppose that the same optimal strategy never publishes block 8 on block 7
from state (A,2H,2A,2H, A). Through an additional application of the theorem, we would
find

Vo (A, 2H,2A,2H, A)) = Va (A, 2H,2A, H, A, H))

Finally, suppose that the same optimal strategy never publishes block 7 on block 6 from

state (A,2H,2A, H, A, H). Through a final application of the theorem, we would find

Vo (A, 2H,2A, H, A, H)) = V, (A, 2H, 34, 2H))

Chaining these equalities together, we find that, if such a strategy exists for mining strength

a, then

Vo (A, 2H, A, H, A, H,A)) =V, (A, 2H,3A4,2H))

A shortcut to this result is to assume that an optimal strategy never publishes block 6 on
block 5 and never publishes block 8 on block 7 or block 5 from state (A,2H, A, H, A, H, A)

and directly rearrange this to (A,2H,3A,2H), which simply renumbers block 6 and block
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Assumption: An optimal strategy guarantees that all attacker
blocks > 5 will be published in the same publish action.

Figure 19: Suppose that at state (A,4H, A, H, A,2H,2A), depicted on the left-hand side,
an optimal strategy for mining strength o guarantees that all attacker blocks > 5 will be
published in the same publish action. Then, since we may assume that the action which
publishes all attacker blocks > 5 is timeserving, we know that no attacker block > 5 will
ever be published on any honest miner block > 5. So, by repeated application of Theorem
7.3, this state must have equal value to state (A,4H,4A,3H), depicted on the right-hand
side.

8 to be ahead of the two honest blocks that block 6 and block 8 will never be published on
anyways.

As one final comment, in the style of Section 7.1, suppose that there is some state
B’ € BxA with tg + 1 € T4(B’) and suppose that there is an optimal strategy at this state
that guarantees that all attacker blocks > tp will be published in the same publish action.
Note that the minimum attacker block > ¢g, which is block ¢z 4+ 1, may only be published
on blocks < tp. Then, since all attacker blocks > tp are published in the same publish
action and can be assumed to be published in a timeserving manner, all attacker blocks
> tp must be published as a chain on top of some block < tg. In other words, no attacker
block > tp will ever be published on any honest miner block > tg. So, by swapping blocks
> tp according to Theorem 7.3, from the perspective of an optimal strategy, state B’ must
be identical to a state which rearranges all attacker blocks > t5 to come before all honest
miner blocks > tg. In turn, this may allow for a better upper bound by an application of
Corollary 6.3. This idea is depicted in Figure 19.

In Section 10, we will use Theorem 7.3 to draw symmetries between states and thereby

save ourselves additional computation.

88



8 Non-Checkpoint Finality

Recall Theorem B.1, which states that, without loss of generality, an optimal strategy is
checkpoint recurrent (Definition B.22). Further recall that a checkpoint recurrent strategy
satisfies the property that all checkpoints (Definition B.21) reach finality (Definition B.19)
with respect to 7 once they are defined. Yet, the definition of finality maintains the possibility
that a block in the longest path which is not a checkpoint may reach finality. Actually, it is
easy to see that any block b in the longest path reaches finality with respect to a checkpoint
recurrent strategy when a new checkpoint is defined at a greater height since forking b would
also fork the checkpoint, contradicting the fact that the strategy is checkpoint recurrent.
However, it is unclear whether a block b in the longest path can ever reach finality with
respect to an optimal strategy without a checkpoint being defined at a greater height.

Intuition for why we may expect a block b in the longest path to reach finality with respect
to an optimal strategy without a checkpoint being defined at a greater height primarily
revolves around states in the collection BxA where is extremely negative. As an example,
consider state By 5 € By o(—5)A. At this state, it seems like the attacker is at such a great
deficit of ever publishing block 1 that he might as well forget about block 1 and treat the
most recent honest miner block as if it were the genesis block, despite this honest miner
block not being a checkpoint by our definition. If the attacker does not forget about block 1
and includes it in the longest path at some later time, they may thereby sacrifice alternative
avenues of strategic manipulation that may be more profitable. Appealing to empirical
evidence, strategies in n-DEFICIT TOLERANCE are less profitable as they tolerate deficits
larger than four blocks (see Table 1), which suggests that perhaps the longest chain at B 5
reaches finality with respect to an optimal strategy.

As the following subsections will prove, this intuition mostly holds. In particular, we will

introduce conditions that are sufficient to show that a block reaches finality with respect to
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an optimal strategy even if there is no checkpoint defined at a greater height. This implies
that optimal strategies capitulate at states where these conditions are met. Therefore, these

results further reduce the state space.

8.1 Optimal Capitulation from B, to By

As we previewed in the introduction to this section, there is a lot of intuition that suggests
that an optimal strategy capitulates from B;, to By when z is extremely negative. This
intuition states that, because block 1 is at such a large deficit, it is not clear that a strategy
would ever want to forgo strategic manipulation over more recently mined blocks to publish
block 1.

Additionally, we can easily justify focusing on states of the form B; ,. Note that proving
such an optimal capitulation from some B; , to B, would strictly improve the upper bound to
Vyros (B 1), since the current upper bound, due to Proposition B.29, assumes that a strategy
never gives up on block 1. In turn, since V,ros(By 1) is directly used in our calculation of the
lower bound to %) improving the upper bound on V,rs(Bj ;) improves the lower bound

PoS ' which is one of the immediate goals of this paper.

to a

Compare this to, for example, state (24, 1000H). There is nonetheless reason to believe
that an optimal strategy would capitulate from state (2A4,1000H), but the fact that an
optimal strategy publishes at state (24, H), which precedes state (24, 1000H ), means that
an optimal strategy would never reach state (2A4,1000H), and so this can not be useful

towards bounding oS,

We now present Theorem 8.1, the proof of which is deferred to Appendix H.1:

Theorem 8.1 (Sufficient Condition for Capitulation from Bj , to By). An optimal strategy

for mining strength o capitulates from state B, to state By if

- 1—a— N+ a)
:E )
a— N+ alt
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where \* = max,; REV(7, «). In other words, for x satisfying the inequality above at mining

strength o, we have

Va(Bra) = Va(Bo) = 0

Note that this is only a one-way implication; for mining strength «, it may or may not
be optimal to capitulate when = does not satisfy this inequality.

Admittedly, interpreting Theorem 8.1 is difficult. Indeed, it seems circular that A\*,
the revenue of an optimal strategy for mining strength «, appears in the inequality which
determines if the miner capitulates at state B, since \* itself depends on whether the

miner capitulates at B; ,. Fortunately, we can get a simpler, more helpful claim when we

PoS PoS

instantiate this theorem for mining strength a = o' °>, since the definition of o> ensures

that \* = max, REV(r, aF*S) = af°S.

Corollary 8.2 (Sufficient Condition for Capitulation from B, to By at af°S). An optimal
strategy for mining strength a™°% capitulates from state By, to state By if
1— 2aPOS_|_ (aPoS)Z
xr >
(aPo5)?
In other words, for x satisfying the inequality above at mining strength o”°%, we have

VaPo.S'(Bl’z) - VaPoS<BO> - 0

We plot this inequality in Figure 20 over the interval 0.3080 < o < 0.3247, which we know

. . . . . 1—2 PoS PoS\2
a’°S resides in. As can be seen visually or confirmed by the second derivative, O‘(ap—j's()‘;)

is a decreasing function over the entirety of this range. This means that

1 - 2(0.3080) + (0.3080)* _ 1 — 205 + (aP5)? _ 1 - 2(0.3277) + (0.3277)*
(0.3080)2 = (aFo5)? = (0.3277)?
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Figure 20: This figure plots the function z = 1’23—;“12 over the known range of af°S. If the
value of oS was known exactly, then for any x that lies above the function evaluated at

a5 it would be optimal for mining strength o to capitulate from B, to By.

We can evaluate these bounds to get

1— 2aPOS + (aPoS)Z

5.048 > L

> 4.209

Finally, leveraging the fact that x can only take on integer values, we arrive at

1— QaPOS + (QPOS)Z

6> (aPOS)Q

>4

There are two conclusions to draw from this. The first and less interesting conclusion
comes from the lower bound to this expression. Regardless of the exact value of oS it will
1_2aPoS+(aPoS)2 P .
never be the case that x > —@PsE for any x < 4. Therefore, even if it is optimal for
mining strength af°® to capitulate from B, to By for some z < 4, Corollary 8.2 can never
be used to show as much.
The second and more interesting conclusion comes from the upper bound to this expres-

PoS it will always be the case that z > =20 p+@™?
(alo%)

sion. Regardless of the exact value of «
for all x > 6. Therefore, it immediately follows from Corollary 8.2 that it is optimal for
mining strength af°% to capitulate from By, to By for all z > 6. This is restated in the

following theorem:
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Theorem 8.3 (Optimal Action at By, for + > 6). Let x > 6. At state By ,, an optimal

checkpoint recurrent, positive recurrent strateqy for mining strength o°®

plays Wait and
capitulates from Bi, to By. Furthermore, for x > 6 and mining strength o™, the value

function at By, is V,res(By,) = 0.

Note that the only checkpoint at B; , is the genesis block. However, due to this capitula-
tion, all blocks in the longest path at B; , reach finality with respect to an optimal strategy
for mining strength oS, Therefore, it is shown that a block may optimally reach finality
without a checkpoint having been established at a greater height.

Additionally, according to Theorem 8.3, the strategy :-DEFICIT TOLERANCE for i > 6

cannot be optimal at a5

This echos the trend in Table 1 where the performance of
i-Deficit Tolerance seems to deteriorate as i increases past 4.

Finally, using Theorem 8.3, we can improve the upper bound to V,ros(By 1). Recall, that
VaPoS (Bl,l) - Pr[H1<X7—) € TA(XT) | XO = BO]

Previously, Pr[H;(X;) € Ta(X,) | Xo = By] was bound by the probability that the attacker
ever mines one more block than the honest miner over all blocks > 2. But, using Theorem
8.3, we can now say that Pr[H;(X,) € Ta(X,) | Xo = Bo] is bound by the probability that
the attacker ever mines one more block than the honest miner over all blocks > 2 given that
the model does not reach B; .

This reasoning yields Lemma 8.4, which is stated more generally in case we eventually
find that an optimal strategy capitulates earlier than B;g. The proof of Lemma 8.4 is

deferred to Appendix H.1:

Lemma 8.4 (Upper Bound on V.res(Bj 1) Due to Capitulation at By ,). At state B,
suppose an optimal checkpoint recurrent, positive recurrent strategy for mining strength af°°

plays Wait and capitulates from By, to By. Then, Vyros(Bi1) < Zf:_ll(apos)i
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Corollary 8.5 (First Improved Upper Bound on Varos(By1)). Vares(Br1) < S0 (a5

Indeed, Corollary 8.5 is a tighter upper bound to V,ros(B11) than that offered by Propo-
sition B.29. Therefore, we can use this result to improve the lower bound to a°5:
Theorem 8.6 (First Improved Lower Bound on aPOS). afo% > 0.3081

The proof of Theorem 8.6 is found in Appendix H.1.

8.2 Optimal Capitulations from B’ € B(—z)A to By

Having derived a sufficient condition for optimally capitulating from B, to By, we may
hope to derive a sufficient condition for optimally capitulating from a more general state
B’ € B(—z)A to By. Indeed, the following theorem expresses such a sufficient condition,

with its proof similar to that of the last section and deferred to Appendix H.2:

Theorem 8.7 (Sufficient Condition for Capitulation from B’ to By). Let B be a state with
h(C(B))-capitulation By and x > max{1l,|Ta(B)| —2}. Additionally, let B' be a state such
that B' € B(—z)A and Tx(B') \ Ta(B) = 0. Then, an optimal strategy for mining strength

o capitulates from state B' to state By if
Vbe (i € Ta(B) | (V' — 1 ¢ Tu(B) A (¥ — 2 ¢ Tu(B))}
Jor § = Ta(B) N [b,0),
(18] + (x + h(C(B)) — |S] = h(b— 1)) (152)) (1 = X) = (x + h(C(B)) — h{b— 1)) A* > 0

where \* = max, REV(mw, ). In other words, for x satisfying all the inequalities above, we

have

Va(B') = V4(By) =0
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First, note that state B’ is simply state B followed by x consecutive rounds where the
honest miner mines a block. Next, Theorem 8.7 requires that B has h(C(B))-capitulation
By o and z > 1 just to ensure that no attacker block at B’ may be published in a timeserving
manner; if some block could be published in a timeserving manner, then it definitely would
not be optimal to capitulate. The theorem additionally enforces that @ > |T4(B)| — 2 so
that any future action which publishes an attacker block from B in a timeserving manner
establishes a checkpoint; in general, it is easier to reason about actions where the published
blocks reach finality since this is when we are able to maximally leverage the properties of a
structured strategy.

Next, consider that the blocks owned by the attacker at state B’ may be partitioned such
that the blocks within a partition are all close together and the blocks across two partitions
are all far apart, where this idea of closeness is formalized in the proof. The motivation
behind this partitioning is that, by the assumption that an optimal strategy is thrifty, if one
block in a partition is published, all blocks in that partition must be published. Therefore,
the partitions enumerate all thrifty PublishPath(-,-) actions which include some block in
T4(B).

But, if every such PublishPath(-,-) action is dominated by some alternative action which
doesn’t publish any blocks in T'4(B), then no blocks in T4(B) will ever be published by an
optimal strategy such that an optimal strategy may forget these blocks and capitulate to
state By. Indeed, the inequalities are constructed such that, if all the inequalities hold, then
each action which publishes a block in T4(B) is dominated by some action which does not.
Figure 21 shows an example setup for Theorem 8.7.

Unfortunately, to use Theorem 8.7, one is required to check a potentially large number of
inequalities, which can be unwieldy without a computer program. For this reason, we offer
Theorem 8.8. While Theorem 8.8 is easier to use than Theorem 8.7, it is not as powerful. In

other words, if a state B’ satisfies the conditions of Theorem 8.8, then it certainly satisfies
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x =2 > max{l, [T4(B)| — 2}

b eT, B (-1 eTuB) A (b'—2 & Ta(B)} ={ }

Figure 21: An example setup for Theorem 8.7, where B = (A,2H, A,2H,2A, H) and B’ =
(A,2H, A,2H,2A, H) is the state which follows B when the honest miner mines two consecu-
tive blocks. Since |T4(B)| = 4, we have that = 2 > max{1, |T4(B)|—2}, as required by the
theorem. Also annotated here is the set {0/ € T4(B) | (0' —1 ¢ T4(B)) AN (V' —2 ¢ Tu(B))},
which in this case is {1,4,7}. In the language used in the discussion of Theorem 8.7, each
block in {1,4, 7} is the head of some partition, where the partitions are {1}, {4}, and {7,8}.

the conditions of Theorem 8.7. But, the converse is not necessarily true.

Theorem 8.8 (Simpler Sufficient Condition for Capitulation from B’ to By). Let B be a
state with h(C(B))-capitulation By and x > max{1, |T4(B)| — 2}. Additionally, let B be a
state such that B € B(—x)A and Ta(B')\Ta(B) = 0. Then, an optimal strategy for mining

strength o capitulates from state B’ to state By if

[ Ta(B)| — a|Ta(B)| — X|Ta(B)| + aX*[Ta(B)|
T >
a — N+ a\*

where \* = max,; REV(7, «). In other words, for x satisfying the inequality above, we have
Vo(B") = V4(Bg) =0

To nuance these results, even if a state B’ is shown to have value V,(B’) = 0 by one

of these theorems, there is no guarantee that an optimal strategy reaches state B’; solving
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states which are never reached during optimal play will not help us bound a°S. Additionally,
both Theorem 8.7 and Theorem 8.8 are one-way implications and cannot be used to show
the optimality of not capitulating.

As on final note, similar to before, one could plug in oS for both o and \* in these
theorems to get even simpler inequalities that allow us to make conclusions about optimal
strategies for mining strength a°5. Then, it may be possible to further tighten the upper
bound to V,res(By1). However, we will not explore this here because we expect that any

improvement through these means would be marginal.
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9 Optimal Strategy from (A,xH,2A) for = € {2,3,4}

With the tools established in the prior sections, we are able to derive an optimal strategy
for mining strength oS from state (A4,2H,2A). Additionally, for x € {3,4}, conditioned
on a few conjectures which we believe to be true, we can derive the optimal strategy for an
attacker with mining strength af° from state (A, xH,2A). For reasons that will become
apparent later, we will not consider states (A, xH,2A) for z > 5. We will state our theorems

here and guide the proofs of these theorems in the following subsections.

Theorem 9.1 (Optimal Action at (A,2H,2A)). At state (A,2H,2A), an optimal checkpoint
recurrent, positive recurrent strateqy for mining strength o"°% plays PublishPath({1,4,5},0)

and capitulates to By. Furthermore, for mining strength or°%, the value function at state

(A,2H,2A) is Vyros (A, 2H,2A)) = 3 — \* where \* = max, REV(r, %) = a3,

Theorem 9.2 (Optimal Action at (A,zH,2A) for © € {3,4}). Let Conjecture 9.3 and
Congjecture 9.7 hold. Additionally, let state B = (A,xH,2A) for x € {3,4} and let (X})i>o

be a mining game starting at state Xo = B. Then, from state B, an optimal checkpoint

PoS

recurrent, positive recurrent strategy for mining strength o"°> plays Wait until the first time

step T such that

7 =min{t > 1: |Ta(Xy)| = |Tu(Xy)| + 1}
T =minf{t > 1: [Ta(Xe) \ Ta (A, zH)) | = |Tu(Xe) \ T ((A,zH)) | + 1}

7 =min{m, 72}

and at time step T, plays
o PublishPath(T4(X,),0) if T = 71,
o or, PublishPath(Ta(X,;)\Ta ((A,zH)), x4+ 1) if T = 1o,
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and capitulates to By.

In other words, from states (A,2H,2A), (A,3H,2A), and (A,4H,2A), the strategy

4-DEFICIT TOLERANCE is optimal for mining strength o5,

9.1 Optimal Strategy Conjectured to Play Wasit at States with no

At-Risk Blocks

The first conjecture Theorem 9.2 depends on is the following:

Conjecture 9.3 (Optimal Action at (A, xH)yA fory ¢ {1,z}). At a state B' € (A,xH)yA
for x € {3,4} with y ¢ {1,x} that is subsequent to state (A, xH,2A) but is not subsequent to
any state in (A, zH)(—1)A, an optimal checkpoint recurrent, positive recurrent strateqy for

PoS

maining strength o°° plays Wait and does not capitulate state.

To motivate Conjecture 9.3, consider the following definition, with examples depicted in

Figure 22:
Definition 9.4 (At-Risk Block). At state B, a block g € T4(B) is at risk if
e the attacker may publish block q in a timeserving action at state B,

o but, if the attacker instead plays Wait at state B, the probability that the attacker can

ever publish block q in a timeserving action is strictly less than 1

In other words, at state B, an at-risk block q is a block that is only guaranteed to be in the
longest path if it is published at state B. Accordingly, if there is at least one at-risk block at
state B, then say that the action Wait is risky. Finally, if q is an at-risk block at state B,

say that the action Wait at state B risks block q.

If there are no at-risk blocks at state B, then the action Wait seems like it should

be optimal at state B. This is precisely because any block that the attacker may consider
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Figure 22: At state (A,3H,2A, H) in the top-left cell, blocks 5 and 6 are at risk. As
shown by the orange dotted lines, these blocks may be published in a timeserving action at
(A,3H,2A, H). However, if the attacker were to take action Wait, with probability 1 — «,
the honest miner mines the next block and so the game transitions to state (A,3H,2A,2H),
where the attacker is now at a deficit of 1 block to ever publishing blocks 5 and 6 in a
timeserving action. Therefore, playing Wait at (A,3H,2A, H) risks blocks 5 and 6. Next, at
state (A,3H,3A) in the bottom-left cell, block 1 is at risk. As shown by the orange dotted
lines, block 1 may be published in a timeserving action at (A,3H,3A). However, if the
attacker were to take action Wait, with probability 1 — «, the honest miner mines the next
block and so the game transitions to state (A,3H,3A, H), where the attacker is now at a
deficit of 1 block to ever publishing block 1 in a timeserving action. Therefore, playing Wait
at (A,3H,3A) risks block 1.
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publishing at state B can still be published with certainty even if the attacker waits one time
step. Additionally, waiting one time step may even present new, more profitable possibilities.
Similar reasoning underlies elevated strategies (Section 5.1) and patient strategies (Section

5.2). Unfortunately, we are unable to prove this claim and so it is left as a conjecture:

Conjecture 9.5 (Optimal Action at States with no At-Risk Blocks). At any state B where
there are no at-risk blocks, an optimal checkpoint recurrent, positive recurrent strategy for

any mining strength o plays Wait.

But, for any state B’ € (A,zH)yA which is subsequent to state (A,zH,2A) but not
subsequent to any state in (A,xH)(—1)A, there is an at-risk block at B’ if and only if
y e {l,z}. If B" € (A,zH)1A, then all blocks > z + 1 are at risk. Or, if B’ € (A, zH)zA,
block 1 is at risk. Indeed, the examples in Figure 22 are of this sort. So, if Conjecture 9.5 is
true, then Conjecture 9.3 is also true. Formally, we present the following lemma, the proof

of which is deferred to Appendix 1.1:
Lemma 9.6 (Conjecture 9.5 = Conjecture 9.3). Conjecture 9.5 implies Conjecture 9.3.

So, our belief in Conjecture 9.3 stems from our belief in Conjecture 9.5. Still, we include
Conjecture 9.3 rather than Conjecture 9.5 in Theorem 9.2 since it is more specific and may

be easier to prove than the general case.

9.2 Optimal Strategy Conjectured Publish Block 1 or Play Wait

at (A, zH)xA
The second conjecture Theorem 9.2 depends on is the following:

Conjecture 9.7 (Optimal Action Plays Wait or Publishes Block 1 at (A, zH)xzA). At a state

B' € (A,xH)xA for x € {3,4} that is subsequent to state (A,xH,2A) but is not subsequent
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to any state in (A,xH)(—1)A, an optimal checkpoint recurrent, positive recurrent strategy

PoS

for mining strength o> either plays Wait or publishes some set which includes block 1.

Continuing the intuition around at-risk blocks, it seems counterproductive for the attacker
to ever publish blocks which are not at risk while withholding blocks which are at risk. Such
an action seems to exactly invert the priorities that an attacker should have; it seems that the
attacker should prioritize the at-risk blocks over the blocks which are not at risk, since the
attacker may never again get the opportunity to publish the at-risk blocks in a timeserving

action. This intuition is summarized in the following conjecture:

Conjecture 9.8 (Optimal Action Plays Wait or Publishes All At-Risk Blocks). For any
state B, denote R C T4(B) to be the set of blocks which are at-risk at state B. Furthermore,
let R® = Tx(B) \ R be the set of blocks which are not at-risk at state B. If an optimal
checkpoint recurrent, positive recurrent strategy takes action PublishSet(V', E') at B and
V' N R # (), then R C V'. That is, if an optimal strategy ever publishes some set which
includes at least one block which is not at risk, then the published set includes all blocks which

are at risk.

But, at a state B’ described in Conjecture 9.7, the only at-risk block is block 1. So,
we can easily see that Conjecture 9.8 implies Conjecture 9.7. This is summarized in the

following lemma, for which no proof will be offered:
Lemma 9.9 (Conjecture 9.8 = Conjecture 9.7). Conjecture 9.8 implies Conjecture 9.7.

Similar to before, our belief in Conjecture 9.7 stems from our belief in Conjecture 9.8.
Still, we include Conjecture 9.7 rather than Conjecture 9.8 in Theorem 9.2 since it is more
specific and may be easier to prove than the general case.

The following implication of Conjecture 9.7 will be useful in the proofs to follow:
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Lemma 9.10 (Conjecture 9.7 = Play Wait or Publish All Blocks at (A,zH)zA). Let
Congecture 9.7 hold. Then, at a state B € (A,xH)xA for x € {3,4} that is subsequent
to state (A, xH,2A) but is not subsequent to any state in (A, xH)(—1)A, an optimal check-

PoS

point recurrent, positive recurrent strategy for mining strength o either plays Wait or

PublishPath(T4(B’),0).

The proof of Lemma 9.10 is deferred to Appendix 1.2.

9.3 Optimal Strategy Will Not Risk Blocks at B’ € (A, zH)1A

Consider a state B" € (A,xH)1A which is subsequent to state (A,xH,2A) but not subse-
quent to any state in (A, xH)(—1)A. At state B’, all blocks > x + 1 are at risk. A priori, it
is unclear whether the attacker should play Wait and thereby risk blocks > = + 1 or publish
these blocks at state B’ to guarantee their entry into the longest path. On the one hand,
risking blocks > x 4+ 1 may pay off if the attacker is eventually able to recover block 1. On
the other hand, the attacker may lose a potentially large number of blocks that could have
otherwise been published. Our intuition suggests that the attacker should be less willing to
take this risk as the number of at-risk blocks increases and that the attacker should be less
willing to take this risk as x increases, where x is the number of consecutive honest miner
blocks following block 1. The former bit of intuition simply states that the attacker should
be less willing to take this risk when there is more at stake. The latter bit of intuition comes
from the fact that as x increases, the probability of ever recovering block 1 decreases such
that this favorable outcome carries less weight in the attacker’s decision.

In fact, we are able to show that in such cases, the attacker will never risk blocks > x+1.
This is stated in Lemma 9.11, the proof of which is deferred to Appendix I.3. Note that while
this proof indeed supports the intuition offered above, it just so happens that the conditions

on the number of at-risk blocks and z are not binding.
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Lemma 9.11 (Optimal Action at (A, zH)1A for x € {2,3,4}). At a state B' € (A, zH)1A
for x € {2,3,4} that is subsequent to state (A, xH,2A) but is not subsequent to any state in
(A, zH)0A, an optimal checkpoint recurrent, positive recurrent strategqy for mining strength
aloS plays PublishPath(Ua(B') N (x 4+ 1,00), 2 + 1) and capitulates to By. Furthermore, for
mining strength o, the value function at B' is Vyres(B') = [Us(B') N (z + 1,00)| — A*

where \* = max,; REV(7, af*%) = a9,

Since this tells us that block 1 will certainly not be published in the longest path if the
game reaches a state B’ satisfying the conditions of the lemma, we can use this to improve

the upper bound on V,res(B; ;1) and in turn improve the lower bound to af°S:

Lemma 9.12 (Second Improved Upper Bound on V,res (B 1))-

OzPOS _ (aPoS)4 + (aPoS)s + (aPoS)G _ (aP05)7

VaPoS(BLl) < - (aPoS)

Theorem 9.13 (Second Improved Lower Bound on af°8). of°% > 0.3093

But, this improved lower bound to a™® allows us to iterate on our previous result over
the range of x for which an optimal strategy may capitulate from B, to By (see Section

8.1):

Theorem 9.14 (Optimal Action at By, for « > 5). Let x > 5. At state By, an optimal

checkpoint recurrent, positive recurrent strateqy for mining strength o°®

plays Wait and
capitulates from By, to By. Furthermore, for x > 5 and mining strength a5, the value

function at By, is V,res(By,) = 0.

So, we chose not consider states (A, zH,2A) for x > 5 because an optimal strategy never

PoS

reaches such states. But, Theorem 9.14 allows us to improve V,ros(B1 1) and a'°° yet again:

Lemma 9.15 (Third Improved Upper Bound on Vyees (By.1))- Vares(B11) < af*S+(alfo%)2+

(aPOS>3 + (aPOS)G
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Theorem 9.16 (Third Improved Lower Bound on oF°%). of°% > 0.3100

From here, we are not able to iterate further without introducing a conjecture. But,

because the intuition behind Conjecture 9.3 is so strong, we will offer the following lemma:

Lemma 9.17 (Conjecture 9.3 = Fourth Improved Upper Bound on V.res(Bi1)). If

aPGSJ’-(aPOS)S+(aPDS)5+(aP05)7

Congjecture 9.3 holds, V(B 1) < 1= (aPo) 1 (a2

PoS)

Theorem 9.18 (Conjecture 9.3 = Fourth Improved Lower Bound on o). If Conjecture

9.3 holds, o > 0.3101

In summary, so far we have shown about half of Theorem 9.2. In particular, we have
shown that, assuming Conjecture 9.3, from (A, xH,2A) for x € {2,3,4}, an optimal strategy
for mining strength oS plays Wait until time step at most 7;. Furthermore, if the game
reaches time step 7, and the attacker has not yet capitulated state, it is shown that it is
optimal to play PublishPath(Ta(X;) \ Ta ((A,zH)),x + 1) = PublishPath(Us(X;) N (z +
1,00),z + 1). In other words, so far we have shown that an optimal strategy will never risk

blocks > z + 1.

9.4 Optimal Strategy Will Not Risk Block 1 at B’ € (A,zH)zA

At this point, we are able to prove the first theorem of this section, Theorem 9.1, which does
not rest on any conjectures and states that an optimal strategy for mining strength oS at
(A,2H,2A) € (A,2H)2A publishes all blocks and capitulate to By. This proof can be found
in Appendix 1.4 and uses the fact that z = 2 is small such that there is exactly one time step
between (A,2H,2A) and (A,2H,2A,H) € (A,xH)1A. Then, since the optimal strategy
for mining strength oS at (A,2H,2A, H) is known by Lemma 9.11, we know the value of
state (A,2H,2A, H) exactly. So, when we suppose that the optimal action at (A,2H,2A) is

Wait to draw a contradiction, the contradiction indeed comes easily. Intuitively, the result
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on state (A, 2H,2A) makes sense; at (A,2H,2A), block 1 is at risk and the attacker would
rather publish this block than selfish mine with blocks 4 and 5 since this is a rather small
lead to selfish mine with.

The same proof technique does not work for a state B’ € (A,zH)zA for z € {3,4}
because the corresponding state in (A,zH)1A which we would ideally use to show the
suboptimality of playing Wait at state B’ is too many time steps away. Therefore, to reason
about such states, we will need to introduce our conjectures. This gives us the following

lemma:

Lemma 9.19 (Conjectures 9.3, 9.7 = Optimal Action at (A, zH)zA for x € {3,4}). Let
Congecture 9.3 and Conjecture 9.7 hold. Then, at a state B' € (A,zH)zA for v € {3,4}

that is subsequent to state (A,xzH,2A) but is not subsequent to any state in (A, xH)0A,

PoS plays

an optimal checkpoint recurrent, positive recurrent strateqy for mining strength «
PublishPath(Ux(B'),0) and capitulates to By. Furthermore, for mining strength oS, the

value function at B’ is Vyros(B') = [Ua(B')| — A* where \* = max, REV(r, af*%) = of°.

As a proof sketch for Lemma 9.19, assume that Conjecture 9.3 and Conjecture 9.7 hold.
Then, we may focus on states in (A, zH)zA and (A, zH)1A which follow state (A, zH,2A)
but not any state in (A,zH)(—1)A, since Conjecture 9.3 states that an optimal strategy
plays Wait elsewhere. We have already proven what will happen at states in (A, zH)1A,
so now we only have to look at states in (A, xH)xA. At this point, we would like to say
that determining the optimal action reduces to a simple comparison between publishing all
blocks and selfish mining on blocks > x+ 1. But, this ignores the possibility that an attacker
may risk block 1 now but choose to publish it at a later time if given the chance. In other
words, we cannot rule out the possibility that an attacker plays Wait at state (A, zH,zA)
but publishes all blocks at (A,xH,zA, H, A). This is why we need Conjecture 9.7. By
Conjecture 9.7, or more specifically the implication of this conjecture outlined in Lemma

9.10, from (A,xH,2A) all blocks > z + 1 are guaranteed to be published. So, we can use
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the symmetry discussed in Section 7.1 to rule out the scenario above and indeed reduce this
to a calculation. Then, this calculation tells us that it is suboptimal to play Wait at a state
in (A, zH)zA, giving us the result in the lemma. The full the proof of this lemma can be
found in Appendix 1.4:

Note that his section does not offer any further improvement to V,res(Bjy ) since the
main finding of this section is that the strategy does in fact publish block 1 if it is able to;
Vyros (By 1) is only improved when we find states which optimally forget block 1.

Finally, Theorem 9.2 simply summarizes the union of Conjecture 9.3, Lemma 9.11, and

Lemma 9.19, so no proof is needed.
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10 Optimal Strategy from (A,zH, A, H, A) for z € {2,3,4}

Our next result is an optimal strategy for mining strength oF°S at state (4, rH, A, H, A) for

z € {2,3,4}:

Theorem 10.1 (Optimal Action at (A, zH,2A) for x € {2,3,4}). At state (A, zH, A, H, A)
for x € {2,3,4}, an optimal checkpoint recurrent, positive recurrent strategy for mining
strength %% plays PublishPath({x + 2,7 + 4},x + 1) and capitulates to By. Further-
more, for mining strength of°S, the value function at (A,xH,A, H,A) for x € {2,3, 4}

is Voros (A, xH, A, H, A)) = 2 — \* where \* = max,; REV(m, af*%) = o5

In other words, from states (A,2H, A, H, A), (A,3H, A, H, A), and (A,4H, A, H, A), the
strategy 4-DEFICIT TOLERANCE is optimal for mining strength o°S.

As a proof sketch for Theorem 10.1, most of the work is in showing that the attacker
never publishes block x + 4 on top of block = + 3 from state (A,zH, A, H, A). First, we
use the fact that a strategy is thrifty to claim that the attacker publishes block x + 4 on
top of block x + 3 if and only if they take the action PublishPath({x + 4}, 2z + 3). However,
even under the looseness of Corollary 6.3 this action can be shown to dominated by the
action PublishPath({z + 2,z + 4}, x + 1). Therefore, this action cannot be optimal and so
it follows that the attacker never publishes block z + 4 on top of block = + 3. Then, by
the symmetry discussed in Section 7.2, state (A,xH, A, H, A) is treated identically to state
(A,xH,2A, H) up to a renaming of the blocks. But, we already know the optimal action
at state (A,zH,2A, H) for x € {2,3,4} so by this symmetry, we immediately obtain the
optimal action at state (A,xH, A, H, A) for z € {2,3,4}.

Note that an alternative proof might first show that playing Wait at (A, zH, A, H, A) for
x € {2,3,4} is suboptimal then go through the few available structured actions and compare

them directly. However, the chosen proof neatly illustrates the usefulness of Theorem 7.3

and avoids the messy computations required by Corollary 6.3.
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PoS  As before, we will present one

This result further improves the lower bound to «
improvement which does not rest on any conjectures and one improvement which rests on

Conjecture 9.3:

Lemma 10.2 (Fifth Improved Upper Bound on V,res (B 1)). Vares(By1) < af® 4 (af*%)? +

2(aPoS)6
Theorem 10.3 (Fifth Improved Lower Bound on aF°%). af° > 0.3151

Lemma 10.4 (Conjecture 9.3 = Sixth Improved Upper Bound on V,res(B11)). If Con-

jecture 93 hOldS7 V(Bl’l) S aPnSJr(aPoS)AL+(aPoS)6+(aPoS)8 '

1,aPoS+(aPoS)2

Theorem 10.5 (Conjecture 9.3 = Sixth Improved Lower Bound on at°%). If Conjecture

9.3 holds, o5 > (0.3152
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11 4-Deficit Tolerance is not Optimal for Mining

Strength of°S

Recall that at each state (A, 2H, A, H) for x € {2,3,4}, 4-DEFICIT TOLERANCE capitulates
to By 1, thereby forgetting block 1. So, if it is the case that an optimal strategy for af°s
actually publishes block 1 from such a state with nonzero probability, then 4-DEFICIT TOL-
ERANCE cannot be optimal. On the other hand, if no optimal strategy ever publishes block
1 from such a state, then indeed it is optimal to capitulate to B ;. But, then, assuming

Conjectures 9.3 and 9.7 hold, we would find that 4-DEFICIT TOLERANCE plays optimally

everywhere for mining strength a°%. In other words, 4-DEFICIT TOLERANCE would be an

PoS PoS

optimal strategy for mining strength o'°> and o> would precisely be the minimum mining
strength o where 4-DEFICIT TOLERANCE performs at least as good as HONEST. Here, we
prove that if an optimal strategy reaches state (A,2H, A,3H,3A), then it is shown that
4-DEFICIT TOLERANCE is not optimal for mining strength a°5.

To briefly build up intuition, consider any state of the form (A,2H, A, xH,zA) for = > 2.
Two such states, (A,2H, A,2H,2A) and (A,2H,A,3H,3A) are depicted in Figure 23. At
any state of the form (A,2H, A,xH,xA) for x > 2, the attacker has an interesting decision
between publishing now to recover block 4, selfish mining on the most recent blocks, or
trying to recover block 1 without risking blocks > x + 4. Our intuition tells us that selfish
mining on the most recent blocks cannot be optimal when x < 4. This intuition comes from
the fact that at a state (A,xH,xA) for z € {2, 3,4}, selfish mining does not beat publishing
all blocks now and clearly any action available at (A,xH,zA) must also be available at
(A,2H, A,zH,xA). Then, it seems that the decision reduces to deciding between publishing
now to recover block 4 and trying to recover block 1 without risking blocks > x + 4. The

action of publishing now to recover block 4 is easy to evaluate. On the other hand, calculating

the value of a strategy which tries to recover block 1 without risking blocks > x+4 is a little
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0 1 2 3 4 5 6 7 8

Figure 23: Two Example States of the Form (A, 2H, A,z H,xA), which are (A,2H, A,2H,2A)
(top) and (A,2H, A,3H,3A) (bottom).

more involved and requires a coupling with random walks. However, our intuition tells us
that as x increases, the probability of recovering block 1 before the lead over blocks > = +4
falls to 1 should increase. Indeed, this intuition holds, as is shown in Figure 24. Then, if
the probability of recovering block 1 increases as = increases, we would suspect that there is
some value of x for which the strategy which tries to recover block 1 without risking block
> x + 4 outperforms the strategy which recovers block 4 at (A,2H, A,xH,xA). This is

precisely what we find, as stated in Theorem 11.1.

Theorem 11.1 (Suboptimal to Publish at (A,2H, A,xH,zA) for x > 3). At state B =
(A, 2H, A,z H,xA) forx > 3, it is not optimal for mining strength oS to play PublishPath(U(B)N

(3,00),3) and capitulate to By.
By the discussion opening this section, Corollary 11.2 clearly follows from Theorem 11.1.

Corollary 11.2 (4-DEFICIT TOLERANCE is Not Optimal for Mining Strength of°%). If an
optimal strategy for mining strength a©°% reaches state (A,2H, A,3H,3A), then, 4-DEFICIT

TOLERANCE is not optimal for mining strength a”°°.
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Probability of Recovering Block 1

Probability
oagbTTTTTTTTTT
0.35¢
0325 0330 0335  0.340
(A,2H,A2H,2A) --—-- (A,2H,A,3H,3A)

---------- (A,2H,A,4H,4A)

Figure 24:  Probability of Recovering Block 1 from states (A,2H,A,2H,2A),
(A,2H,A,3H,3A), and (A,2H, A,4H,4A).

Note that an optimal strategy will indeed reach state (A,2H, A,3H,3A) as long as they
do not publish a singleton set. Indeed, our intuition suggests that publishing a singleton set
is never helpful, though we are only able to formally prove this for mining strengths greater

than aF°S.

112



12 Automating the Search for Optimal Strategies

So far, we have shown that the tools built up in Sections 5, 6, 7, and 8 allow us to derive an
optimal strategy at several states, as we have done in Sections 9 and 10. However, even if
Conjecture 9.3 and 9.7 hold, there are still states left to be solved of the form (A, zH, A,2H)
for x € {2,3,4}. Therefore, we may hope to automate this workflow. In this section, we will
introduce a codebase that we have developed towards this purpose. Appendix M provides

instructions for accessing this codebase.

12.1 Enumerating Structured Actions at a State

To determine an optimal strategy from a state B, we first need to know all valid actions at
state B. However, Theorem 5.10 tells us that in fact it is sufficient to consider only structured
actions at state B. Therefore, the first part of this codebase is a module that, given a state
B, lists all structured actions at state B. As was the motivation for introducing structured
actions, there are usually only a few structured actions at any given state. Figure 25 shows
two examples of states and the structured actions available at these states as determined by

the module.
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State Available Structured Actions

Wait
PublishPath({7},6)

0 1 2 3 4 5 6 7 PUblZShP(lth({l, 4, 7, 8, 9}7 0)

Wait
PublishPath({8},7)

e+« s« s« | PublishPath({5,8,9},4)

Figure 25: The available structured actions at states (A,2H,A,2H,3A) and
(A,3H,A,2H,2A), as would be enumerated by the model.

12.2 Enumerating Reachable States

Now that we know the actions available to a structured strategy at any given state, we can
use this to enumerate all states which may be reachable in an execution of the game. To be
precise, say that a state B is reachable for mining sequence 7, ..., y; if there is a sequence of
t structured actions ay, ..., a;—1 and states Xy, X1, ..., X; such that X, = By, X; = B and for
all ¢ € [t], X; is the result of the attacker taking action a;_; at state X;_;, a miner mining
a block according to 7;, and the honest miner taking an action according to HONEST. As a
possible point of confusion, note that our definition of a reachable state is not a state which
may occur at the end of a round, but rather a state at which an attacker may select an

action. Then, we can formally define the set of reachable states B in an execution of the
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game to be the following:

B={By}U U U {B | B is a reachable state for mining sequence 71, ..., v }

teENy v1,.., e €{AH}

Although this definition may suggest otherwise, this set can be enumerated fairly easily
using a breadth-first-search algorithm and the module described in Section 12.1. That is, we
can start at states By, and B, which are the only reachable states for mining sequences of
length 1, and enumerate all actions at these states. Once we have enumerated all actions, for
each of states By and B, we can simulate taking each action at this state then simulate
both possibilities over a miner mining a block, which exactly gives us all reachable states for
mining sequences of length 2. In general, once we have enumerated all reachable states for
mining sequences of length 7, for each state we can separately simulate all possible structured
actions and simulate both possibilities over mining a block to yield all reachable states for
mining sequences of length 7 + 1.

Clearly, the set B is of interest to us because these are the only states which we have to
solve. Any state not in the set B can be safely ignored since it does not occur during optimal
play.

As one optimization, we can withhold any state with a checkpoint from the set B since

a miner optimally capitulates to a simpler state from any state with a checkpoint.

12.3 Bounding the Value of a Reachable State

For any reachable state B, we are interested in the best lower bound and best upper bound
to the value of this state for mining strength a"°S. In other words, we are searching for the
best lower bound and best upper bound to V,res(B). We are interested in these quantities

PoS

because they allow us to further bound o', which is a direct goal of our research. Now, we

will explain how to calculate these quantities.
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First, note that each structured action available at state B induces a lower bound to
V,ros(B). In particular, a structured action available at state B which yields state B’ if the

attacker mines next and state B” if the honest miner mines next induces the lower bound

Voros(B) > a(ry (B, B') + Vares(B')) + (1 — a) (s« (B, B") + Viros(B"))

where \* = max, REV(m,at*®) = o5, The right-hand side of this inequality is simply the
expected value of this action, where the expectation is taken over the choice of the next
miner. If V,ros(B’) or V,res(B") are not known exactly, we can in turn use a lower bound
to these quantities; as a preview, this will influence the order in which we resolve states.
At least we know that V,res(B’), Vyres(B”) > V,res(By) = 0 since a strategy may always
capitulate from any state to By. Additionally, consider any lower bounds that may be due
to more theoretical results, such as lemmas and theorems derived in this paper or elsewhere.
Finally, from these lower bounds, we want to select the best one. However, since the exact

PoS

value of o8 is unknown, each lower bound is in fact a function of a’*. Therefore, the best

lower bound to V,ros(B) that we can derive by these means will be a piecewise function in
o PoS

Finding the best upper bound to V,res(B) is more involved. Whereas every action induces
a lower bound to V,res (B), this is not the case for an upper bound to V,res(B). Clearly, any
action which is not optimal cannot upper bound V,ros(B). So, we first start by calculating,

for each structured action available at state B which yields state B’ if the attacker mines

next and state B” if the honest miner mines next, the quantity

a(ry«(B, B") + Vypes(B')) + (1 — a)(ra«(B, B") + Vres (B"))

POS)

where \* = max, REV(7, « = a5, Once again, this is simply the expected value of this

action, where the expectation is taken over the choice of the next miner. If either of V,ros(B’)
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or V,res (B") are not known exactly, we will use an upper bound to these quantities; note that
we can upper bound the value of an arbitrary state with Corollary 6.3. Finally, construct
a piecewise function which is the maximum of all these quantities. While the upper bound
to each individual action is not an upper bound to V,res(B), the piecewise maximum over
these quantities is an upper bound to V,res(B). Next, similar to before, consider any upper
bounds that may be due to more theoretical results. In particular, Corollary 6.3, Corollary
8.2, and Theorem 8.7 may be helpful. Then, of the upper bound which is the piecewise
maximum as discussed previously and the upper bounds due to lemmas or theorems, we will
select the best one to obtain the best upper bound to V,res(B) that is known so far.

The correctness of these bounds should be clear. In particular, all actions are certainly
lower bounds to V,res(B) and some action is certainly an upper bound to V,res(B). Fur-
thermore, all lemmas and theorems which claim to lower bound or upper bound V,res(B)
are valid by their proof. So, in using this approach, for any reachable state B, we are able
to find the best lower bound and best upper bound to V,ros(B) with respect to our current

understanding of the game.

12.4 Searching for Optimal Strategies

At this point, we are almost able to describe the algorithm we have developed to search for
optimal strategies. First, we will describe a simpler algorithm that, for some ¢ € N, finds
an optimal strategy for all reachable states for mining sequences of length < ¢ assuming that
the value of all reachable states for mining sequences of length t are given as input. This is
algorithm is written as Algorithm 1:

Although we have written the step which sets the optimal action at B as a conditional,
this step will in fact always execute. This is because we have assumed that V,res(B) for
all B € {B' € B | |B'| =t} is provided as an input. In particular, by our choice to start

our loop at states which are deeper into the game, when we iterate over actions according
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Algorithm 1 For some ¢t € N, finds an optimal strategy for all reachable states for mining
sequences of length < ¢ assuming that the value of all reachable states for mining sequences
of length t are given as input.

Require: t € N
Require: V,ros(B) for all Be {B' € B||B'| =t}
for Be {B' € B||B| <t} do
LOWER-BOUND(B) < 0, UPPER-BOUND(B) < oo
OprT(B) + ¢
end for
fort=t—1,t—2,...,0do
for Be {B' € B||B'| =i} do
Update LOWER-BOUND(B), UPPER-BOUND(B) according to Section 12.3
if LOWER-BOUND(B) = UPPER-BOUND(B) then
OpT(B) < action which gives best lower bound
end if
end for
end for

to Section 12.3, we will always know V,res(B’) and V,res(B”) exactly. So, for any state B
and any action at this state, we will know the value of this action at state B exactly. Then,
comparing actions is easy.

However, we cannot faithfully execute Algorithm 1 because we do not know V,res(B);
indeed, this is what we are trying to compute. So, will consider a very similar algorithm
except that instead of assuming that we are given V,res(B) for all B € {B" € B | |B'| = t},
we will simply lower bound and upper bound all such V,res(B) using only bounds due to
theorems and lemmas. This means that in most cases the best lower bound to V,res(B) will
be V,ros(B) > 0 and the best upper bound to V,res(B) will be due to Corollary 6.3, since
these bounds are applicable in the most general settings. In other words, we are defining all
states on mining sequences of length ¢ to be our base cases in the implicit recursion since we
will not explore actions past these states.

One consequence of this is that the derived lower bound to very valuable states may be
artificially low. For example, let t = 12 and consider state B = (A,2H, A,4H,3A), depicted

in Figure 26. Since t = 12 and |B| = 11, for any state subsequent to B, the lower bound to
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this state is 0 by our discussion above. At state B, our module which enumerates structured
actions will return that the only available structured actions are Wait or PublishPath({9},8).

Respectively, these actions give lower bounds

Vores(B) > a(0+0) + (1 — a)(0 — X +0) = —(1 — a)\*

Vores(B) = a(l = X +0) + (1 —a)(1 =N =X +0)=1- X — (1 —a)\*

More simply, if the attacker plays Wait at B, then they receive mining game reward 0 and
with probability 1 — « the honest miner mines and publishes the next block for mining game
reward —\*. If the attacker plays PublishPath({9},8), then they receive mining game reward
1 — A* and with probability 1 — o the honest miner mines and publishes the next block for
mining game reward —\*. However, these lower bounds are extremely unrepresentative of
how favorable state B is since the attacker has a lead of 3 blocks over all blocks > 8 and
is very close to recovering both blocks 1 and 4. One partial solution to this problem is to
additionally lower bound the value of a state by considering that the attacker may commit
to a strategy from state B, instead of taking a single action at state B. Some example

strategies that the attacker may commit to are:

e Selfish mine on blocks {9, 10, 11} until your lead over blocks > 8 falls to one. Then,

publish all blocks > 8 and capitulate to B,.

e Selfish mine on blocks {9, 10,11} until you can either publish block 4 in a timeserving
manner or your lead over blocks > 8 falls to one. At either stopping condition, take a

structured action which publishes the maximal set and capitulate to B,.

e Selfish mine on blocks {9, 10, 11} until you can either publish block 1 in a timeserving
manner or your lead over blocks > 8 falls to one. At either stopping condition, take a

structured action which publishes the maximal set and capitulate to B,.
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Figure 26: State (A,2H, A,4H,3A). Certainly, this is a favorable state to be in since the
attacker has a lead of 3 blocks over all blocks > 8 and is very close to recovering both blocks
1 and 4.

The expected reward to all of these strategies can be calculated by using a coupling with
a random walk and by the fact that each strategy capitulates to By after taking a publish
action. Additionally, it is possible to enumerate commitments of this form similar to how
we enumerated structured actions, so we can indeed automate the consideration of such
commitments. Still more, at some states, such strategies would clearly give a much better
lower bound than the actions mentioned above.

Finally, we are able to describe the algorithm we have developed to search for optimal
strategies. Of course, we will omit implementation details here in favor of high-level ideas.

This is algorithm is written as Algorithm 2:

Algorithm 2 For some t € N, | calculates a lower and upper bound for all reachable states
for mining sequences of length < ¢.

Require: t € N
for Be {B' € B||B|=t}do
Update LOWER-BOUND(B), UPPER-BOUND(B) using only lemmas and theorems.
end for
Run Algorithm 1, except with values calculated in the above step as input and the addi-
tional consideration that an attacker may commit to a strategy.

Note that example output of the algorithm can be found by following the links in Ap-

pendix M.
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12.5 Example Findings

Although the codebase is still in development, the algorithm described above has already
derived several interesting results.

First, consider the state B = (A,2H, A,2H,3A), depicted in the top of Figure 25 where
we have also enumerated the actions available at this state. When we examine this state, we
notice that it is somewhat similar to state (5A,4H), where it is proven optimal to publish all
blocks, and state (4H,5A), where it is proven optimal to selfish mine. Indeed, both of these
options are available at B. In particular, some options at B are to publish all blocks with
the action PublishPath({1,4,7,8,9},0), selfish mine on the set of blocks {4,7,8,9}, or selfish
mine on the set of blocks {7,8,9}. There may also be other options at B which we are not
aware of. So, it is clear that finding an optimal strategy at B will require some calculations.

Nonetheless, since any lead the attacker may selfish mine with at B is not excessively
long, our intuition suggests that the non-risky action PublishPath({1,4,7,8,9},0) should be
optimal since it adds all attacker blocks to the longest path and forks all honest miner blocks

from the longest path. That is, for the quantities
e [ = value to playing PublishPath({1,4,7,8,9},0) at B then playing optimally thereon,
e M = value to playing Wait at B then playing optimally thereon,
e and, N = value to playing PublishPath({7},6) at B then playing optimally thereon,

we conjecture that L > M, N which would implies that PublishPath({1,4,7,8,9},0) is opti-
mal at state B. The quantity L is easy to calculate since a strategy optimally capitulates to
By after playing PublishPath({1,4,7,8,9},0). However, since the subsequent states to the
other actions are not as well known, M and N are difficult to calculate. We may hope to
circumvent calculating M and N by showing that L is equal to the upper bound obtained

by applying Corollary 6.3 to state B, but we can easily show that this is not the case.
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Fact 12.1. L < Corollary 6.3 applied to state B

This fact is not particularly surprising because, of course, we cannot expect Corollary
6.3 to be tight in all cases. So, it quickly becomes clear that it will not be easy to prove the
optimality of playing PublishPath({1,4,7,8,9},0) at B through conventional means.

However, the algorithm is indeed able to show that action PublishPath({1,4,7,8,9},0)
is optimal at state B. Here, we will show how the algorithm determines that action
PublishPath({1,4,7,8,9},0) is better than action Wait at state B. In other words, we will
show how the algorithm determines that L > M. The complete sequence of steps leading

up to this result are:

1. The algorithm uses Corollary 6.3 on state (A,2H, A,2H,3A,2H) to obtain an upper
bound to the value of this state. The significance of this state is that it follows state

B when the honest miner mines two blocks consecutively.

2. The algorithm uses Corollary 6.3 on state (A,2H, A,2H,3A, H, A) to obtain an upper
bound to the value of this state. The significance of this state is that it follows state
B when the honest miner mines the next block and the attacker mines the block after

that.

3. The algorithm uses Corollary 6.3 on state (A,2H, A,2H,4A) to obtain an upper bound
to the value of this state. The significance of this state is that it follows state B when

the attacker mines the next block.

4. The algorithm considers state (A,2H, A,2H,3A, H), which follows state B when the
honest miner mines the next block. The only structured actions at this state are Wait
or PublishPath({7,8,9},6). Since the attacker optimally capitulates to By after playing

action PublishPath({7,8,9},6), the algorithm easily calculates the value to playing this
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action. Then, the value to the action Wasit is

AV (A, 2H, A, 2H,3A, H, A)) + (1 — a)(Va (A, 2H, A, 2H, 34, 2H)) — \*)

But, the algorithm has already upper bounded each of V, ((A,2H, A,2H,3A, H, A))
and V, ((4,2H,A,2H,3A,2H)) in steps (1) and (2) respectively. So, the algorithm
easily computes an upper bound to the action Wast. Finally, the algorithm com-
pares the value of playing action PublishPath({7,8,9},6) and the upper bound to the
value of playing action Wait to find that the upper bound to the value of playing ac-

tion Wasit is larger and so only this quantity can be an actual upper bound to state

(A,2H, A,2H,3A, H).

. The algorithm considers state B = (A,2H, A,2H,3A). Two structured actions at
this state are Wait and PublishPath({1,4,7,8,9},0). Since the attacker optimally
capitulates to By after playing action PublishPath({1,4,7,8,9},0), the algorithm easily
calculates the value to playing this action, which is L in our notation. Then, the value

to the action Wait is

M=oV, ((A,2H,A,2H,4A)) + (1 — a)(V. ((A,2H, A,2H,3A, H)) — \")

But, the algorithm has already upper bounded each of V, ((A,2H, A,2H,4A)) and
V. ((A,2H, A,2H,3A, H)) in steps (3) and (4) respectively. So, the algorithm easily
computes an upper bound to the value of action Wait. Let this upper bound to the
value of action Wait be denoted O. By definition of O an upper bound to M, we have
that M < O. Finally, the algorithm recognizes that O < L, which means that the
value of playing action PublishPath({1,4,7,8,9},0) is greater than the upper bound to

the value of playing action Wait. But, since we have that M < O, this in turn implies
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M < L, which shows that Wait cannot be optimal at state B and is what we set out

to prove.

In summary, the algorithm is able to prove that Wait is not optimal at B using only the
tools that we have provided it. While we can indeed verify the results given a transcript
similar to that written above, it is much more difficult to generate such a transcript ourselves,
which is the beauty of the algorithm. That is, it would require an impressive stroke of luck
to guess the exact states that we should examine and the exact way in which to upper bound
each such state. Even in the example above, the transcript is a bit surprising; there is a clear
asymmetry in the algorithm upper bounding (A4,2H, A,2H,4A) with Corollary 6.3 but then
deciding to upper bound (A,2H, A,2H,3A, H) by the action Wait. But, for any guess we
may make, the required calculations are tedious, which means that we would precisely need
this stroke of luck if we ever hope to derive this result in a reasonable amount of time.

Showing that action PublishPath({1,4,7,8,9},0) is better than action PublishPath({7}, 6)
at state B is similar and omitted for brevity.

But, there are further implications to showing that PublishPath({1,4,7,8,9},0) is optimal
at state B. In the same execution, the algorithm uses this result to in turn prove that
at state (A,2H,A,2H,2A), depicted in Figure 27, the action PublishPath({4,7,8},3) is
optimal. To see why the result at state (A,2H, A,2H,2A) depends on the result at state
(A,2H, A,2H,3A), consider that the latter state is just the former followed by the attacker
mining a block. Still more optimal actions have been derived by this algorithm but we will

leave this to the materials linked in Appendix M.

Figure 27: State (A,2H, A,2H, 2A).
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Finally, the algorithm offers an upper bound to V,res(B; 1) which implies that af°% >

0.3189, representing the tightest lower bound to a° so far. This is captured in Theorem

12.2, the proof of which is due to the correctness of the codebase:

Theorem 12.2 (Seventh Improved Lower Bound on aPOS). a5 > 0.3189
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13 Conclusion

In summary, we have modeled mining for cryptocurrency under a proof-of-stake mining
protocol with access to external randomness as a two-player game between an attacker and
an honest miner. This allows us to define the quantity a"°%, which could be understood as the
robustness of such a protocol against strategic manipulation. In developing the performant
strategy 4-DEFICIT TOLERANCE, we have shown that af°® < 0.3235 (Section 4, Corollary
D.11). Then, using a theoretical approach, we are able to trim both the strategy space
(Theorem 5.10) and state space (Theorems 7.2, 7.3, 8.1, and 8.7). This allows us to prove
an optimal strategy at several states (Theorems 9.1, 9.2, and 10.1) which yields the bound
a5 > 0.3151 and further o™ > 0.3152 if Conjectures 9.3 and 9.7 hold. We have also
explored a computational approach which lower bounds o at oS > 0.3189 (Section 12,
Theorem 12.2). Altogether these results can be interpreted to mean that it is never a Nash
equilibrium for all miners to use the honest mining strategy when some miner owns more
than 32.35% of the total stake but it is always a Nash equilibrium for all miners to use the
honest mining strategy as long as no miner owns more than 31.89% of the total stake. In
light of the massive energy consumption by cryptocurrencies which employ proof-of-work
mining protocols, these results are of interest to environmentally-conscious cryptocurrency

designers and investors.
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14 Future Work

The results of this paper inspire several directions for future work. The most promising
direction is to prove that all attacker blocks reach finality. Another way of stating this is
that an attacker playing optimally will never fork their own blocks from the longest path.
The intuition behind this is that an attacker who considers forking their own blocks from
the longest path can instead use the excess block(s) to selfish mine.

At current, we believe there is the best chance of deriving a counterexample to the claim
that an attacker never forks their own block at a state similar to that shown in Figure 28.
By our measure, all actions taken up to this state are reasonable. The attacker never was
able to publish blocks 1, 4, and 7 is any meaningful way aside from publishing them as
singleton sets, so it is reasonable that they are still unpublished at this state. The attacker
published blocks 10 and 12 at time step 12 to cancel out honest miner block 11 which is
also a reasonable action because otherwise the attacker could have lost blocks 10 and 12.
However, since there are three unpublished blocks and only two published blocks at the time
the attacker publishes blocks 10 and 12, there is still no checkpoint at this state aside from
the genesis block and therefore no evidence that the attacker should optimally capitulate to
By at this time step. Then, the attacker mines and withholds 4 blocks in a row to arrive at
the current depicted state. The substantial lead that the attacker has over blocks > 12 that
allows them to recover block 7. Moreover, they may want to try and additionally recover
block 4, since block 4 and block 7 are only one block apart. Still more, for the same reason,
they may want to try and recover block 1. Changing the number of honest miner blocks
between unpublished attacker blocks may show that it is indeed optimal to recover block 1,
4, or 7 and therefore fork the longest path. Then, if an optimal strategy indeed reaches such
a state, it is shown that all attacker blocks do not reach finality.

To see why proving this would be helpful, consider that if all attacker blocks reach finality
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0 1 2 3 4 5 6 7 8 9 10 11 12

Figure 28: This state is intended to be a possible counterexample to the claim that an
attacker never forks their own blocks.

then it is immediately true that there exists an optimal strongly structured strategy. That
is, we already know that there exists an optimal structured strategy. If we further know that
all attacker blocks reach finality, then the second bullet in the definition of each property
would always be false such that the first bullet in the definition of each property must always
be true. But, this is precisely how a strongly structured strategy is defined.

In turn, assuming an optimal strategy to be strongly structured strategy gives us several
additional nice properties. For instance, if an optimal strategy is strongly structured, then
the attacker capitulates to By after any action which is not Wait. This is because the
published block must reach finality such that, by the fact that the strategy is opportunistic,
all unpublished blocks greater than this block must also be published. But, if the attacker
owns no unpublished blocks greater than the block which has reached finality, they must
optimally capitulate to By.

Furthermore, if an optimal strategy is strongly structured, then there are at most two
possible actions at any given state. The first action is Wasit, since this action is always
strongly structured. The second action is the action which publishes the maximal set possi-
ble, since a strongly structured strategy is strongly thrifty. That is, since any publish action
has the same subsequent state which is By, the only publish action which may be optimal
is the one that publishes the greatest number of blocks possible. It is sufficient to count
the number of blocks being published as opposed to being meticulous with the number of

attacker blocks and honest miner blocks forked from the longest path because there will in
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fact be no attacker blocks in the longest path by the above result that if an attacker block is
ever published, the game resets to By. The maximal set of blocks that may be published is
unique at any state because if any blocks are absent from this set, they must be the earlier-
mined blocks by the fact that the strategy is timeserving and orderly. Note that this publish
action only exists if it strongly patient to publish to maximal set of blocks. In cases where
it is not strongly patient to publish this set, Wait is the only action and so is immediately
shown to be optimal. In summary, if an attacker never forks their own blocks, then there at
most two action at any state which are Wait and Publish, where no parameters are needed
for the action Publish since the only available publish action is fully determined by the state
of the game.

Additionally, if it is shown that an attacker never forks their own blocks, then all conjec-
tures immediately follow; we will only show the conjectures about at-risk blocks since these

imply the other conjectures:

e Conjecture 9.5: If no block is at risk, then there is no timeserving action which increases
the height of the longest chain by 1, so there is no strongly patient action and Wait

must be optimal.

e Conjecture 9.8: By definition, every at-risk block can be published in a timeserving
action at the current state. Then, all at-risk blocks must clearly be part of the maximal
set that may be published and so it is shown that the only actions available are either

Wait or an action which publishes all at-risk blocks.

Therefore, if an attacker never forks their own blocks, then all results which rest on these
conjectures are true. In particular, by Theorem 10.5, we would be able to raise our lower
bound on af°® to oS > 0.3152.

Even if it is not true that all attacker blocks reach finality, we may still hope to prove

Conjectures 9.3, 9.5, 9.7, and 9.8 by other means. Ideally, we would prove these conjectures
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by assuming the attacker takes some action without the stated properties and show a better
alternative action. This is similar to our proofs of Theorems 5.2, 5.5, 5.8, and 5.13. At this
time, we have not been able to thoroughly investigate this.

Another possible direction for future work is proving the optimal strategy from states
(A,xH, A, H) for x € {2,3,4}. Section 11 shows that it is not necessarily true that an
optimal strategy simply capitulates to By at these states. Additionally, if Conjectures 9.3
and 9.7 hold, these are the only states which remain to be solved. As a guess based on
Theorem 11.1, we believe that an optimal strategy capitulates from (A,2H, A, H) to By .

Next, there is room for improvement to the codebase discussed in Section 12. Recall that
Corollary 6.3 requires one to select a sequence of increasing heights not exceeding the height
of the longest chain. This means that for a state B, there are about 2¢(®) ways in which
Corollary 6.3 may be applied. Iterating through and comparing all possible application may
be computationally expensive. Therefore, one improvement to the codebase may be deriving
an algorithm which is guaranteed to apply Corollary 6.3 in the most effective way possible.
Another possible improvement to the codebase may be rewriting the code in a programming
language which is more strongly-typed. Currently, the code is written in Python, which
makes formal verification difficult. A strongly-typed language may be more conducive to
proving that the code is working as intended.

Finally, to simplify the literature, future work may want to define the model such that
only structured actions are allowed. By Theorem 5.10, this can be done without loss of
generality. More practically, hardcoding structured actions into the model may simplify
discussions and proofs in removing nuanced language (e.g.“without loss, assume that the

action is orderly” or “publishing block 1 in a timeserving manner”).
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A Sample Gameplay

Here, we will present some sample gameplay so that a reader may verify their understanding
of the game. This appendix is meant to be reviewed after the reader has read Section 2.

Recall that, in each round, three separate operations occur, which are, in order,
e some miner mines a block,
e the honest miner takes an action,
e the attacker takes an action

Therefore, we present this sample gameplay as Table 29, where the first column records the
round, the second column has one state diagram representing the state after each operation,
and the third column contains an explanation of what has occurred between the previous
state and the current state.

Let the strategy used by the attacker in the sample gameplay in Table 29 be 7. As the
sample gameplay shows, the revenue of the attacker up to round 5 when the mining sequence

is (H,A, A, H, H) and the attacker uses strategy 7 is

5
REVEI},A,A,H,H) (m) =1/2

On the other hand, had the attacker instead used HONEST and the same mining sequence

occurred, the revenue of the attacker up to round 5 would be

REV%QA’A’H’H)(HONEST) =2/5<1/2

Therefore, even over this small example, we can already begin to build up intuition for
what strategic manipulation may look like. However, to make a clear distinction between

REVEY?’M’% (r) and REV(m,a), only given this sample gameplay, we are far from making
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H Round ‘ State ‘ Transcript H
{oh
0 0 Initial state of the game.
)i
° The honest miner mines block 1.
1

The honest miner plays
PublishSet({1},{1 — 0}), such that
block 1 is the new longest chain.

The attacker plays Wait because they do
not own any unpublished blocks.

Figure 29: Sample gameplay in the model described in Section 2. The first column records the
round, the second column has one state diagram representing the state after each operation,
and the third column contains an explanation of what has occurred between the previous

state and the current state. This table is continued on the following pages.

any claims about strategic manipulation since this sample gameplay only examines a finite

number of rounds and one possible mining sequence.

134



H Round \ State \ Transcript H
)
° ' ’ The attacker mines block 2.
2
&
° ' ’ The honest miner plays Wait because they
do not own any unpublished blocks.

mining strategy.

The attacker plays Wait, thus withholding
block 2, which is in violation of the honest
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H Round \

State

\ Transcript

The attacker mines block 3.

The honest miner plays Wait because they
do not own any unpublished blocks.

mining strategy.

The attacker plays Wait, thus withholding
block 3, which is in violation of the honest
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H Round ‘

State

\ Transcript

osnin
LvA
0 1 2

The honest miner mines block 4.

The honest miner plays
PublishSet({4},{4 — 1}), such that
block 4 is the new longest chain.

The attacker plays PublishSet({2,3},{3 —
2,2 — 1}), thus forking the longest chain
and establishing block 3 as the new longest
chain. The attacker is only able to fork the
longest chain because they withheld blocks
2 and 3. Since the attacker does not pub-
lish on the longest chain, this is in violation
of the honest mining strategy.
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H Round \

Transcript

The honest miner mines block 5.

The honest miner plays
PublishSet({5},{5 — 3}), such that
block 5 is the new longest chain.

The attacker plays Wait because they do
not own any unpublished blocks.
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B Omitted Content from Related Work

The following are the most important tools used from [4]. Any intuition, interpretation, or

proof of the following tools are omitted for brevity but can be found in [4].

B.1 Markov Decision Process

Definition B.1 (Markov Decision Process for the Mining Game [4]). A Markov Decision
Process (MDP) for the mining game where the attacker uses strategy ™ and the honest miner
uses HONEST is a sequence (Xi)i>o where Xy is a random variables representing the state by
the end of round t and before any actions have been taken in round t + 1. Unless otherwise
stated, we initialize Xg = By. The game transitions from X; to X1 once the next block is
created followed by the honest miner taking their action followed by the attacker taking their

action.

Definition B.2 (Capitulating to a State [4]). For a mining game (X;)i>o that starts at
Xo = By, if state X; s equivalent to state B in the view of the attacker, then we say that

the attacker capitulates from state X, to state B.
Definition B.3 (Positive Recurrent [4]). For a mining game (X;):>o that starts at Xo = By
where the attacker uses strategy m, let

7 =min{t > 1| State X, is equivalent to state By in the view of the attacker}
be the first time step the attacker capitulates to state By. Then we say that the strategy w is
positive recurrent for mining strength o if Prp[T < oo] =1 and Ep[7] < co.

Definition B.4 (Rewards [4]). For any two states B and B', define the attacker’s reward

as the integer-valued function r? from state B to B’ as the difference between the number of
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blocks created by the attacker in the longest path at state B’ and B. That is,

r(B, B') = |A(C(B") N Ta(B')] = |A(C(B)) N Ta(B)]

Similarly, for any two states B and B’, define the honest miner’s reward as the integer-valued
function v from state B to B’ as the difference between the number of blocks created by the

honest miner in the longest path at state B and B. That is,

r(B, B') = |A(C(B")) N Tu(B')| — |A(C(B)) N Tu(B)]

Definition B.5 (Mining Game Reward [4]). For A € R, the mining game reward is the

real-valued function ry from states B and B’ to

r\(B,B) = (1 - \r*(B,B) - M (B, B

Definition B.6 (Value Function [4]). The objective function for mining game (Xi)i>o s a

real-valued function Vi from state B to

ox(B) = Er [r\(Xo, X;)|Xo = B],

the expected model reward from a model starting at state Xo = B and stopping at state X,
where T > 1 is the first time step the attacker capitulates to state By. Define the value

function V,, as the real-valued function from state B to

Vo(B) = Vi - (B)

where \* = max,; REV(m, ) and 7* is an optimal positive recurrent strategy for mining

strength .
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Lemma B.7 (Value Function of the Initial Model State [4]). Let 7 be an optimal positive re-
current strategy for mining strength o and let \* = REV(7*,«). Then m* € argmax, V] ,.(Bo)

and Vo (By) = 0.

Claim B.8 (Comparing Revenue of Positive Recurrent Strategies). For positive recurrent

strategies m and T,

(i) Vi\(Bo) = 0 if and only if A = REV(T,a)

(i) REV(m, ) > REV(T, ) if and only if V] gz ) (Bo) >0
(iti) REV(T, o) < REV(T, @) if and only if Vi, ) (Bo) <0

Lemma B.9 (Bellman’s Principle of Optimality [4]). For all states B, for all positive re-

current strategies T, Vo(B) 2 Vi . Rovira) (B)-

B.2 Trimming the Strategy Space
B.2.1 Timeserving

Definition B.10 (Timeserving [4]). The action PublishSet(V', E') is timserving if all blocks
in V' immediately enter the longest path (formally: if the action yields state B', then V' C
A(C(B'"))). A strategy is timeserving if, when played against HONEST, with probability 1, all

PublishSet(V', E') actions it takes are timeserving.

Definition B.11 (PublishPath [4]). For a set of blocks V' in the current block tree and a
set of unpublished blocks U owned by the acting miner, action PublishPath(V' u) with uw € V
and V! CU is equivalent to taking action PublishSet(V' E') where E' contains an edge from
the minimum element of V' to u and an edge from v to the largest element of V' strictly less

than v, for all other v € V.
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Observation B.12 (PublishPath [4]). A strategy m which is timeserving only takes actions
PublishSet(V', E") which could equivalently be written as PublishPath(V',u) for some u € V,

the set of blocks in the current block tree.

B.2.2 Orderly

Definition B.13 (Orderly [4]). For U the set of unpublished blocks owned by the acting
miner, an action is orderly if it can be written as PublishPath(V',u) and V' = min""D{1/ N
(u,00)}.2 That is, an action is orderly if it can be written using the PublishPath(-,-) notation
and it publishes the smallest |V'| blocks it could have possibly published on top of u. A strategy

15 orderly if, when played against HONEST, with probability 1, all actions it takes are orderly.

Definition B.14 (Publish [4]). For a set of blocks V in the current block tree and a set of
unpublished blocks U owned by the acting miner, action Publish(k,w) with k € Ng andu € V

is equivalent to taking the action PublishPath(min®™ {1 N (u, c0)}, u).

Observation B.15 (Publish [4]). A strategy m which is orderly only takes valid actions
PublishSet(V', E') which could equivalently be written as Publish(k,w) for k = |V'| and some

u €V, the set of blocks in the current block tree.

B.2.3 Longest Path Mining

Definition B.16 (Longest Path Mining [4]). An action is longest path mining (LPM) at
state B if it can be written as Publish(k,u) and u € A(C(B)) is a block in the longest path
at B. That is, an action is LPM if it can be written using the Publish(-,-) notation and
it builds on top of some block within the longest path. A strategy is LPM if, when played

against HONEST, with probability 1, all actions it takes are LPM.

9et min®{S} C S refer to the min{k, |S|} smallest elements in S and define min(”{S} = 0.
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Lemma B.17 (Fork Ownership Lemma). Let m be any timeserving, LPM strategy. Let
q € A(C(B)) be a block in the longest path at state B and let ¢ € V(B) be another published
block at state B of the same height (formally, ¢ # q,h(q) = h(q)). If r € A(C(B)) is the least
common ancestor of ¢ and q, then the attacker created all blocks between r and q (including

q, not necessarily including r ). Formally, A(C(B)) N (r,q] C Ta(B).

B.2.4 Trimmed

Definition B.18 (Trimmed [4]). An action is trimmed at state B if it can be written as
Publish(k,v), v € A(C(B)), and whenever v is not the longest chain (that is, v # C(B) ), and
u s the unique node in A(C(B)) with an edge to v, then u was created by the honest miner

(that is, u € Ty (B)). A strategy is trimmed if, when played against

B.3 Trimming the State Space
B.3.1 Opportunistic

Definition B.19 (Finality [4]). At state B, a block ¢ € A(C(B)) reaches finality with respect
to strategy m if, with probability 1, w takes no action that removes q from the longest path

for the remainder of the game.

Definition B.20 (Opportunistic [4]). For m a valid strateqy, B a state, and U the set of
unpublished blocks owned by the acting miner at B, an action is opportunistic if it can be

written as PublishPath(Q,v) and,

e Q=U(B)N (v,00). That is, Q is the set of all unpublished blocks greater than v, the

block that this action publishes on.

e or, for subsequent state B' which follows taking action PublishPath(Q,v) at B, max @

does not reach finality with respect to 7w at state B'.
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Strategy 7 is said to be opportunistic if, when played against HONEST, with probability 1, at

all states B, strategy m takes an opportunistic action with respect to B and 7.

B.3.2 Checkpoints

Definition B.21 (Checkpoints [4]). Based on the current state B, checkpoints are iteratively
defined as follows:

e The first checkpoint, Py is the genesis block.

o [f P,_1 is undefined, then P; is undefined as well.

o If P,_, is defined, then v is a potential i*" checkpoint if:
—v>P_.
— v e A(C(B)).

— Among blocks that the attacker created between P;_y and v (including v, not in-

cluding P;_1), more are in the longest chain than unpublished. That is,

[A(C(B)) N (Pie1, o] N Ta(B)| = [Ua(B) N (Fiy, ]|

o If there are no potential i'" checkpoints, then P; is undefined.

o FElse, then P; is defined to be the minimum potential it" checkpoint.

Definition B.22 (Checkpoint Recurrent [4]). An action at state B which yields state B’
1s checkpoint recurrent if it does not fork a checkpoint in B and, if it establishes a new
checkpoint P; in B', then Us(B') N (P;,00) = (). That is, an action is checkpoint recurrent
if it does not fork a checkpoint and, if it establishes a new checkpoint, the attacker owns no
unpublished blocks greater than the checkpoint. A strategy is checkpoint recurrent if, when

played against HONEST, with probability 1, all actions it takes are checkpoint recurrent.
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Observation B.23 (Checkpoint Recurrent [4]). Whenever a new checkpoint is defined, a

checkpoint recurrent strategqy capitulates to By.

B.3.3 Strong Recurrence

Theorem B.1 (Strong Recurrence [4]). At any mining strength «, there exists an optimal
strategy which s timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent,

and positive recurrent.

B.4 Nash Equilibrium
B.4.1 Upper Bounding V,(B)

Definition B.24 (Maximum Height a Block can Reach). At state B, we say a block b €
V(B)UUA(B) UUy(B) can reach height ¢ (from state B) if one of the two holds:

e [fbe V(B) was already published, then h(b) > .

o [fbecUs(B)UUL(B) is unpublished, then there is an action that some miner can take

from state B such that h(b) > { in the subsequent state.

Definition B.25 (Induced Subgraph). Let G = (V, E) be a graph and let S C V' be any
subset of the vertices of G. The induced subgraph G|[S| is the graph whose vertez set is S

and whose edge set consists of all edges in E with both endpoints in S.

Definition B.26 (State Capitulation). Let B = (TREE,Ua,Un,Ta,TH) be a state and let
c € [h(C(B))]. Define D C A(C(B))UU4 \ {0} as the set of blocks that cannot reach height

> c+ 1 from state B. Define the c-capitulation of B as the state

B[V \ D] = (TREE[V \ D],Us \ D,Uy \ D, T4\ D, Ty \ D)

where TREE[V \ D] is an induced subgraph of TREE obtained by deleting blocks D.
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Lemma B.27 (Upper Bounding V,(B)). For any mining strength «, let B be a state,

c € [h(C(B))], and let B’ be its c-capitulation. Then
Va(B) € Va(B') + 15+ (By, B') = 13+(Bo, B) + > _ (PrlHi(X;) € Ta(X,) | Xo = B] = \)
i=1

where \* = max, REV(m, ) is the optimal revenue at mining strength o, and T is the first
time step the attacker capitulates to By in mining game (X;)i>o starting from state Xg = B

where the attacker follows an optimal strategy for mining strength o.

Lemma B.28 (Making Up For a Deficit). For a mining game (Xi)i>o starting at any state
Xo = B, the probability that there exists a timet > 1 where the attacker creates k more blocks
than the honest miner from time 1 to t is at most (1°)*. Furthermore, if the attacker is at
a deficit of k blocks to ever publishing block b in a timeserving manner at state B (Figure 5),
then, for a mining game (X;)i>0 starting at state Xo = B, the probability that the attacker

can publish block b in a timeserving manner at any state X;“'* is at most (12)F.

Proposition B.29. For all mining strengths o, Vo(B11) < 12

B.4.2 Optimal Actions

Proposition B.30. For any mining strength o and any state B, V4 (B) > 0.

Proposition B.31. For any mining strength «, if there is an optimal positive recurrent

strategy that capitulates from state B to state By, then V4 (B) = 0.

Theorem B.2 (Optimal Action at Byi). For any mining strength o, at state Byi, an
optimal checkpoint recurrent, positive recurrent strateqy m* plays Wait and capitulates from

By, to By. Furthermore, for all o, the value function at By, is Va(Bg1) = 0.

146



Definition B.32 (Collection of States Ca(B)). Define Ca(B) as the collection of states B’

where

Ca(B) = {B' is a state: A(C(B"))NTx(B') =0,
| Ta(B")| = [Ta(B)| = h(C(B")),

h(C(B')) — capitulation of B’ is state B}

Theorem B.3 (Optimal Action at Ca(Byy)). Let ‘(Yl(i;g‘))j <2 and k > 2. Also, let B be a

state in Ca(By) and let (Xi)i>0 be a mining game starting at state Xo = B. Then, at state
B, an optimal checkpoint recurrent, positive recurrent strateqy 7 plays Wait until the first
time step T > 1 where X7 € Ca(Byy), at which 7 plays PublishPath(T(XT4") 0) and
capitulates to By. Furthermore, for ?‘1(:‘;‘))22 <2, k>2, and B € Ca(Byy), the value function

at B is Vo(B) = (|Ta(B)| — k) + (k + (k — 1)(

)) (1 — X*) where \* = REV(7*, ).

o}
12«

Corollary B.33 (Optimal Action at Byy). Let C(“l(:z))j < 2. Then, at state By, an optimal

checkpoint recurrent, positive recurrent strategy © plays Wait until the first time step T > 1
where X1 € Ca(By ), at which 7 plays PublishPath(Ta(XT) 0) and capitulates to By.

alloa)® < 9 the value function at Bsyg is Va(Bap) = (24 (£22)) (1 =A%)

Furthermore, for EmE 1—2a

where \* = REV (1", ).

Theorem B.4 (Optimal Action at By{""). Let C(Yl(i;z))j < 2. Then, at state By''", an optimal

checkpoint recurrent, positive recurrent strateqy 7 plays PublishPath({1,3},0) and capitu-

lates to By. Furthermore, for all ?ﬁ;z))j

< 2, the value function at B is Vg (Bgf“) =

2 — \* where \* = REV(71*, a).
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C Random Walks Background

Here, we include some well-known facts about random walks that we will use throughout
our analysis. Proofs for most of these claims are omitted for the sake of brevity but can be

found in the accompanying sources.

Definition C.1 (Random Walk [10]). A biased one-dimensional random walk (S;)i>o is the

random process
Si=So+X1+--+ X,

where Xy, Xa, ... are i.i.d random variables independent of Sy € Z such that PriX; = 1] = «
and PriX; = -1 =1—«a.

Definition C.2 (Increments and Decrements [4]). Let (S;)i>0 be a biased one-dimensional
random walk. We say that state S; is an increment if Sy 1 = Sy + 1. Equivalently, state S,
1s an increment if Xy = 1. Note that the number of increments in the random walk up to
time n can be written as Z?:l Ix,=1-

On the other hand, we say that state Sy is a decrement if Sy 1 = S; — 1. Equivalently,
state Sy is a decrement if X; = —1. Note that the number of decrements in the random walk

up to time n can be written as Y, | Lx,—_;.

Definition C.3 (Hitting Time [10]). Let (S;)i>0 be a biased one-dimensional random walk.
Then, for integers {0,b} such that 0 < Sy < b, the hitting time T of the boundaries {0,b} by

the random walk (St)i>o is the firs time that the random walk hits O or b, or

Lemma C.4 (Absorption Probability [10]). Let (S¢)i>0 be a biased one-dimensional random

walk, integers {0,b} be boundaries such that 0 < Sy < b, and T be the hitting time of the
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boundaries {0,b} by the random walk (St)i>o. Then, the absorption probability of boundary
b given Sy = i is the probability that the random walk hits boundary b at time T given that

the random walk started at So =i and is equal to

—~
—

el
PT[ST=b|So=2]=(1_a)—b_1

The absorption probability of boundary 0 is defined similarly and is equal to

(2 — (2
(=F -1

PriSr =08, =i =

Lemma C.5 (Expected Hitting Time [10]). Let (S;)i>0 be a biased one-dimensional random
walk, integers {0,b} be boundaries such that 0 < Sy < b, and T be the hitting time of the
boundaries {0,b} by the random walk (St)i>o. Then, the expecting hitting time conditioned

on the walk starting at So = 1 is equal to

_(E =1 b i
BT S =1 = £ =122 -1 Za-1

07

Lemma C.6 (Expected Hitting Time Conditioned on Hitting a Boundary [2, 9]). Let (S;)i>0
be a biased one-dimensional random walk, integers {0,b} be boundaries such that 0 < Sy < b,
and T be the hitting time of the boundaries {0,b} by the random walk (S;)i>0. Then, the
expecting hitting time conditioned on hitting boundary 0 at time T, or Sy = 0, and the walk

starting at So =1 15 equal to

E[T | So =i, Sy = 0] =

(5= (559

The expected hitting time conditioned on hitting boundary b at time T', or St = b, and the
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walk starting at Sy = i is defined similarly and is equal to

a—1)"1 A 1-a\i _ (l=a)b
E[T | Sy =i, Sr = b] =% (b—i)((ITT‘”‘)ZH)Jr?b(( ()El_a)b(_al) )]

Lemma C.7 (Expected Increments Conditioned on Hitting a Boundary). Let (S;)i>o be a
biased one-dimensional random walk, integers {0,b} be boundaries such that 0 < Sy < b, and
T be the hitting time of the boundaries {0,b} by the random walk (S;)i>0. Then, the expected
number of increments up to time T' conditioned on hitting boundary 0 at time T', or Sp =0

and the walk starting at Sy =i is equal to

T
E[Z]lxt_l | SO:Z',ST:O] = (E[T| So =i, Sr =0] —i)/2

t=1

The expected number of increments up to time T conditioned on hitting boundary b at time

T, or St = b and the walk starting at So =1 is defined similarly and is equal to

T
E|:Z]].Xt:1 | So—i,ST—b:| - (E[T|S():Z,ST:b]+b—l)/2

t=1

Proof. First we prove the result on E[S.,_ Tx,—; | So = i,Sr = 0]. Since any state S, is
either an increment or a decrement, then we have that the sum of increments and decrements

must equal the number of steps T' that it takes to hit a boundary, or

T T
Z Ix,=1 + Z lx=1=T
=1 =1

Additionally, since the random walk starts at position Sy and ends at position Sp = 0, we
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must have that

0=57
T
i=1

T
= So + Z(ﬂxi:1 —1x,——1)

=1

T T
=S+ Z Ix,—1 — Z Ix,=—
=1 =1

Then, we can solve the system to obtain:

D e = (T = 50)/2

When we substitute this into our expectation and repeatedly apply the linearity of expecta-

tion, we obtain the claimed result:

T
14§)%1|%:@&:o:ﬂmT—&mu&zagzm

t=1

=E[T — Sy | So =i, S = 0]/2
= (E[T" | So =14,57 =0] —E[So | So =, 57 =0])/2

= (E[T' | So =14,57 =0] —14)/2

Now, we prove the result on B[, Ix,—; | So = 4, S = b]. Since any state S; is either

an increment or a decrement, then we have that the sum of increments and decrements must
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equal the number of steps T' that it takes to hit a boundary, or

T T
Z Ix,=1 + Z Iy—1 =T
=1 =1

Additionally, since the random walk starts at position Sy and ends at position Sy = b, we

must have that

b= Sr
T
=1

T
=50 + Z(ﬂxiﬂ — lx,=—1)

i=1

T T
=S+ Z Ix,=1 — Z Lx,——1
=1 =1

Then, we can solve the system to obtain:

D dx1=(T+b—S)/2

=1

When we substitute this into our expectation and repeatedly apply the linearity of expecta-

tion, we obtain the claimed result:

T
E[Zﬂxtl | Sy =i,Sp=b| =E[(T+b—54)/2| Sy =1i,Sr =b|

t=1

= (E[T'| So=14,5r=0b+b—1)/2
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Thus, both claims are proven. O]

Lemma C.8 (Expected Increments with a Single Boundary). Let (S;)i>0 be a biased one-
dimensional random walk with PriX; = 1] = a < 1/2, starting position Sy, and T,, be the
hitting time of the boundary Sy —n by the random walk (S;)i>o0, defined as T,, = min{t > 0 |

Sy =Sy —n}. Then, the expected number of increments up to time T, is equal to

B[S tms] = nira)

t=1

Proof. The proof is by induction on n. As a base case, consider n = 0:

E[izl 11th1] — E[g ﬂxtzl]

Here we have used the fact that T, = 0 since So = Sy — 0. So, for n = 0, the statement holds
and this base case is proven.

As an additional base case, consider n = 1. First, note that for n = 1, we have that
Ty > 1, since Sy > Sy — 1. In other words, for n = 1, the walk will take at least one
step before hitting the boundary Sy — 1. Therefore, using the law of total expectation, we
can partition the sample space on whether X; = 1 (which happens with probability «) or

X; = —1 (which happens with probability 1 — «a):

T1 Tl
E|:Z]].Xt1:| :Pr[Xlzl]E[ZILXt1|X1:1]
t=1 t=1

Ty
—f—PI‘[Xl = —]_] E|:Z :H-thl I X1 = —1:|
t=1
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- T -
=a-E Zﬂthl‘Xlzl
L =1 .
- T -
=a-E Zﬂthl‘Xlzl
L =1 .
- T -
=a-E Zﬂthl‘Xlzl
L =1 .

- T -
=a-E Zﬂthl‘Xlzl
_t:1 -

- T -
=a-E Zﬂthl‘Xlzl
L =1 .

- T
+(1-a)-E ZILXt:l\Xlz—l}
- t=1

-1
+(1—a)-E ZILXt:l\Xlz—l}
- t=1

+<1—C¥)E ]1X1:l|X1:_1:|

+(1—a)-0

Here, we pause to note that we have used the fact that if X; = —1, then S; = Sy + X; =

Sp— 1 and so the hitting time T} conditioned on X; = —1 is simply 1, allowing us to unravel

the sum. Then, conditioned on X; = —1, we have that 1y, = 1, so we can simplify the

second term to 0. We continue the derivation:

1

E[ZILX} —a-E|

t=1

Iyx,-1| X5 = 1}

T
:a-E[ﬂxl_l—FZﬂxtﬂ | X1 = 1]

t=2

t=2

o (8t 120 =1] 5[5 1 1]

t=2

- (1+E{iﬂxt_1|X1 :1D

Again we pause to explain these lines. The first line is carried over from the previous

derivation. The second line is unraveling the sum once. The third line is due to the linearity

of expectation. The fourth line is due to the fact that conditioned on X; = 1, the indicator

random variable 1x,—y = 1.
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Now, consider the quantity E[ZEQ Ix,—1 | X5 = 1}. This quantity is equal to the
expected number of increments from time ¢ = 2 to time t = T}, given that S; = Sy + 1. We
can establish a coupling between the random walk (S;);>; and another biased one-dimensional
random walk (S});>0 where Sj = Sy + 1 and S} = S) + X| + - -+ + X] such that X] = X,

for all £. Furthermore, notice that this implies

S, =S+ X+ X,
=(So+1)+Xo+ - Xy
= So+ X1+ Xo4 - Xos

=S

So, the hitting time of boundary S} — 1 by the random walk (S}):>¢ is

T, =min{t > 0|5, =S, —1}
=min{t >0]| S, =S5 +1-1}

=min{t >0 S, = So}

or simply the first time the random walk (5}):>¢ hits Sy, and thereby the first time after
t = 0 that the random walk (S;);>o hits Sp. Then, since all X; are i.i.d. the expected
number of increments within the random walk (S7);>¢ up to time 77 can be expressed using
our notation as E[Zgl ILXFJ. Due to the coupling, this is exactly equal to the expected
number of increments in the random walk (S;)¢>1 until S; is next equal to Sp.

Then, once the random walk next reaches Sy, we can use a very similar coupling technique
to show that the expected number of increments within the random walk (.S;);>¢ from when it

first returns to S; = Sy for some ¢t > 0 to when it reaches S; = Sy—n is again E [ ZtTil ILXt:l] )

155



Therefore, by a coupling argument, we have derived that

T1 Tl
E[Z Ix,—1 | X1 = 1} =2E[) Tx,-1]
t=2 t=1

which we can substitute into our previous equation to get

T T
] o (ol
t=1 t=1
T
=a+ 2aE[Z ﬂXt—l}

t=1

Solving for E [ Zgl ﬂxtl} yields

Ty
o
E{Zﬂth} = 1 — 2n = 1(1—a2a>

So, for n = 1, the statement holds and this base case is proven.
Now, we will prove the inductive step. Assume that for some i € N, the statement

E[ngl Ix,-1] = n(5%;) holds for n = 4. Now, we will show that the statement holds for

n = ¢ + 1. First, note that for n = ¢+ 1 > 1, we have that T,, > 1, since Sy > Sy — n.
In other words, for n = ¢ + 1 > 1, the walk will take at least one step before hitting the
boundary Sy —n. Therefore, using the law of total expectation, we can partition the sample
space on whether X; = 1 (which happens with probability «) or X; = —1 (which happens

with probability 1 — «):

Tz‘+1 Ti+1
E[Z 11th1} = Pr[X; = 1] E[Z Ix,-1 | X1 = 1}
t=1

t=1

Tit1
+ Pr[X; = —1] E[Z Ix,—1 | X1 = —1]
t=1
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7,+1 Z+1
= - E[Zﬂxt1|X1—1:| 1—04 |:Z]1Xt 1|X1 :|

1+1 z+1

—a- (1+E[Zﬂxt1|xl_1D (1-a) [Zﬂxtqu ]
1+1 z+1

=a- (1+E[Zﬂxt1|xl_1b (1-a) {letﬂXl ]

To simplify further, we will use coupling arguments and our inductive hypothesis. First,

note that

Z+1 ’LJrl
[Zﬂxt 1|X1—1] {Z]lxt 1:|+E|:Z]1Xt 1}
Tit1

0
T 1-2a HE{ZHX@}

or that E [ Ztszl Ix,—1 | X1 = 1} is equal to the sum of the expected number of increments in
a random walk until it first reaches a position one less than its initial position and the same
quantity we are trying to calculate in this inductive step. This is because E[Zthgl Tx,—1 |
X, = 1] is the number of additional increments after ¢ = 1 given that the random walk’s
position is S; = Sp + 1. Therefore, the number of additional increments will be the number
of increments that occur between the random walk going from Sy + 1 to Sy (captured by the
quantity ]E[ZtTil 1 thl} = 1%, which is a base case) plus the number of increments that
occur between the random walk going from Sy to Sp — (i + 1) (captured by E[ tTil Ix,-1])-
Note that the walk necessarily reaches Sy before reaching Sy — (i + 1) because each step only

changes the position by one; the walk may not jump a space.
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Then, note that

or that E[ngl ly,=1| X1 = —1} is equal to the expected number of increments until a
random walk starting at Sy first reaches Sy —i. This is because E[ZtT:QI Iyx,-1| X1= —1] is
the expected number of increments given that we are now one position closer to our boundary,
which is the same as a random walk where the boundary is one position closer to its starting
position. The second line evaluates E[Z;‘le 1 thl} using the inductive hypothesis.

Therefore, we can substitute each of these quantity into our previous formula:

o3 10 2 (1453 10 1) -0 F v 30
(1+ +E{fu )+ -t
o+ {znx} (1-0)-i(r5)
~ ((1=20) +a+i(l - a) (15 ME{fﬂxt |

S

= ((i+1)(1—a))(

Then, solving for E{ZtT:ll 1 thl] yields

B3 1] =6+ i

t=1
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So, for n = 7 + 1, the statement holds and the inductive step is proven. Therefore, by the

principle of induction, the claim is true for all n € Ny and thus completes the proof. O]

159



D Omitted Proofs from Section 4

In this appendix, we will compute the revenue of selected strategies from the n-DEFICIT
TOLERANCE family of strategies.
First, we prove a helpful claim that allows us to easily compute the probability that the

game reaches any state write in the abbreviated state notation

Claim D.1 (Probability of States in the Game). For a state written in the abbreviated state
notation B = (c174, ..., cvy), the probability that the game starting from By reaches this
state, given that the attacker plays a strategy that does not publish at any state occurring

between By and B is

’

t/ ) : -
pr[th, . =B]= o=t ﬂw;:A.c,u Q)Zizl Ly—mci
=1 "1

Proof. The assumption that the attacker plays a strategy that does not publish at any state
occurring between By and B means that the state B will be reached with probability 1 if
the corresponding initial mining sequence occurs. Therefore, proving this claim reduces to
calculating the probability of the corresponding initial mining sequence. In turn, since all
I'; are drawn i.i.d., the product will simply have one power of « for every ~; which is A and
one power of 1 — « for every ; which is H. Of course, with commutativity of multiplication,
we can rearrange these terms. This is captured in the equation above, where we recall that
the abbreviated state notation groups consecutive runs of the same symbol and adds the

multiplicative factor ¢;. O]

Next, we will prove claims about how states (2A) and (A, zH,2A) for x € {2,...,i} play

out in -DEFICIT TOLERANCE.

Claim D.2 (Expected Attacker Blocks from Byg). Let Xo = Byo = (kA) and let 7 =

min{t > 1 | |Ta(Xy)| = |Tu(X:)| + 1}. Then the expected number of blocks the attacker
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creates from time 1 to 7 is E[|Ta(X,)| — k] = (k — 1)(+%=).

1—2«

Proof. Define the biased one-dimensional random walk S; = |T4(Xy)| — |Tu(X:)| — k for
t > 0. Then 7 is the first step where S, = —(k — 1) (observe Sy = 0). The random
variable |T4(X;)| — k counts the number of time steps S; = S;_; + 1 for ¢ < 7. Thus

from Lemma C.8, the expected number of blocks the attacker creates from time 1 to 7 is

E[ITa(X0)] = K] = (k = D(=53)- =

1—2«

Claim D.3 (Expected Hitting Time from (A, xH,2A) for x > 2). Let Xq = (A,zH,2A) for
x € Ny \ {1} and let

A= min{t > 44 |[Ta(X)| = [Tu(X)| + 1}
7o =min{t > x +4: |Ta(Xy) \ TA((A7 *TH))' = [T (Xt) \TH((Aa .QjH))l + 1}

7 = min{m, 72}

. Then, the expected number value of T is

(=) -1 -1 1
E[r] = —% -
7] (E2)yr-1 —12a—-1 2a-—1

«

Proof. Define the biased one-dimensional random walk S; = |Ta(X;) \ Tu((A,zH))| —
T (X)) \ Ty ((A,zH))| — 1 for ¢ > 0. Then 7 is the first step where S;, = = — 1 and
Ty is the first step where S;, = 0 (observe Sy = 1). Then, 7 is the hitting time of the

boundaries {0,z — 1} by the random walk (S;);>o. Thus from Lemma C.5, the expectation

. (591 a—
Of T 1S E[T] - (lea)z—l_l 2@—11 - 20(1—1. D

Now, we prove that all strategies in n-DEFICIT TOLERANCE are positive recurrent so

that we may proceed to use the established MDP tools to analyze their revenue.
Claim D.4. All strategies in n-DEFICIT TOLERANCE are positive recurrent.
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Proof. Consider a strategy m = i-DEFICIT TOLERANCE € n-DEFICIT TOLERANCE. Let
(X¢)i>0 be the game starting at Xy = By and let 7 > 1 be the first time step the attacker
capitulates to state Bj.

First, note that in ¢ + 3 or fewer steps, the game reaches one of (H), (24), (A4, H, A),
(A, zH,2A) for v € {2,...,i}, (A,eH, A, H) for x € {2,...,i}, or (A, (i + 1)H). This is true
because any mining sequence of length i + 3 over {A, H} contains one of these sequences as
a prefix and at no proper prefix of any of these sequences does the strategy capitulate to a
state or take an action which is not Wait. So, we will prove that for each state, 7 is finite
in expectation conditioned on reaching this state, which implies the claim that i-DEFICIT

TOLERANCE is positive recurrent:
e (H): The strategy capitulates to By at this state, so E[7 | X; = (H)] =1 < oc.

e (2A): By the definition of the strategy at (2A), we have

P = [Ta(X0)| + 1T(X,)] = 2Ta(X,)] - 1

Then, from Claim D.2:

E[T | X2 = B270] = E[2|TA(X7—)| —1 | X2 = ngo]

= 2E[|TA(X7)[ | X2 = Bao] — 1

=202+ %) -1

— 34 2()

< 00

e (A, H,A): The strategy capitulates to By at this state, so E[7 | X3 = (4, H, A)] =3 <

Q.
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o (A, xH, 2A) for x € {2,...i}: By Claim D.3, from (A, zH,2A), the expected number of

(5%)-1 22 1
(1TT°‘)E*2—1 2a—1 2a-—1°

steps until the strategy publishes and thereby capitulates to By is

Therefore, adding in the = + 3 steps it takes to reach state (A, xH,2A) we have

l-ay _1q _9 1
E[T‘Xx+3:(A,$H,2A)]:g;+3+( ( a ) z )

(22120 —1 2a—1

«

< 00

where the last inequality follows from the bounds on x € {2, ...,i} and o € (0,1/2).

o (A, (i +1)H): The strategy capitulates to By at this state, so E[7 | X;yo = (A, (i +

1)H)] =i+2 < oc.

o (A,xH A H) for x € {2,...,i}: Here, the strategy capitulates to (A, H). From (A, H),
in i+1 or fewer steps the strategy reaches either (A, H, A), (A, zH,2A) for xz € {2, ...,i},
(A,xH, A, H) for x € {2,...,i}, or (A, (14 1)H). This follows from a similar argument
about any mining sequence of length i+3 over { A, H} having one of these sequences as a
prefix, except now we restrict the mining sequences in consideration to be those starting
with (A, H). For all of these states except (A, 2H, A, H) for z € {2, ...,i}, it has already
been shown that the miner will capitulate to By in finite expected time. The strategy
reaches some (A, zH, A, H) for = € {2, ...,4} with probability S>* _ a(1—a)*, where for
a fixed x the summand is derived from noticing that the attacker mines one block (one
power of a) and the honest miner mines x blocks (x powers of 1 — «) since (A, H) and
we sum over all possible values of x. Therefore, each time the strategy reaches (A, H)
thereisa 1 — 21:2 a(1l —a)” probability of reaching a state which capitulates to By in
at most i 4 1 steps and a 3.° _, a(1 — @) probability of capitulating back to (A, H) in
at most 7 + 1 steps. Then, from (A, H), the number of times the strategy capitulates

to (A, H) before capitulating to By is easily modeled by a geometric random variable
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with parameter 1 — 21:2 a(l — a)® and expectation W — 1. Each time the
T 2ug=2 @l

strategy capitulates to (A, H) before By, we will add i + 1 steps. Finally, we arrive at,
where C' represents the finite number of additional steps it takes to capitulate to B

in expectation when the strategy reaches one of the states above

El7 | Xoss = (A, zH, A, H)]
< <x+3)+(i+3)+<i+3)<1—2i 1 T _1> +C

r=2 o

< 0

Therefore, since the strategy always reaches one of these states and 7 is finite in ex-
pectation conditioned on reaching one of these states, 7 is finite in expectation. Therefore,
the strategy i-DEFICIT TOLERANCE is positive recurrent for any ¢ € N, which proves the

claim. O

Now, we want to express the value function of the strategy i-DEFICIT TOLERANCE, which
will in turn allow us to solve for the revenue of this strategy. We quickly introduce a few
more claims that again couple the mining game with random walks to give more fine-grained
details about the behavior of i-DEFICIT TOLERANCE at state (A, xH,2A), then jump right

into the proof on the value function of -DEFICIT TOLERANCE.
Claim D.5 (Expected Absorption Probabilities from (A,zH,2A) for x € N, \ {1}). Let

Xo = (A,zH,2A) for x € N, \ {1} and let

7 =min{t >z +4: |[Ta(Xy)| = [Tu(X,)| + 1}
T =min{t > 2 +4: [T4(X;) \ Ta((A, zH))| = [Tu(Xe) \ Tu((A,2H))| + 1}

7 = min{n, 72}

164



. Then, the probabilities that T = 7 and T = 1o respectively are

Proof. Define the biased one-dimensional random walk S, = [Ta(X;) \ Tu((A,zH))| —
T (X:) \ Ty ((A,zH))| — 1 for ¢ > 0. Then 7 is the first step where S;, = = — 1 and
Ty is the first step where S,, = 0 (observe Sy = 1). Then, 7 is the hitting time of the
boundaries {0,z — 1} by the random walk (S;);>o. Thus from Lemma C.4, the absorption

probabilities of boundaries {0,z — 1} are

rakal
=3
(et

Laye-1 _

«

Pr[S, =2 —1|Sy=1]=Pr[r=mn] =

Pr[S, = 0| Sy = 1] = Prlr = 7] =

/\Q|Q

]

Claim D.6 (Expected Attacker Blocks from (A, zH,2A) for x € N \ {1} Conditioned on
Hitting a Boundary). Let Xo = (A,2H,2A) for x € N, \ {1} and let

7 =min{t > x +4: [Ta(Xy)| = [T (Xy)[ + 1}
7 =min{t >z +4: |Ta(X) \ Ta((A, 2H))| = |Tu(X) \ Tur((A, zH))| + 1}

7 =min{n, 72}

. Then, the expected number of blocks the attacker creates from time 1 to T, conditioned on

T = 11 or alternatively conditioned on T = T, respectively are

-1

(e [ -0 - v + e -0 (SRS e n 1)

1-(5%)

E(|TA(X-)\ Ta((A,zH,24))| | T = 7] =
)
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E[|Ta(X,) \ Ta((A,zH,24))| | 7 = 7] =
200 — 1)—1 1-g T o (%)x o (1a ):c 1 B
(o |+ ) 26— (S =) | 1) 2

=) - (52)

Proof. Define the biased one-dimensional random walk Sy = [T4(X;) \ Ta((A, zH,24))| —
T (X:) \ Tu((A,zH,2A))| — 1 for t > 0. Then 7 is the first step where S, = z — 1
and 7y is the first step where S;, = 0 (observe Sy = 1). Then, 7 is the hitting time of
the boundaries {0,z — 1} by the random walk (S;);>9. Furthermore, the random variable
[ Ta(X)\Ta((A,xH,2A))| counts the number of time steps S; = S;_; + 1, or increments (by
Definition C.2). Thus from Lemma C.6, the expected number of increments conditioned on

hitting boundary x — 1 at time 7 and starting from Sy =1 is

E(|T4(X-)\ Ta((A, zH,24))|[ | T = 7] =
( 20‘_ { (z —1) “)+1)+2(x—1)((?;;(??;_1” +(x—1)—1)/2

and the expected number of increments conditioned on hitting boundary 0 at time 7 and

starting from Sy =1 is

E(|T4(X,) \ Ta((A,2H,24))| | 7 = 7] =

(it s s (S 1)

There is actually one corner case here where x = 2, in which case the quantity E[|T4(X,) \
Ta((A,zH,24))| | T = 7] is undefined per the above equation. This is because 7 = 71 with

certainty such that the equation doesn’t make sense. When we use this, it will turn out
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not to be an issue since the zero probability that 7 = 7, ensures we will never attempt to

evaluate this. O

Theorem D.7 (Value Function of i-DEFICIT TOLERANCE). The value function of strategy

m = i-DEFICIT TOLERANCE 13
0 = V7 \(Bo) = (see equation below)

where A\ = REV(i-DEFICIT TOLERANCE, «).

Proof. Since i-DEFICIT TOLERANCE has been proven to be positive recurrent by Claim D.4,
first equality follows directly from Claim B.8.

Now, we will prove the second equality. Let (X;);> be a game starting at X, = By and
7 =min{t > 1 | 7 capitulates from X; to By}. Then as stated in the proof of Claim D.4, at
some time ¢ < 7, the game is bound to reach a state where it is the attacker’s turn to take

an action in

S ={(H),(24), (A, H,A), (A, (i +1)H)}U ( J{A, =0, 2A)}> U (U(A, zH, A, H)>

r=2

. Therefore, by the law of total expectation, we can rewrite the value function as

Via(Bo) = E[ra(Xo, X;) | Xo = Bo)

«

= Zpr[XHALF =s| Xo = BolE[r\(Xo, X,) | Xo = BO,XlHALF = §]

Is] s|
seS

Each such Pr[X |§|ALF = s | Xo = By| can be easily derived from Claim D.1. Now, we consider

E[ra(X[5M, X7) | X[ = s] for each sequence:

e (H): At state (H), the strategy plays wait and capitulates to By, so, conditioned on
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XPAF = 0 we have (H) = X; = X, which gives us

Elra(Xo, X;) | Xo = By, X{"*"" = (H)] = E[rA(Bo, (H))]
= —E[Ty((H))]A

= -\

where the last equality follows because the longest path is the honest miner’s sole block.

e (2A): Conditioned on reaching (2A), the strategy will wait until the first time 7 where
|TaA(X,)| = |Tu(X;)| + 1, then the strategy publishes blocks T4(X,) on 0 and capitu-
lates to state By. Therefore, at X, the attacker owns |T4(X,)| blocks in the longest

path and the honest miner owns 0 blocks, or

Elra(Xo, X;) | Xo = By, X3 = (2A4)] = E[Ta(X;) | X3 = (24)](1 — X)

=2+ (%)) (1 =)

where the last equality follows by Claim D.2.

o (A H,A): At state (A, H, A) the strategy publishes blocks 3 and 1 on block 0 then
capitulates to By. This creates a new longest path where the attacker owns two blocks

and the honest miner owns zero blocks, or

E[T)\(X()?X’T) | Xo = BO,X:?ALF = (A7 H7 A)] - 2(1 - >‘)

. (A, (1 + 1)H): Here, the strategy waits and capitulates to By, such that X/ 4" =

(A, (i+1)H) implies (A, (i+1)H) = X;4» = X,. Then, at X, the only blocks in the
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longest chain are those the honest miner owns or

Elra(Xo, X:) | Xo = Bo, X3 = (A, (i + 1)H)] = E[ra(Bo, (A, (i + 1)H)))]
= —E[Ty (A, (i + 1)H)]

= —(i+ 1A

o (A, zH, 2A) for x € {2,...,i}: Conditioned on reaching (A, xH,2A) for x € {2,...,i},

the strategy will wait until the first time 7 where

7 =min{t >z +4: |Ta(Xy)| = |Tu(Xy)| + 1}
To =min{t > x +4: |Ta4(X}) \TA((A7xH))| = [Tu(Xe) \ TH((A7xH))| +1}

7 = min{7m, 7}

. If 7 = 71, the strategy publishes blocks T4 (X, ) on 0 and capitulates to state By, thus
owning |T4(X;)| blocks in the longest path while the honest miner owns zero blocks.
On the other hand, if 7 = 7, the strategy publishes blocks T4(X;) \ T4 ((A,zH)) on
z + 1 and capitulate to state By, thus owning |T4(X,) \ Ta((A,zH))| = [Ta(X,)| —
T4 ((A,zH))| = |Ta(X-)| — 1 blocks in the longest path while the honest miner owns

x blocks. So, using the law of total expectation, we find

E[ra(Xo, X,) | Xo = Bo, X;\N" = (A, zH, 2A)]

= Y Pr[r=7E[r( X0, X;) | Xo = By, XJ4" = (A, 2H,24),7 = 7]

T'e{r,m}

=Pr[r = n|E[|T4(X,)| | Xo = By, Xg‘ng = (A,xzH,2A), 7T =n](1 - \)

+ Pr[r = n)(E[|Ta(X,)| = 1| Xo = Bo, X; 3" = (A, zH,24),7 = n](1 = \) — z))
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These quantities are known by Claim D.5 and Claim D.6:

() -1

8]

Pr[r =m| = (1;04)36—_1_1

Prir = 1| =

E[|TA(X:)| | Xo = Bo, X,j5" = (A, 2H,24), 7 = 7] =

3+ (M {((x -1 -D((E2)+1) +2(x—1) ((?;_)f_?i)?)] +(x—1)— 1) /2

=)

E[|Ta(X,)] — 1| Xo = By, X'MF = (A, 2H,2A), 7 = 7] =
2+ (et i [+ ez o - (S L) ) e

22) — ()

(A,xH, A, H) for x € {2,...,i}: From (A,zH,2A), the strategy capitulates to (A, H),
cementing = blocks of the honest miner in the longest path. This capitulation means
XM = (A,zH, A H) implies (A,zH,A,H) = X,;3 and ng/\((A,xH,A,H)) =
ViA(Xei3) = Vi ,((A, H)). Therefore, we have,

E[r\(Xo, X;) | Xo = Bo, X015" = (A,zH, A, H)]
=E[r\(Xo, Xov3) + ra(Xaps, X7) | Xo = Bo, X;15" = (A, 2H, A, H)]
=E[r\(Xo, Xu13) | Xo = Bo, X;\3" = (A, 2H, A, H))

+ E[ra(Xot3, Xr) | Xo = Bo, X0 = (A, zH, A, H))]
=E[r\(Xo, Xu13) | Xo = Bo, X;05" = (A, 2H, A, H)]

+ E[ra(Xpys, Xo) | Xo = Bo, Xo8" = (A, zH, A, H)]
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=—2A + E[ra(Xoys, X;) | Xo = Bo, XJ%" = (A, 2H, A, H)]

=—azA+ VI, ((4,H))

Now, we need to solve for V;T’)\((A, H)) Repeating the reasoning in Claim D.4, from

(A, H), the strategy will reach a state in

S"={(A,H,A), (A (i+1)H)}U (g{(A,mH, 2A)}) U (O(A,IH,A,H))

r=2

. We can use the law of total expectation as before to rewrite the value function as

g,)x((AvH)) = E[TA(X%XT) | Xy = (Aa H)]
=Y PrX[F =5 | Xo = (A, H)E[r\(X2, X;) | Xo = (A, H), X" =

Ed
s'es’!

The probabilities Pr[ XM = s | Xy, = (A, H)] are easy to calculate per Claim D.1.

Is’|
Furthermore, note that we have already quantified
E[ry(X2, X;) | Xy = (A, H), X[I}'" = &)
:]E[r)\<X2? XT) | X2 = (Aa H)7 \I;I/ITLF — 3,] — A+ A
=E[r\(Xo, X;) | Xo = (A, H), X" = 5] +r\(Bo, (A, H)) +

|s']

Bl (X0, X,) | Xo = Bo, Xo = (A, H), X[ = ] 4 A

for all ' € S’. Although E[r\(X2, X;) | Xo = (A, H), X157 = (A, 2H, A, H)] for all
z € {2,...,3} will include a term VI, ((A, H)) when expanded, this can still be solved
algebraically since the coefficients on V7 A((A, H)) decrease each time the definition is

unraveled, making the total coefficient on V7 , ((A, H)) finite.
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Having derived the expected reward from each state the strategy may hit, we are finally

able to express V] ,(Bo) in full as

Vaa(Bo) =

—(1—a)A

+a”(24 (£%)) (1= N)
+a’(1—a)(2(1 =)

—a(l—a)* (i +1)N)

+Za3(1 — oz)m<pz(3+ (Bp 4 (x—1)=1)/2) (1 = X) +po((2+ (Eo — 1)/2) (1 = ) —m))

D S RN )

where

. % [((I — ) =D+ D +2x—1) <(?;a_x(?i):1>]
o= (_(Q)Q__(i) [((%) +(2)rh) 2z — 1) (<—1_ (—_(—)H

and V7, ((A, H)) is the solution to the equality

V;r,A((Av H)) =

+a(2(1- X))
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—(1—a) (i +1)N)

+) (1 -a)! (pzl(?) + (Bpmr 4+ (x=1) = 1)/2) (1= X)) + po((2+ (Eo — 1)/2) (1 = \) — W)
+ Z a(l — a)x( — A+ VI, ((4, H)))

]

Now that we have the value function V7 ,(By) for i-DEFICIT TOLERANCE, we can plug

in a value for ¢ and solve for A = REV(i-DEFICIT TOLERANCE, o) using Mathematica [5].

Corollary D.8 (REV(1-DEFICIT TOLERANCE, «)).

a?(4 — 9a + 4a?)
l1—a—202+a3

A = REV(1-DEFICIT TOLERANCE, o) =
Furthermore, REV(1-DEFICIT TOLERANCE, «) > « for a > 1/3. Note that this is exactly
the revenue of SM.

Corollary D.9 (REV(2-DEFICIT TOLERANCE, o).

@?(4 — 8a — a? + 7a® — 3a*)

A = REV(2-DEFICIT TOLERANCE, o) = . 302 - 30" — 30 £ af
— o — 2o at —

Furthermore, REV(2-DEFICIT TOLERANCE, ) > « for a > 0.3247. Note that this is exactly

the revenue of NSM.

Corollary D.10 (REV(3-DEFICIT TOLERANCE, @)).

a?(4 — 8a + 12at — 13a° + 4ab)
l—a—2a2+at+ 505 —11ab + 8a” — 2a8

A = REV(3-DEFICIT TOLERANCE, o) =

Furthermore, REV(3-DEFICIT TOLERANCE, «v) > «v for o > 0.3236.
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Corollary D.11 (REV(4-DEFICIT TOLERANCE, ¥)).

(4 — 12a + 120% — 7a® + 3a* + a® — 5a’ + 4a” — a®)

A = REV(4-DEFICIT TOLERANCE, v) = =901 0% —a' T of — 607 7 9a° —5a% - a0

Furthermore, REV(4-DEFICIT TOLERANCE, o) > « for a > 0.3235.

Corollary D.12 (REV(5-DEFICIT TOLERANCE, @)).

A = REV(5-DEFICIT TOLERANCE, «)

_ a?(4—20a+44a? 5503 4+4204 —31a°+51a8—105a7 415608 —1560°+100a10 —37a11 +-612)
T 1—4a+6a?—3a3—3at+5a5—8ab+24a”—67a%+120a% —171a10+152a1l —86a12 42813 —4a14

Furthermore, REV(5-DEFICIT TOLERANCE, «v) > «v for o > 0.3236.

Corollary D.13 (REV(6-DEFICIT TOLERANCE, @v)).

A = REV(6-DEFICIT TOLERANCE, )

a?(4—32a+12002 —2750°% +427a* —4840°4+450a8 — 42007 +41408 —308a° —2a104-387a 1 — 576012 +468a1% —231a1* +65a15 —8a10)
1-Ta+2202—-38a3+38a*—14a5—23a0+66a7—134a8+21209 —197010—-36a 11 +444012 -770a13 477814 —512a15 4217016 —54a17 60,18

Furthermore, REV(6-DEFICIT TOLERANCE, &) > « for o > 0.3236.
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E Omitted Proofs from Section 5

E.1 Omitted Proofs from Section 5.1

Claim E.1. At a state B reached by a timeserving, LPM strategy m, let there be a valid,
orderly, LPM, trimmed action PublishPath(Q,v) and let S ={b e V(B) | v e A(b)\{b},b <
min Q}. If S # 0, then SNA(C(B)) = S. That is, if there is any block with a height greater
than h(v) that min @ could have instead been published on, then all blocks which satisfy this

property are in the longest path.

Proof. The proof is by contradiction. Suppose that at some state B reaches by a timeserving,
LPM strategy 7, there is a valid, orderly, LPM, trimmed action PublishPath(Q,v) and
S={beV(B)|veAD) \{b},b <min@} # 0 but SN A(C(B)) # S. By assumption,
there is a block b” € S\ A(C(B)), where the ‘F” means that it is in some fork of the longest
path, such that v € A(b7)\ {b*} and b” < min Q. Then, b” necessarily has an ancestor b”
at height h(b™") = h(v) + 1 with an edge to v such that v € A(b"") \ {b""}. Now, since S
is nonempty and the height of any element of S is greater than h(v) by the fact that v is
an ancestor of any element in S, the height of the longest chain must be greater than h(v).
Equivalently, if S # ), then v # C(B). This means that there exists another unique block
b¢ € A(C(B)), where the ‘C’ means that it is in the longest path, with height h(b¢) = h(v)+1
and an edge to v such that v € A(b°) \ {¢}.

So, we have shown that for some timeserving, LPM strategy 7, there are two unique blocks
b ¢ A(C(B)) and b€ € A(C(B)) at the same height of h(b”") = h(b€) = h(v)-+1. This height
necessarily means that v is the least common ancestor of blocks 7" and ¢. Additionally, since
PublishPath(Q,v) is assumed to be an LPM action, we know that v € A(C(B)). Therefore, by
Lemma B.17 (Fork Ownership Lemma), the attacker must have created block €. However,
since the action PublishPath(Q,v) is assumed to be trimmed, v € A(C(B)), and v # C(B),

we know that the unique node in A(C(B)) with an edge to v must have been created by the
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honest miner. Therefore, we arrive at a contradiction and the assumption must be false. In
other words, it cannot be the case that S # () and S N A(C(B)) # S. So, it is shown that if
S # (), then SN A(C(B)) =S and thus the claim is proven. O

Proof of Theorem 5.2. Let 7 be a timeserving, orderly, LPM, trimmed, opportunistic, check-
point recurrent, and positive recurrent strategy. If 7 is also elevated, then let 7 = 7 and
the proof is complete, since clearly REV(7,a) = REV(m, «) and 7 is timeserving, orderly,
LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent, and elevated. If 7
is not elevated, then with nonzero probability, m takes some action which is not elevated.
That is, there exists a state B that occurs with nonzero probability where 7 takes an action

PublishPath(Q,v) such that
e b such that v € A(b) \ {b} and b < min Q
e and, after taking action PublishPath((),v), max () reaches finality with respect to 7

First, note that by Claim E.1, since we have assumed 7 to be timeserving, orderly, LPM, and
trimmed (among other properties) and S = {b € V(B) | v € A(b) \ {b},b < minQ} # 0, we
know that SN A(C(B)) = S. Then, let v* = max S; that is, let v* be the block of maximal
height in A(C(B)) such that min ) may still validly be published on this block.

Before proposing an alternate strategy, let’s calculate the value of state B to m which
plays this action PublishPath(Q,v). Let B’ denote the subsequent state after 7 takes action
PublishPath(Q,v) at B which is not elevated. Since max () reaches finality with respect to
7 and 7 is opportunistic by assumption, then @ = Ua(B) N (v, 00). Additionally, from B’
onward, publishing a block < v would require forking block max @), but since we know max )
has reached finality with respect to 7, this will never happen. Therefore, since the attacker
must give up on all their unpublished blocks < v and owns no unpublished blocks > v at

B’, an optimal strategy capitulates from B’ to By, or V,(B') = V,(By) = 0. So, if we let
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A = REV(7, a), we can express the value of state B to strategy 7 as
Var =7A(B, B) + VIA(B) < 7a(B, B) + Va(B') = rA(B, B') + Va(Bo) = rA(B, B)

Now, we will express 7,(B, B’), the reward to 7 of taking action PublishPath(Q,v) at B,
in finer detail by looking at blocks in the longest chain before and after the action. Since
this action is LPM, no blocks are forked from the longest chain at heights < h(v). In other
words, H;(B) = H;(B’) for all i < h(v). Next, we know that H;(B') € Tx(B) for all i > h(v)
since the action is timeserving such that the fork it creates ends up being in the longest path.
However, we cannot be sure of the membership of H;(B) for most h(v) <i < h(C(B)) (with
the exception of possibly H)41(B) € Ta(B) since we know the action is trimmed). So, we
may write r\(B, B’) as the sum of three parts (splitting heights > h(v) into three disjoint

sets for reasons that will become clearer later):

TA(B, B,) =
h(v*) h(v*)
> Imseras) — bmmeras) | 0=XN = | Y. Lmwnera) — Liperus) | A
i=h(v)+1 i=h(v)+1
R(C(B)) c(B))
+ Z L, ByeraB) — LHyByeran) | (1= A) — Z L, (BYyeTu (B — LH,(B)eTH(B)
i=h(v*)+1 i=h(v*)+1
h(C(B")) h(C(B’
+ Z 1w, (Bhera(B) Hy(BYeTy(B) | A
h(C(B))+1 )+1
h(v*) h(v*)
= 1 = 1w, Beran) —Lu,(Byery(n) | A
i=h(v)+1 i=h(v)+1
R(C(B)) h(C(B))
+ L= T, B)era(s) —ﬂH B)eTu(B) | A
i=h(v*)+1
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i=h(C(B))+1 i=h(C(B))+1
h(v*) h(C(B))
= Z 1— ILHi(B)GTA(B) + Z 1— ﬂHi(B)ETA(B) + (h(C(BI)) - h(C(B)))<1 - A)
i=h(v)+1 i=h(v*)+1

We will revisit this reward later in the proof.
Now, define a timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent,

positive recurrent, and elevated strategy 7:

e 7T(B) = m(B) for all states where 7 takes an elevated action.

e At state Xy = B where 7 takes action PublishPath((Q,v) which is not elevated, T plays

Wait until the first time step 7 where (all variables refer to the game under 7)

7= min{t > 1: [Ta(X) \ Ta(B)| + h(v*) — h(v) = [T(X:) \ Tu(B)]}

for v* specific to state B which is shown to exist in the discussion above. Then, at time
step 7, 7 plays PublishPath(U4(X2*F) N (v, 00),v*), and subsequently capitulates to
By.

Clearly, actions taken at states B handled by the first bullet point are valid, timeserv-
ing, orderly, LPM, trimmed, opportunistic, checkpoint recurrent, and positive recurrent by
the assumption that m meets these criteria and furthermore elevated since this is the con-
dition in which we use the first bullet point. Additionally, since the second bullet point
never capitulates to any state handled by the first bullet point, we can see that no loops
exist that would complicate the interplay between states handled by the first bullet point
and states handled by the second bullet point. So, to show that 7 is timeserving, orderly,

LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent, and elevated, it only
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remains to be shown that all actions taken at states B handled by the second bullet point
are valid, timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent, positive
recurrent, and elevated in our definition of 7. Still more, since the action Wait trivially
satisfies all criterion, we can focus on the publish action that occurs at time step 7.

First, note that since v* < min@ = min(Ua(B) N (v,00)), we also have that v* <
min (U (XHA) N (v, 00)) since each new block the attacker mines after B (if any) has a
strictly greater timestamp than v. Therefore, this action is wvalid.

To show that the action is timeserving, we have to show that, following the publish action,
the maximum block in the published set is the unique longest chain. Recall that by virtue
of 7 a timeserving strategy, the action PublishPath((),v) must have been timeserving. This
means that h(v)+|Q| = h(v) + (Ua(B) N (v,00)) > h(C(B)). By how we defined 7, we know
that at XA we publish Us(XH4F) N (v,00) = UA(B) N (v,00)) U (Ta(X,) \ Ta(B)). At
the same time, at XH*F the height of the longest chain has increased by T (X, )\ Tx(B)|, or
h(C(XHAEYY = Rh(C(B))+|T(X,)\Tu(B)| since the honest miner publishes every block they
mine. The following chain of inequalities shows that the maximum block in the published

set indeed reaches height (strictly) greater than h(C(XMAL)):

h(v") + UAXTH) 0 (v,00)] = h(v") + | Ua(B) N (v,00)) U (Ta(X;) \ Ta(B)) |
= h(v") + [Ua(B) N (v, 00)[ + [Ta(X7) \ Ta(B))]
= h(v") = h(v) + h(v) + [Ua(B) N (v, 00)| + [Ta(X7) \ Ta(B))
> h(v*) = h(v) + h(C(B)) + |Ta(X:) \ Ta(B))]
= h(C(B)) + [Tu(X:) \ Tu(B)|

= h(C(X))

The first line is due to the definition of the strategy 7. The second line is because Uy (B) N

(v,00) and T4(X;) \ Ta(B) are disjoint. The third line is algebra. The fourth line is due

179



to the fact that 7 is assumed to be timeserving. The fifth line is by definition of 7. The
sixth line is by definition of the honest mining strategy and the fact that © does not publish
between B and XHA*. Therefore, it is shown that the action is timeserving.

Next, we want to show that this action is orderly. Note that we have Ua(XH4F) N
(v*,00) C UA(XEA)N (v, 00). Now, assume that Uy (XA N (v* 00) C Ux(XHET) N (v, 00).
Then, there is some block b € Us (X)) such that v < b < v*. Then, since v* < min Q
by construction, we have that v < b < v* < min@, or v < b < min(). Furthermore,
since the timestamps on mined blocks are monotonically increasing, it must be the case that
b € Ua(B). But, since the strategy 7 is orderly, for action PublishPath(Q,v) which it takes at
state B, we have that Q = min®P (1, (B)N (v, 00)). Yet, we have found a b € U4(B)N (v, 00)
which is less than all blocks in @), which is a contradiction and so such a b must not exist
and we have Us(XTMF) N (v*,00) = Ua(XTM) N (v,00). Then, since we trivially have
min (U (XN 00)) (UA(XE) 0 (0%, 00)) = Ua(XH4T) N (v*, 00), we find that the action

is orderly at XA since it may be rewritten as

‘ (lta (XA )N(0*,00)]) -
PublishPath( min (UA(XH) N (v*,00)) ,v%)

The action is clearly LPM since v* € A(C(B)) by construction and therefore v* €
A(C(XHATY) since 7 only plays Wait between B and XA and the honest miner never
forks.

To show that the action is trimmed, we first show that v* # C(XHA). If we can show
that at least one block is published by the honest miner between B and XHAY  then this

immediately follows. So, consider the following derivation:

(# blocks published by honest miner between X' and B) = [Ty (X;) \ Tu(B)|

= [Ta(X7) \ Ta(B)| + h(v7) = h(v)
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>1

On the first line, we use the fact that all blocks mined by the honest miner between B and
XHALF are published. On the second line, we use the definition of 7. On the third line,
we use the fact that the height of v* is greater than the height of v. On the fourth line,
we use the fact that the attacker mines a nonnegative number of blocks between B and
XHALE - Therefore, we find that indeed the honest miner publishes at least one block between
B and XPA* and so it is shown that v* # C(XHA"). Now, to show the publish action is
trimmed, the proof obligation is to show that the unique block b € A(C(B)) with an edge to
v* was created by the honest miner. The proof is by contradiction; suppose the the unique
block b € A(C(XHAF)) with an edge to v* was created by the attacker. Additionally, by
the assumption that v* is the block at the maximal height at which we may publish min @),
we must have that min () < b. Putting this together, we have v* < min() < b. However,
this contradicts the fact that the strategy is orderly since the action which published b on v*
should have instead published min ) on v*, since min () was hidden at that time and smaller
than b, both of which follow from the fact that min () < b. Therefore, b must not be owned
by the attacker and so we find that the action is trimmed.

The action is opportunistic because it may be rewritten as PublishPath(U(X2AF) N
(v*, 00),v*), where we have already shown U (XHF) N (v*; 00) = U4 (XF) N (v, 00) in our
proof that the action is orderly.

Next, we will prove that the action at XMAM is checkpoint recurrent. To show this, we have
to show that 7 does not fork a checkpoint when publishing at XH*" and that if 7 establishes

a checkpoint, it does not own any unpublished blocks greater than that checkpoint:

e 7 does not fork a checkpoint when publishing at XMA: It has been shown that the

action is timeserving and at XM we have v* # C(XIA'). Therefore, this action
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necessarily forks a non-empty set of blocks. Additionally, since 7 is timeserving and
v # C(B), we know that 7’s action at B necessarily forks a non-empty set of blocks.
Note that the set of blocks forked by 7 at XMA is a subset of the blocks forked by
7w at B, plus some additional honest miner blocks. Since we have assumed that 7 is
checkpoint recurrent, none of the blocks forked by both @ and 7 may be checkpoints.
Then, since an honest miner’s block only becomes a checkpoint if it is published on
top of another checkpoint, none of the additional honest miner blocks forked by 7 may

be checkpoints. So, the strategy 7 does not fork any checkpoints.

e If 7 establishes a checkpoint, it does not own any unpublished blocks greater than that
checkpoint: If 7 establishes a checkpoint with this publish action, then the checkpoint
is some block in U (XH4) N (v, 00), such that the checkpoint is certainly greater than
v. But, by the nature of this publish action, following this action the strategy will not
own any unpublished blocks greater than v, and thus will not own any unpublished

blocks greater than the just-established checkpoint.

Therefore, the action at XM is checkpoint recurrent.

Now, we will prove that from any state B handled by the second bullet point, the strategy
7 capitulates to By in finite expected time, which proves that 7 is positive recurrent. Clearly,
the time at which 7 capitulates to By is just 7, so this reduces to showing that E[r] < occ.
This is shown by a coupling between the game and a random walk (S)>o where S; =
|Ta(X:) \ Ta(B)| — |Tu(Xt) \ Tu(B)| such that Sy = 0 and there is a single boundary at
—(h(v*) — h(v)) < 0 which is hit at S;. By Lemma C.8, the walk hits the boundary in finite
expected time and so E[r] < oco. Then, it is shown that 7 is positive recurrent.

Finally, we will prove that the publish action taken at state XH'F is elevated. Since the
action subsequently capitulates to By, it is clear that the maximum block in the published

set reaches finality. Therefore, we need to show that there is no block greater than v* that
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the published set could instead be published on. The proof is by contradiction; suppose at
XHALF there exists a block b such that v* € A(b) \ {b} and b < minUs(XH) N (v*, 00) =
min U 4 (XHA7) N (v, 00), where the equality was proven earlier. Then, by Claim E.1 since we
have already shown 7 to be timeserving, orderly, LPM, and trimmed and S = {b € V(B) |
v* € A(b) \ {b},b < minUa(XHF) N (v*,00)} # 0, we know that S N A(C(XHA)) = S,
Then, let v** = max S € A(C(XHF)). So, we have that v* < v*™* < minlU (XHF) N (v, 00).
Additionally, since we have already shown that min Q@ = minlU,(X™") N (v, 00), we have
that v™* < min Q. Since & does not publish any blocks between B and XA if ¢** was not
in the block tree at state B, it must have been published by the honest miner. But since
v** < min @), where min () was certainly mined at or before state B, this would imply that
v** was hidden for some time before publishing, which we know the honest miner not to do
and so it must be the case that v** € V(B). Furthermore, since v** € A(C(XH*F)), we also
know that we must have v** € A(C(B)); otherwise, the honest miner forked the longest chain
sometime between B and XA which would violate the honest mining strategy. But, since
we find that v** is in A(C(B)) and v* < v* < min @, this contradicts the fact that v* was
chosen to be the block of maximum height in A(C(B)) that min ) may validly be published
on. Therefore, such a v** must not exist and so the action is shown to be elevated.

So, we have shown that 7 is a valid, timeserving, orderly, LPM, trimmed, opportunistic,
checkpoint recurrent, positive recurrent, and elevated strategy. Now, all that is left to be
shown is that REV(7, ) > REV(m, «). We will show that at all states B where 7 takes
an action which is not elevated, Vi/\(B) > V7\(B). Then, since 7 copies m everywhere
takes an elevated action, and states where 7 takes an elevated action either exclusively reach
states where 7 takes elevated actions before capitulating or reach some state where 7 takes
a non-elevated action before capitulating, this in turn implies that for any state B we have

7 A(B) > VI\(B). If at all states B we have V] ,(B) > V] \(B), from Claim B.8, it directly

follows that REV(7,«) > REV(m, a). So, let’s prove that at all states B where 7 takes an
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action which is not elevated, V7 ,(B) > V7, (B).

First, we can rewrite V] ,(B) as the following:

[ (Xo, X7M) + 1 (XM, X)) + VI (X7) | Xo = B]

[rA(Xo, XPM) + ra (XM, X2) | Xo = B]

[ra(Xo, X7M) | Xo = B] + E [r (X", X,) | Xo = B]

[~ Tu(X)\ Tu(B)|A | Xo = B] + E [r(X7*, X;) | Xo = B]

[~ (ITa(X:) \ Ta(B)] + h(v") = h(v)) A | Xo = B] + E [r(X;*", X;) | Xo = B]
= —E[|Ta(X:) \ Ta(B)| | Xo = B]A = (h(v") = h(v))A + E [ra(X7*, X;) | Xo = B]

= —(h(v") = h(v))(+55)A = (h(v") = h(v))A + E [ (X7, X7) | Xo = B]

= —(h(v*) = h(v)) (%) + 1) A+ E [r\ (X, X)) | Xo = B]

1—2«

The first line and second lines are because we know 7 waits at every step until 7 and
capitulates after publishing at X'*'" such that V] ,(X;) = 0 The third line is due to the
linearity of expectation. The fourth line is because only the honest miner publishes blocks
on the longest chain from Xy, = B to XM, The fifth line is from the definition of 7. The
sixth line is again the linearity of expectation. The seventh line is due to coupling the game
with a random walk (similar to the proof that the strategy 7 is positive recurrent) then using
Lemma C.8 to express the expected number of increments in a random walk with a single
boundary. The eighth line is algebra.

Now, we want to express ry(XH*F X ) much the same way as we expressed ry(B, B')
prior in the proof. This time, no blocks are forked from the longest chain at heights < h(v*),
since we are publishing on v* instead of v. Additionally, although this action at XIA* forks

blocks at heights > h(C(B))+ 1 which necessarily do not exist at B and so are not forked by

7, we know that H;(XHA) € Ty (XHAY) since only the honest miner publishes between B
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and XHA - Ag before, any block that exceeds h(C(XH*)) at X must have been published

by the attacker. So, we may write ry (XA X ) as the sum of three parts:

(XX ) =
h(C(B))

Y lixerax) — i xmser, e | (1= X)
i=h(v*)+1

h(C(B))
\

i=h(v*)+1

]lHi(X‘r)GTH(X-r) — ]lHi(X_IrIALF)eTH (X7I_IALF) )\

h(C(XHA))
—I— Z :H_Hi(XT)ETA(XT) — :I].Hi(X}_IALF)ETA(X}_IALF) (]_ - A)
i=h(C(B))+1
h(C(XF*T))

— Z L, (x,)eTm(x,) — La(xmomnyery (xiaey | A
i=h(C(B))+1

h(C(X-)) h(C(X-))
+ Z Lo, (xyerax) | (1 —A) — Z Loy (x)eru(x) | A
i=h(C(XHAF)) 41 i=h(C(XFAF))+1
h(C(B)) h(C(B))
= D 1= Iymer,omey | (L=A) = [ ) =Ly xmuyery o | A
i=h(v*)+1 i=h(v*)+1
h(C(xXH)) h(C(XHA))
+ doo1-0](1-)- > o0-1]A
i=h(C(B))+1 i=h(C(B))+1

+ (h(C(X7)) = h(C(X*)))(1 = A)

h(e(B))
=| D 1 Luamsen,pam |+ (RCEG)) = h(C(B))) + (A(C(X,)) — h(C(XTM)))(1 = X)

i=h(v*)+1

Now, we apply the expectation to 7y(XHA" X ); several several quantities are actually
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constant and so fall out of the expectation:

h(C(B))
E[?")\(X}_—IALF, XT) ‘ XO = B] = Z 1— ﬂHi(XHAALF)eTA(XEAALF)

i=h(v*)+1
+ (E[A(C(X;™)) | Xo = B] = h(C(B)))

+ (E[A(C(X7)) | Xo = B] = E[R(C(X;*)) | Xo = B)(1-2)

But, the quantities E[A(C(XH*F)) | Xy = B] and E[h(C(X,)) | Xo = B] can easily be

calculated by coupling this with a random walk as we have done twice already:

E[h(C(X7*) | Xo = B] = h(C(B)) + E [Ty (X:) \ T (B)| | Xo = B] =

= h(C(B)) + (h(v") = h(v)) ((+555) + 1)

E[R(C(X,)) | Xo = B] = h(v") + E[Ua(XE*) 1 (v, 00)] | Xo = B]
— h(v") + E[| Ua(B) N (v,00)) U (T4(X,) \ Ta(B)) | | Xo = B
— h(v") + [Ua(B) N (v, 00)| + E[[T4(X,) \ Ta(B)| | Xo = B]
— h(v") + |Q| + ET4(X,)\ Ta(B)| | Xo = B]

= h(v*) + M(C(B)) — h(v) + (h(v") — h(v)) (%)

Where the last line in the derivation of the second quantity witnesses h(v)+ |Q| = h(C(B’)).

Putting this altogether, we can express the value of state B to strategy 7:

2,,\(3) =

= (h(v") = h(v)) ((55) + 1) A

h(C(B))
+ Z 1 - ]le (XHAI,]")GTA (Xﬂl_{ALlf)

i=h(v*)+1
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+ (h(v") + h(C(B)) = h(v) + (h(v") = h(v))(=55) = (R(C(B)) + (h(v") = h(v)) ((=55) + 1)))(L = A)

h(C(B))
= (h(v") = h)((25) F DA =N+ [ D 1= Taxmmenxm | + (A(C(B") = h(C(B))(1 = A)

i=h(v*)+1

Now, for the final result, we will show that V7 ,(B) — VI ,(B) > 0:

h(v*)

mA(B) = Vaa(B) = (h(v) = ) (%) + DL =X = | > 1 lumers
i=h(v)+1

> (h(v") = M) ((555) + (1 = A) = (h(v") = h(v))

= (h(v") = h())((155)) (1 = A) = (A(v") = h(v))A

h(v*)

Here, we have used the fact that (zi:h(v) +1

1- ]lH,-(B)eTA(B)> < h(v*) — h(v), since each
summand is < 1. The last inequality is due to Mathematica [5], where the statement holds for
any 0 < o < 3, A < 1% and h(v*) —h(v) > 1. Thus, it follows that REV(7, @) > REV(7, @)

and so the proof is complete. O]

E.2 Omitted Proofs from Section 5.2

Proof of Theorem 5.5. Let w be a timeserving, orderly, LPM, trimmed, opportunistic, check-
point recurrent, positive recurrent strategy, and elevated strategy. If 7 is also patient, then let
7 =7 and the proof is complete, since clearly REV(7, @) = REV(7, ) and 7 is timeserving,
orderly, LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent, elevated,
and patient. If 7 is not patient, then with nonzero probability, m takes some action which

is not patient. That is, there exists a state B that occurs with nonzero probability where 7
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takes an action PublishPath((),v) such that

e for subsequent state B’ which follows taking action PublishPath((),v) at B, we have
h(C(B')) — h(C(B)) # 1. That is, the action PublishPath(Q,v) does not increase the

height of the longest chain by exactly one.
e and, after taking action PublishPath(Q),v), max @) reaches finality with respect to 7

First, note that by the fact that PublishPath(Q,v) is assumed to be timeserving, h(C(B’)) —
h(C(B)) > 1 since max () must be the unique longest chain. So, the first condition reduces
to h(C(B')) — h(C(B)) > 1.

Before proposing an alternate strategy, let’s calculate the value of state B to m which
plays this action PublishPath(Q,v). Let B’ denote the subsequent state after 7 takes action
PublishPath(Q,v) at B which is not patient. Since max ) reaches finality with respect to
7 and 7 is opportunistic by assumption, then @ = U (B) N (v, 00). Additionally, from B’
onward, publishing a block < v would require forking block max ), but since we know max ()
has reached finality with respect to 7, this will never happen. Therefore, since the attacker
must give up on all their unpublished blocks < v and owns no unpublished blocks > v at
B’, an optimal strategy capitulates from B’ to By, or V,(B') = V,(By) = 0. So, if we let

A = REV(m, a), we can express the value of state B to strategy 7 as

aA(B) =71A(B, B)) + Vi A(B') < A(B, BY) + Va(B') = ra(B, B') + Va(Bo) = rA(B, B')

Now, we will express ry(B, B’), the reward to 7 of taking action PublishPath(Q,v) at B,
in finer detail by looking at blocks in the longest chain before and after the action. Since
this action is LPM, no blocks are forked from the longest chain at heights < h(v). In other
words, H;(B) = H;(B’) for all i < h(v). Next, we know that H;(B') € Tx(B) for all i > h(v)

since the action is timeserving such that the fork it creates ends up being in the longest path.
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However, we cannot be sure of the membership of H;(B) for most h(v) <i < h(C(B)) (with
the exception of possibly Hy,y)+1(B) € Ta(B) since we know the action is trimmed). So, we
may write r\(B, B’) as the sum of two parts (splitting heights > h(v) into two disjoint sets

for reasons that will become clearer later):

h(C(B)) h(C(B))
+ L, (Byera) — LayByeras) | (1 —A) — Z L, (Byery By — LuyByeryB) | A
1

i=h(v)+1 i=h(v)+
h(C(B")) h(C(B"))
+ L, (serasy | (1 —A) — Z L, Bryeru) | A
i=h(C(B))+1 i=h(C(B))+1

h(C(B)) h(C(B))
- Z 1= Tpperas) | (1—A) = Z —Lm(B)ery(s) | A

i=h(v)+1 i=h(v)+1

he(B) he(B)
+ o) a-N- 0] A
B

i=h(C(B))+1 i=h(C(B))+1

h(C(B))
= | Y - lumenm |+ (R(C(B)) —h(C(B)) (1N
i=h(v)+1

We will revisit this reward later in the proof.
Now, define a timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent,

positive recurrent, elevated, and patient strategy 7:
e 7(B) = m(B) for all states where 7 takes a patient action.

e At state Xy = B where 7 takes action PublishPath(Q,v) which is not patient, 7 plays
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Wait until the first time step 7 where (all variables refer to the game under 7)

r = minft > 1: [Ta(X,) \ Ta(B)| + h(C(B)) — h(C(B)) — 1 = |Tu(X,) \ Tu(B)]}

for B’ the subsequent state if 7 plays action PublishPath((Q),v) at B. Then, at time
step 7, 7 plays PublishPath(Ua(XH*) N (v,00),v), and subsequently capitulates to
By.

Clearly, actions taken at states B handled by the first bullet point are valid, timeserving,
orderly, LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent, and elevated
by the assumption that m meets these criteria and furthermore patient since this is the
condition in which we use the first bullet point. Additionally, since the second bullet point
never capitulates to any state handled by the first bullet point, we can see that no loops
exist that would complicate the interplay between states handled by the first bullet point and
states handled by the second bullet point. So, to show that 7 is timeserving, orderly, LPM,
trimmed, opportunistic, checkpoint recurrent, positive recurrent, elevated, and patient, it
only remains to be shown that all actions taken at states B handled by the second bullet
point are valid, timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent,
positive recurrent, elevated, and patient in our definition of 7. Still more, since the action
Wait trivially satisfies all criterion, we can focus on the publish action that occurs at time
step 7.

First, the action is valid since taking the intersection of Us (X M) with (v, 00) ensures
no blocks < v are in the published set, and so v < min U (XT) N (v, 00).

To show that the action is timeserving, we have to show that, following the publish
action, the maximum block in the published set is the unique longest chain. Recall that we
have h(C(B')) = h(v) + |Q| = h(v) + (Ua(B) N (v,00)), where the last equality is because

the strategy is opportunistic. Additionally, by how we defined 7, we know that at X" we
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publish U (XH7) N (v,00) = (Ua(B) N (v,00)) U (Ta(X;) \ Ta(B)). At the same time, at
XHALF the height of the longest chain has increased by |Tg (X, ) \ Tg(B)|, or h(C(XHAT)) =
h(C(B)) + |Tu(X;) \ Tu(B)| since the honest miner publishes every block they mine. The
following chain of inequalities shows that the maximum block in the published set indeed

reaches height (strictly) greater than h(C(XHAr)):

h(v) + [Ua(XZM) N (0, 00)] = h(v) + | (Ua(B) N (v,00)) U (Ta(X,) \ Ta(B)) |
= h(v) + [Ua(B) N (v,00)| + [Ta(X;) \ Ta(B)
= h(C(B)) + |Ta(X:) \ Ta(B)]
= h(C(B')) = h(C(B)) = 1+ h(C(B)) + 1 + |Ta(X:) \ Ta(B)]
=h(C(B)) + 1+ [Tu(X;) \ Tu(B)|
= h(C(XI)) + 1

> h(C(X7))

The first line is due to the definition of the strategy 7. The second line is because Uy (B) N
(v,00) and T4(X,)\ Ta(B) are disjoint. The third and fourth line are algebra. The fifth line
is by definition of 7. The sixth line is by definition of the honest mining strategy and the
fact that # does not publish between B and XA The last line is algebra. Therefore, it is
shown that the action is timeserving.

Next, we want to show that this action is orderly. This is easy because trivially the
minimum |[Us (XF) N (v, 00)| blocks in the set U (XHAF) N (v, 00) is just the set itself,

such that the action at X1*'F may be rewritten as

(IUa (XTI (v,00)])

PublishPath( min (UAXT) N (v,00)) ,v)

which is orderly be definition.
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To show that the action is LPM, consider that since 7 is LPM by assumption, we have
that v € A(C(B)). Then, since only the honest miner publishes between B and XH*'" such
that we can be sure the longest chain is never forked, we must have that C(B) € A(C(Xnawr))
and so v € A(C(B)) C A(C(XHAr)).

To show that the action is trimmed, first note that we have already shown v € A(C(XHAM)).
Next, we will show that v # C(XHA™) If we can show that at least one block is published
by the honest miner between B and XHA' then this immediately follows. The number of
blocks published by the honest miner between B and XM is just |Ty(X,) \ Tu(B)|. So,

consider the following derivation:

T (Xo) \ T (B)| = [Ta(X:-) \ Ta(B)| + H(C(B')) — M(C(B)) — 1
> [Ta(X7) \ Ta(B)| +1

> 1

On the first line, we use the definition of 7. On the second line we use the fact that
h(C(B')) — h(C(B)) > 2 by the fact that the action PublishPath(Q,v) is not patient. The
final line is due to the nonnegativity of the number of blocks mined by the attacker between
B and XHAF Therefore, we find that indeed the honest miner publishes at least one block
between B and XH*'" and so it is shown that v # C(XH*F). Now, to show the publish
action is trimmed, the proof obligation is to show that the unique block b € A(C(XHALr))
at state XTAM with an edge to v was created by the honest miner. The proof is by case

analysis:

e v = C(B): Since the only miner which publishes between B and X" is the honest
miner, the block published immediately on C(B) (bound to exist by the discussion

above) must be owned by the honest miner and so the action is shown to be trimmed.
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e v # C(B): Then, at state B, there exists a unique block b € A(C(B)) with an edge to
v. Since we have already argued that the honest miner never forks the longest chain,
A(C(B)) C A(C(XHArF)) such that the unique block b € A(C(XHAF)) with an edge to
v at state XPIF is the same block as the unique block b € A(C(B)) with an edge to v
at state B. Since this is the same block at both state B and XA this block must
be owned by the honest miner or else it contradicts the fact that m which took action

PublishPath(Q,v) at B which forks this block is trimmed.

Therefore, it is shown that the action is trimmed.

The action is opportunistic by the fact that how we have written it is exactly how an
opportunistic action is defined.

Next, we will prove that the action at X7 is checkpoint recurrent. To show this, we have
to show that 7 does not fork a checkpoint when publishing at XA and that if 7 establishes

a checkpoint, it does not own any unpublished blocks greater than that checkpoint:

e 7 does not fork a checkpoint when publishing at XHAL: Tt has been shown that the
action is timeserving and at XA we have v # C(XHF). Note that the set of blocks
forked by 7 at XHALF is a subset of the blocks forked by m at B (if PublishPath(Q,v)
forks any), plus some additional honest miner blocks since these are the only blocks
published between B and XA Since we have assumed that 7 is checkpoint recurrent,
none of the blocks forked by both 7 and 7 may be checkpoints. Then, since an honest
miner’s block only becomes a checkpoint if it is published on top of another checkpoint,
if there is some block forked by both 7 and 7, then none of the additional honest
miner blocks forked by m may be checkpoints. On the other hand, we may find that
PublishPath(Q,v) forks no blocks, meaning v = C(B). If v = C(B) is not a checkpoint,
then once again we are done because an honest miner block only becomes a checkpoint
if it is published on top of another checkpoint. Even if v = C(B) is a checkpoint, the

honest miner blocks published between B and XHAM are still not checkpoints because
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for any v’ published as a successor of v at some state B” after B and prior to XA
we have min Q) € U, (B”) N (v,v'] while A(C(B")) N (v,v']NTa(B") = 0, which implies
(Ua(B") N (v,2'])] > 1 >0 = |AC(B")) N (v,v'] N Ta(B")| such that v’ fails the
definition of a checkpoint. The membership min@ € (Us(B”) N (v,v']) is because
v < min @ by the fact that PublishPath(Q,v) is a valid action, min @) < v’ since v’ was
mined by the honest miner sometime after B, and min Q) € Uy (B") since 7 doesn’t
publish any blocks in @ until X" The equality A(C(B”)) N (v,v'] N Ta(B") = 0
follows because 7 does not publish any blocks between B and XM and the honest
miner does not fork the longest chain such that any block with a timestamp in (v, v/]
owned by the attacker in the longest chain must have been in the longest chain prior to
B. However, this would contradict the fact that v = C(B) and so we know that this set
must be empty. Then, since we have shown that the honest blocks published between
B and XHAF never establish checkpoints, it is shown that & never forks a checkpoint

when publishing at X AL,

If 7 establishes a checkpoint, it does not own any unpublished blocks greater than that
checkpoint: If 7 establishes a checkpoint with this publish action, then the checkpoint
is some block in U (XHA) N (v, 00), such that the checkpoint is certainly greater than
v. But, by the nature of this publish action, following this action the strategy will not
own any unpublished blocks greater than v, and thus will not own any unpublished

blocks greater than the just-established checkpoint.

Therefore, the action at XM is checkpoint recurrent.

Now, we will prove that from any state B handled by the second bullet point, the strategy

7 capitulates to By in finite expected time, which proves that 7 is positive recurrent. Clearly,

the time at which 7 capitulates to By is just 7, so this reduces to showing that E[r] < oc.

This is shown by a coupling between the game and a random walk (S;);>¢ where S; =
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|Ta(X:) \ Ta(B)| — |Tu(X:) \ Tu(B)| such that Sy = 0 and there is a single boundary at
—(h(C(B"))—h(C(B))—1) < 0 which is hit at S,. By Lemma C.8, the walk hits the boundary
in finite expected time and so E[r] < co. Then, it is shown that 7 is positive recurrent.

Next, we will prove that the publish action taken at state XHA" is elevated. Since the
action subsequently capitulates to By, it is clear that the maximum block in the published
set reaches finality. Therefore, we need to show that there is no block greater than v that
the published set could instead be published on. The proof is by contradiction; suppose
at XMAF there exists a block b such that v € A(b) \ {6} and b < minl 4 (XH) N (v, 00).
First, we know that b ¢ V(B) N V(X1 since this would contradict the fact that 7’s
action PublishPath(Q,v) is elevated at B. So, b must be one of the blocks published by the
honest miner between states B and XM, However, since this block is clearly mined after
min U4 (XH4F) N (v, 00) = min Q, it cannot be the case that b < minU(XH*¥) N (v, 00).
So, the assumption must be false and b must not exist such that the action is elevated.

Finally, we will show that the action at X1 is patient. Actually, this was already shown
by way of our proof that 7 is timeserving. Note that X, is the state which immediately
follows XHAF " Then, h(C(X,)) = h(v) + [Us(XHAF) N (v, 00)| since [Us(XHAT) N (v, 00)]
blocks are published on v and the action is timeserving such that all these published blocks
immediately enter the longest path. Then, the proof that the action is timeserving showed
that h(C(X,)) = h(v) + [Us(XH™F) N (v,00)] = A(C(XHAF)) + 1, which is exactly the
definition of a patient action.

So, we have shown that 7 is a valid, timeserving, orderly, LPM, trimmed, opportunistic,
checkpoint recurrent, positive recurrent, elevated, and patient strategy. Now, all that is left
to be shown is that REV(7T,a) > REV(m, ). We will show that at all states B where 7
takes an action which is not patient, V7 ,(B) > V7, (B). Then, since 7 copies m everywhere
7 takes a patient action, and states where 7w takes a patient action either exclusively reach

states where 7 takes patient actions before capitulating or reach some state where 7w takes
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a non-patient action before capitulating, this in turn implies that for any state B we have

7 A(B) > VI\(B). If at all states B we have V] ,(B) > V], (B), from Claim B.8, it directly
follows that REV(7T, ) > REV(7, «). So, let’s prove that at all states B where 7 takes an
action which is not patient, V7 ,(B) > V], (B).

First, we can rewrite V] ,(B) as the following:

[ (Xo, X7) + A (X7, X0) + VIA(XS) | Xo = B]

[rA(Xo, XP) + ra (XM, X)) | Xo = B]

[ (X0, X;™) | Xo = B] + E [n(X7, X7) | Xo = B]

[=ITu(X:)\ Tu(B)|A | Xo = B + E [r\(X7*, X;) | Xo = B]

(= (ITa(X:) \ Ta(B)| + M(C(B')) = M(C(B)) = 1) A | Xo = B] + E [r\(X]"", X;) | X = B]
= —E[|Ta(X:) \ Ta(B)| | Xo = B]A = (h(C(B")) = h(C(B)) = DA+ E [n(XJ*, X;) | Xo = B]

= —(h(C(B")) = MC(B)) = 1)(15;)A — (h(C(B)) = M(C(B)) = DA+ E [rA (X", X;) | Xo = B

= —(h(C(B")) = h(C(B)) = 1) ((+%=) + 1) A+ E [r\(X*", X)) | Xo = B]

The first line and second lines are because we know 7 waits at every step until 7 and
capitulates after publishing at X'*" such that V] ,(X;) = 0 The third line is due to the
linearity of expectation. The fourth line is because only the honest miner publishes blocks
on the longest chain from Xy = B to X", The fifth line is from the definition of 7. The
sixth line is again the linearity of expectation. The seventh line is due to coupling the game
with a random walk (similar to the proof that the strategy 7 is positive recurrent) then using
Lemma C.8 to express the expected number of increments in a random walk with a single
boundary. The eighth line is algebra.

Now, we want to express ry(XMA X ) much the same way as we expressed (B, B’)

prior in the proof. Just the same as r,(B, B’), no blocks are forked from the longest chain
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at heights < h(v). Additionally, although this action at XA forks blocks at heights

tau

> h(C(B)) + 1 which necessarily do not exist at B and so are not forked by 7, we know that
H;( XY ¢ Ty (XHAY) gince only the honest miner publishes between B and XMAM. As
before, any block that exceeds h(C(XH¥)) at X, must have been published by the attacker.

So, we may write 7 (X4 X ) as the sum of three parts:

(XX =

h(C(B))
D Lumgerax) = Lipemnery x| (1= 2)
i=h(v)+1

h(C(B))

— Z ]lHi(XT)ETH(X'r) - ]lHi(XHAl_lv)eTH(X‘IP_IA[,I‘) )\
i=h(v)+1
h(C(XHr))
+ Z ﬂHi(XT)ETA(XT) - ]lHZ.(XHALF)GTA(Xﬂl_{ALF) (1 - )\)
i=h(C(B))+1
he(Xf)

— Z ]lHi(XT)ETH (XT) - ILHZ.(X‘IP_IALF)ETH(XHALF) )\
i=h(C(B))+1

h(C(X,)) h(C(X:))
+ Z Ta,(x,)eTa(x,) (1—=A) - Z Vo, (xyeru(x) | A
i=h(C(XHALF)) 41 i=h(C(XHAF)) 11
h(C(B)) h(C(B))
= 2o - lmeawmeriomn | 0=X = | D —Luamer, e | A
i=h(v)+1 i=h(v)+1
h(C(XFN) h(C(XEr)
+ doo1-0|a-N- doo0-1A
i=h(C(B))+1 i=h(C(B))+1

+ (h(C(X7)) = M(C(XT))) (L = N)

197



h(C(B))
| S0 1= Tamenenaoan |+ (RCXT) = h(C(B))) + (1 - A)

i=h(v)+1

Here, the last line uses the fact that h(C(X,)) — h(C(XF*F)) = 1 by the fact that the
strategy is patient. Now, we apply the expectation to ry(XHA X ): several quantities are

actually constant and so fall out of the expectation:

h(C(B))

E[T/\(X}__IALF’XT) ’ XO = B] = Z 1-— ﬂHi(XHALF)eTA(XHALF)
i=h(v)+1

+ (E[A(C(XF™)) | Xo = B] = h(C(B)))

(1= N

But, the quantities E[h(C(XM4')) | X, = B] can easily be calculated by coupling this with

a random walk as we have done twice already:

E[R(C(X7™)) | Xo = B] = W(C(B)) + E[|Tu(X;) \ Tu(B)| | Xo = B]

=h(C(B)) + (M(C(B) — h(C(B)) = 1) ((+5:) + 1)

Putting this altogether, we can express the value of state B to strategy :

aa(B) =

= (h(C(B) = MC(B)) = 1) ((+55) + 1) A
h(C(B))

+ Z 1 - ILHZ.(XHALF)GTA(XHALF)
i=h(v)+1

+(h(C(B)) + ((C(B) — h(C(B)) — 1) ((+5;) + 1) — h(C(B)))

+(1—=X)
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h(C(B))
= (M(C(B) = h(C(B)) = 1) (%) +1) (1 = A) + Z L — g, (xpwryer, (x| +(1—=A)

i=h(v)+1

Now, for the final result, we will show that V} ,(B) — VI ,(B) > 0:

oA (B) = Via(B) = (M(C(B)) = h(C(B) = 1) ((+%5;) + 1) 1= A) + (1 =)
— (M(C(B') = h(C(B)))(1 = A)
= (h(C(B")) = h(C(B)) = )(1=5)(1 = )
> (=) (1 =)

Here, the second-to-last line uses the fact that A(C(B’)) — h(C(B)) > 2 by assumption that

7’s action at B is not patient. The last line is because 0 < a < % and A < % ensures that

both 5= > 0 and 1 — A > 0, such that their product is surely positive. Thus, it follows

that REV(7, a) > REV(m, ) and so the proof is complete. O

E.3 Omitted Proofs from Section 5.3

Proof of Theorem 5.8. Note that for all o, an optimal strategy which is timeserving, orderly,
LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent, elevated, and patient
is bound to exist by Theorem 5.5. Instead of proving the theorem directly, we will actually
show that an optimal strategy which meets the criteria above must also be thrifty. In turn,
this implies the theorem, since we can let the strategy 7 in the theorem simply be an optimal
strategy which is timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent,
positive recurrent, elevated, patient, and thrifty so that clearly REV(7, a) > REV(7, ) for
any m, by optimality.

The proof is by contradiction; suppose that for some a there is an optimal strategy =*
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which is timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent, positive
recurrent, elevated, and patient but not thrifty. Then with nonzero probability, 7* takes
some action which is not thrifty. That is, there exists a state B that occurs with nonzero

probability where 7* takes an action PublishPath((),v) such that

e for subsequent state B’ which follows taking action PublishSet(Q),v) at B, there exists

Q" , vt such that

_ Q C Q+

- Q"\Q < (Ua(B') N (0,minQ))

— PublishPath(Q*,v") is a valid checkpoint recurrent action at B that yields state
B+

— [A(C(B')) NTa(B')| < |A(C(BT)) NTa(B")]
e and, after taking action PublishPath(Q),v), max @ reaches finality with respect to 7*

Let’s calculate the value of state B to 7* which plays PublishPath(Q,v). Let A\* =
REV(7*, a) and let B’ denote the subsequent state after 7* takes action PublishPath(Q,v) at
B which is not thrifty. Since max () reaches finality with respect to 7* and 7* is opportunistic
by assumption, then @ = U4 (B) N (v,00). Additionally, from B’ onward, publishing a block
< v would require forking block max (), but since we know max () has reached finality with
respect to 7%, this will never happen. Therefore, since the attacker must give up on all their
unpublished blocks < v and owns no unpublished blocks > v at B’, optimal strategy =*
capitulates from B’ to By, or VI ,.(B') = VI,.(By) = 0. So, we can express the value of

state B to strategy 7* as

ma(B) =13 (B, B') + Vi . (B)

< (B, BY) + Vu(B')
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= T\* (B, B/> + Va<B0)
= r\(B, B')
= (|A(C(B") NTa(B')| — |A(C(B)) N Ta(B)]) (1 — A7)

— (|A(C(B") N Tu(B')| — |A(C(B)) N Tu(B)]) A"

We will revisit this reward later in the proof. Now, define a checkpoint recurrent, positive

recurrent strategy m**:

o T*(B) = 7*(B) for all states where 7* takes a thrifty action.

e At state B where 7* takes action PublishPath((), v) which is not thrifty, 7** takes action
PublishPath(Q*,v*) where Q* v* are any choice of Q*,v" satisfying the properties
above, bound to exist because PublishPath(Q),v) is not thrifty. Then, 7** capitulates

to Bo.

Clearly, actions taken at states B handled by the first bullet point are valid, checkpoint
recurrent, and positive recurrent by the assumption that 7* meets these criteria and further-
more thrifty since this is the condition in which we use the first bullet point. So, we are just
hoping to show that at all states handled by the second bullet point 7** are valid, checkpoint
recurrent and positive recurrent. Trivially, as promised by the selection of Q*, v*, the action
PublishPath(Q*, v*) is valid and checkpoint recurrent. Since 7** immediately capitulates to
By after the action, we also easily find that the action is positive recurrent. So, it is shown
that 7** is indeed a valid, checkpoint recurrent, positive recurrent strategy.

Now, we may derive the contradiction by showing that at all states B where 7* takes
an action which is not thrifty, VI\.(B) > VI,.(B). Since we have assumed that 7* is an
optimal positive recurrent strategy and \* = REV(7*, «), this would contradict Lemma B.9

(Bellman’s Principle of Optimality) and so we would conclude that 7* cannot be optimal.

So, let’s rewrite V7 .(B) as the following, where we use B to denote the state following
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action PublishPath(Q*,v*):

ok

T (B) =1 (B,BY) + VI .(B")

=ryw(B,B%) + V] .(Bo)

= (B, BY)

= (|A(C(BT)) NTa(B™)| — |A(C(B)) N Ta(B)]) (1 = A")

= (lA(C(B)) N Tu(BY)| = [A(C(B)) N Tu(B)]) A"
Now, for the final result, we will show that V7 .(B) — V7 ,.(B) > 0:

a (B) = Vi (B) = (JAC(BT)) N Ta(BY)| = |AC(B") N Ta(B)]) (1 = \")
= ([AC(BT)) N Tr(BY)| = JA(C(B) N Tu(B')]) A"
> — (lAC(BN)) N Ty (BY)| = |A(C(B) N Tu(B)]) X

>0

Note that for 0 < o < % and 0 < \* < ﬁ, we have 1 — A* > 0. Then, on the second line
we have used the fact that |A(C(BT)) N Tu(B*)| > |A(C(B')) N Ty(B')| by the definition
of @*,v*. Finally, on the third line we have used the fact that |[A(C(B™)) N Ty(B™)| <
|A(C(B')) N Ty(B')| since PublishPath(Q*,v*) forks a strict superset of the blocks forked
by PublishPath(Q,v). To prove this, we just have to prove that v* < v. By definition, Q*
contains some block less than min (), or min Q* < min (). Now, suppose that v* > v. Since
min QQ* is published on v*, this means that v < v* < min @Q*. Then, min * < min () could
have been published on v. But, this contradicts the fact that the strategy 7* is orderly since
an orderly strategy selects the minimum blocks it may publish on top of a block. Therefore,
it is shown that v* < v and so PublishPath(Q*,v*) forks a strict superset of the blocks forked

by PublishPath(Q,v). So, at state BT there are at most as many honest blocks as at state
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B’. As stated, this is a contradiction and so 7* must not be optimal. Then, an optimal
strategy which is timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent,

positive recurrent, elevated, and patient must also be thrifty and the proof is complete. [

E.4 Omitted Proofs from Section 5.4

Proof of Lemma 5.11. The proof is by contradiction. Let there be a structured strategy
7 which takes action PublishPath(Q,v) where max () reaches finality with respect to = and
v € Ty(B)orv+1 € Ta(B) but minQ # v+1. It is easy to see that this means min @ > v+1
by virtue of min ) being published on top of v.

First, we know that v + 1 cannot be unpublished, otherwise we would find that v + 1 =
min(Ua(B) N (v,00)) such that v + 1 would certainly be published as part of this action
because 7 is orderly.

Next, since the strategy is elevated and max () reaches finality with respect to m, there
must not exist a block b such that v € A(b) \ {b} and b < min Q. Since we know that
v+ 1 < min @, this reduces to saying that v + 1 cannot be in the longest chain at a height
greater than h(v). Since v < v+ 1, it is clear that v + 1 also cannot be in the longest chain
at a height less than h(v). Therefore, v +1 € V(B) \ A(C(B)). That is, v + 1 is certainly
published but not in the longest path.

Now, consider that because v € Ty (B) or v+ 1 € T4(B), we know that v 4+ 1 must have
been published no sooner than v. In the case that v,v + 1 € T4(B), this follows because
the strategy is orderly and timeserving. That is, it is not possible that both v and v + 1
were held in the attacker’s unpublished set and the attacker published v+ 1 before v because
v may be published on all the same blocks as v + 1 and is less than v + 1. In the case
that v € Ty(B), this follows by virtue of the honest mining strategy which always publishes
immediately after mining a block. Clearly, when v is published by the honest miner, v + 1

was not yet mined and so cannot have been published sooner than v.
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Next, since 7 is LPM, we know that v € A(C(B)). Additionally, we know that although
v+1¢ A(C(B)), v+ 1 must have once been in the longest path by the assumption that = is
assumed to be timeserving and HONEST is timeserving by definition. Together this means
that at some state, v and v + 1 must have both been in the longest path, since once a block
is no longer in the longest path, it will never reenter the longest path by the fact that 7= and
HoNEST are LPM. Then, for it to be the case that v + 1 was once in the longest chain, v is
still in the longest chain, v 4+ 1 entered the longest chain no sooner than v, and v and v + 1
were simultaneously in the longest chain at some point, it must be that v + 1 is published
on v. For v + 1 to be published on any other block would mean that it was published in
an action that necessarily forked v, which we know does not happen since v remains in the
longest chain from when it is published to state B.

So, up to this point, we know that v + 1 is published on v and v € A(C(B)) but v + 1 ¢
A(C(B)). This means that there must have been some prior action which published on v
to fork v + 1 from the longest path. Clearly, since HONEST never forks the longest chain,
this action must have been taken by the attacker. Actually, any action which publishes on
v after v + 1 has already been published must be taken by the attacker, by the same reason
that HONEST never forks the longest chain. Then, at state B, v # C(B) by the fact that
there are at least two block of a greater height which are the blocks published to fork v + 1.
Additionally, since only the attacker forks the longest chain, we know that the unique block
in the longest chain with an edge to v must be owned by the attacker. Since 7 is timeserving,
the action PublishPath(Q,v) forks this successor block to v from the longest chain. But this
is a contradiction because 7 is trimmed yet v # C(B) and the immediate successor to v
which is in the longest chain is owned by the attacker.

Therefore, since we arrive at a contradiction, the assumption must not hold and we must

have that min () = v + 1. Thus, the claim is proven. n
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E.5 Omitted Proofs from Section 5.5

Consider the following rather silly strategy which never publishes any blocks, and rather just

observes the game

Definition E.2 (OBSERVER). For any valid state B, the strategy OBSERVER takes action

Wait and capitulates to By.

Claim E.3. Let 7 be a checkpoint recurrent and positive recurrent strateqy and let (X)i>o0

be the game starting at Xo = By. Then, when playing against HONEST, either
e m € {HONEST, OBSERVER}
e or, at state (A), m plays Wait and does not capitulate to a state

Proof. We will show that if strategy m does anything besides that shown in the second bullet,
then 7 € {HONEST, OBSERVER}, which completes the proof. Note that a strategy m always
reaches state (A) with probability > « since this state occurs if the first miner at the start
of the game is the attacker. We list the only actions m may take besides that shown in the

second bullet, then show why each action implies this membership:

e PublishPath({1},0) and capitulate to By (where capitulation is necessary since block
1 then becomes a checkpoint and 7 is assumed to be checkpoint recurrent). Also recall
that by checkpoint recurrence from (H), a strategy must capitulate to By. Then, since
7 transitions between states (), (H), and (A) and always publishes on the longest chain

at (A), m = HONEST

e Wait and capitulate to state By. Then, since 7 transitions between states (), (H), and

(A) and never publishes, 7 = OBSERVER.

Notably, there are no other valid publish actions at (A) and no other choices of state to

capitulate to from (A). Thus the claim is proven. O
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Observation E.4. The strategy HONEST cannot be optimal for any o > o5,

Proof. Trivially, by the definition of oS, for any a > a5 there exists a strategy 7 such that

REV(m, a) > REV(HONEST, o), which shows that strategy HONEST cannot be optimal. [
Observation E.5. The strategy OBSERVER cannot be optimal for any o > 0.

Proof. Trivially, REV(OBSERVER, o) = 0 < v = REV(HONEST, o), which shows that the

strategy OBSERVER cannot be optimal. O]

Proof of Theorem 5.13. Note that for all a > oF°S, an optimal strategy which is timeserving,
orderly, LPM, trimmed, opportunistic, checkpoint recurrent, positive recurrent, elevated,
patient, and thrifty is bound to exist by Theorem 5.8. Instead of proving the theorem
directly, we will actually show that an optimal strategy which meets the criteria above must
also be non-singleton. In turn, this implies the theorem, since we can let the strategy 7 in
the theorem simply be an optimal strategy which is timeserving, orderly, LPM, trimmed,
opportunistic, checkpoint recurrent, positive recurrent, elevated, patient, thrifty, and non-
singleton so that clearly REV(7, a) > REV(m, a) for any 7, by optimality.

The proof is by contradiction; suppose that for some a > oS there is an optimal strat-
egy m* which is timeserving, orderly, LPM, trimmed, opportunistic, checkpoint recurrent,
positive recurrent, elevated, patient, and thrifty but not non-singleton. Then with nonzero
probability, 7 takes some action which is not non-singleton. That is, there exists a state B

that occurs with nonzero probability where 7* takes an action PublishPath(Q,v) such that
o Q=1
e and, after taking action PublishPath((, v), max () reaches finality with respect to 7*

Denote the singular block in ) as g. Then, since 7* is assumed to be timeserving, we know

that ¢ reaches height h(C(B)) + 1, which is only possible if v = C(B).
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Let’s calculate the value of state B to #* which plays this action PublishPath({q},C(B)).
Let \* = REV(7*,«) and let B’ denote the subsequent state after 7* takes the action
PublishPath({q},C(B)) at B which is not non-singleton. Since g reaches finality with respect
to 7* and 7* is opportunistic by assumption, then {¢} = Us(B)N(C(B), o0). In other words,
q is the only hidden block owned by the attacker that is greater than C(B). Additionally,
from B’ onward, publishing a block < C(B) would require forking block ¢, but since we
know ¢ has reached finality with respect to 7*, this will never happen. Therefore, since the
attacker must give up on all their unpublished blocks < C(B) and owns no unpublished
blocks > C(B) at B', 7* capitulates from B’ to By, or V] ,.(B') = V] ,.(By) = 0. So, we can

express the value of state B to strategy n* as

ax(B) = (B, B') + V;r,/\*<B/)
<7 (B, B') + V] -(B)
=7rx-(B,B") + V] \.(Bo)
=7y (B, B)

— 1N

Here, the last line follows from the fact that exactly one attacker block is published on top
of the longest chain.

Now, let’s construct an alternative strategy. Since Observation E.4 and Observation E.5
show that HONEST and OBSERVER cannot be optimal over a > a°%, by Claim E.3 we know
that 7* must play Wait and not capitulate at (A). In other words, 7* certainly reaches (A)
during normal play against HONEST. Then, we argue that for any state B where 7* plays a
non-singleton action, it can instead virtually capitulate to (A) such that its only unpublished
block is ¢ and C(B) is perceived to be the genesis block and play just as it would from (A).

We use the word “virtually” for reasons that will become clear soon. Formally, define a
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checkpoint recurrent, positive recurrent strategy 7**:
o T(B) = 7n*(B) for all states where 7* takes a non-singleton action.

e From state B where 7* takes action PublishPath({q},C(B)) which is not non-singleton,
consider a coupling between the game (X;*);>o which starts at Xj* = B and the game
(X})i>0 which starts at X = (A) such that the attacker mines the t"* block in (X;*);0
if and only if the attacker mines the ¢ block in (X;);>o. To be precise, the coupling
is such that block 0 in (X;):>o is block C(B) in (X;*)i>0, block 1 in (X):>¢ is block
q in (X;*)i>0, and any other block b in (X} )0 is block ¢ + (b — 1) in (X );>0. Then,
let 7**(X;*) be the same as 7*(X}") except with the appropriate renaming over blocks
until the first time step 7 such that 7* capitulates from X* to B;. At such 7, 7**

capitulates from X** to By.

Again, the purpose of formally defining this strategy is to show that 7** may essentially
play the same as 7* except that it capitulates from state B, where 7* plays an action which is
not non-singleton, to state (A). It was important to show that 7* reaches (A) during normal
play against HONEST because otherwise it could have been the case that 7* does something
silly at this state which is not checkpoint recurrent or positive recurrent and we would not be
able to use these properties in the proof to follow. Before we proceed, we must show that 7**
is valid, checkpoint recurrent, and positive recurrent. Since 7* satisfies all these properties
and 7 copies 7* at all states handled by the first bullet point, we only need to show these
properties on states handled by the second bullet point. It is easy to see that because the
function which maps blocks in (X;):>o to blocks in (X;*);>¢ is monotonically increasing, the
fact that 7* is valid implies that 7** is valid. Next, we show that 7** is checkpoint recurrent.
Note that if a block is a checkpoint at X} occurring at a height > h(C(B)), which are the
only heights which may be forked or where a checkpoint may be established by this coupling,

then its corresponding block in X is also a checkpoint. This is shown by using the fact that,
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because this coupling never forks the longest chain at a height < h(C(B)), for any t, the set
of blocks owned by the attacker at at state X, € (X} );>0 is a subset of the set of blocks
owned by the attacker state X;* € (X;*);>o. By the same reason, we have that, for any ¢,
the set of unpublished blocks at state X} € (X} )0 is a subset of the unpublished blocks
at state X;* € (X;*);>0. Still more, for any ¢, the longest path at state X;* € (X;*);>0 is a

subpath of the longest path at state X; € (X} ):>o. Formalizing these statements, we have:

Ta(X{) € Tu(X])
Ua(X{) S UAXTT)

A(C(X])) 2 A(C(X[7))

Then, let P; be a checkpoint at some state X;* € (X;*);>0 with height > h(C(B)), and let
P,_1 be the most recent checkpoint. We want to show that P; is also a checkpoint at state
X/ € (X{)i>0. Let f: N — N be the function which maps a block in (X;);>¢ to a block in
(X7*)i>0, with its inverse f~! defined for C(B)U{q, ¢+1, ...}, and bound to exist because f is

monotonically increasing. As a slight kludge, let f~'(b) = 0 for any b ¢ C(B)U{q,q+1,...}.

[ACCXD)) N (7 (Pien), fHPII N Ta(X))] = [AC(XE)) N (Prey, P N Ta(X]7)]
> [UA(X") N (Picy, B

> UAX7) N (fH (P, P

Here, the first inequality is by the properties over the coupling listed above. The second
inequality is by the definition of a checkpoint at some state X;* € (X;*);>0. The third
inequality is again by the properties over the coupling listed above. Therefore, it is shown
that if a block is a checkpoint at X; occurring at a height > h(C(B)) then its corresponding

block in X is also a checkpoint. Then, the fact that 7* is checkpoint recurrent implies
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that 7** is checkpoint recurrent. Finally it is clear that 7** is positive recurrent because the
expected time until the game (X;*);>¢ capitulates to By from X§* = B is just the expected
time until the game (X/)¢>o capitulates to By from X = (A), which must be finite since
7 is positive recurrent. So, it is shown that 7** is a valid, checkpoint recurrent, positive
recurrent strategy.

To motivate this rather awkward construction, consider the problems we would run into

if we explicitly constructed a strategy that capitulates to (A) and copies 7* thereon, which

might look like the following:
e 7(B) = n*(B) for all states where 7* takes a non-singleton action.

e At state B where 7* takes action PublishPath({q},C(B)) which is not non-singleton,

7 capitulates to (A).

Under this construction, since the only action we would have changed is changing a publish
action to a capitulation and we have assumed 7* to be timeserving, orderly, LPM, trimmed,
opportunistic, checkpoint recurrent, elevated, and patient, then so too would be 7. Addi-

tionally, since we have removed all actions which were not non-singleton by construction, 7

a(l—a)?

(a7 < 2, T Is positive recurrent,

would be non-singleton. We could even show that for

even though it is possible that in capitulating to (A) we have created a loop within the

implicit Markov chain. To show this, we would recall that by Corollary B.33, we know the

a(l—a)?
(1—2a)?

optimal strategy from (2A) given that < 2, which is that the strategy must play
Wait from (2A) until time step 7 = min{t > 3 | |T4(X;)| — 1 = |Tu(X,)|} for Xy = (24)
where the strategy plays PublishPath(|Ta(X,)|,0). Since we have assumed 7* to be an op-
timal strategy, it must play this strategy at (2A). But we know that a miner playing this
strategy from (2A) capitulates to By in finite expected time. So, since (A) transitions to

(2A) with probability «, from which it will not capitulate back to (A), the probability that

7 capitulates back to (A) after starting from (A) would be strictly less than one. Therefore,
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for strategy 7, the expected number of capitulations to (A) after reaching (A) would be
finite. Then, we would use the fact that 7* is assumed to be positive recurrent such that
any state from which the strategy will not capitulate back to (A) must capitulate to By in
finite expected time. Altogether, this shows that from any state, this construction of 7 is

such that @ would capitulate to By in finite expected time and so 7 is positive recurrent.

For C("l(:;“))j > 2 it would be harder to show that 7 is positive recurrent because we cannot be
sure that an optimal strategy capitulates from (2A4) to By without first capitulating to (A).
This aside, ™ would have all of the properties that we may desire. However, the issue with
7 is that we cannot find a way to express the value of any state B handled by the second
bullet to derive a contradiction.

To further understand the goal of the constructed strategy n** which may be obscured

by its awkward construction, consider yet another alternate construction:
e 7(B) = n*(B) for all states where 7* takes a non-singleton action.

e At state B where 7* takes action PublishPath({q},C(B)) which is not non-singleton,
7 capitulates to (A) and copies 7* until (and including) the next time 7* capitulates

to By (at which 7 also capitulates to By).

This actually fails the definition of a checkpoint recurrent and positive recurrent strategy
since at the same state it may take two different actions between two different runs of the
game. That is, suppose that 7* plays PublishPath({6},5) at B = (A, H, H, A, H, A). Then,
the first time the game reaches B, 7 will capitulate to (A). Suppose from here, the game
again reaches B, then this time 7 will play PublishPath({6},5). Clearly, this must fail the
definition of a checkpoint recurrent and positive recurrent strategy since a strategy must be
a function that always outputs the same action given the same state.

These alternate constructions reveal what we intend for 7* to behave like; any awkward-

ness in the construction of 7** is just so that it may type check as a strategy and so that
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the value of the state can be expressed. In some sense, 7** basically “tapes” together two
runs of the game so that in the first run it is definitely non-singleton and in the second run
it may simply follow 7%, where it may ultimately end up taking a non-singleton action.
Now, we are able to finally derive the contradiction. Now, consider the reward to 7**
from a state B handled by the second bullet point in its definition. Due to the coupling, we

must have that V7 ,.(B) = V1. ((A)). Furthermore, since \* = REV(7*, ), we have:

e (Bo) = 0= Vi ((4) = (1= a)(Va. (H)) = X) = eV ((4)) = (1 — )X

= Vax (4) =1 (152)

PoS

However, for \* > «a, which must be the case for our assumption that a > o' °> and 7* is an

optimal strategy for «, we have A* = REV(7*, @) > «a such that

A1) = (1 ) = Asetoetalt _ Xa g (L) 1o X
Recall that, as previously derived, VZ::\* (B) =1— A\*. So, we can chain together the derived

equalities and inequalities to get

sk

o (B) = Vi ((4) = X (15%) > 1= X" =V .(B)

So, we find that V7 ,.(B) > VI ,.(B). However, since we have assumed that 7 is an optimal
positive recurrent strategy and A\* = REV(7*, a), this contradicts Lemma B.9 (Bellman’s
Principle of Optimality) and so we conclude that 7* cannot be optimal. In turn, this means
that such an optimal strategy which is timeserving, orderly, LPM, trimmed, opportunistic,
checkpoint recurrent, positive recurrent, elevated, patient, and thrifty must also be non-
singleton and the proof is complete.

Note that for at* < 1/3 < a, the proof could be simplified by instead letting 7** copy
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7 everywhere 7* takes a non-singleton action and virtually capitulating to (A) and playing
SM everywhere 7* takes an action which is not non-singleton. The reason we may do this
for af*S < 1/3 < a is because we explicitly know strategies where V, ((A)) > 1 — X over this
range of a, whereas for o < a < 1/3 such strategies are bound to exist but might not
necessarily be known. Note that the choice of 1/3 and SM are arbitrary and may be replaced
by any known upper bound to a°S and a positive recurrent strategy which outperforms the

honest miner at this upper bound respectively. O
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F Omitted Proofs from Section 6

Proof of Corollary 6.5. Let B be a state. The proof is by induction on N, the length of
the sequence minus one. The base case is N = 1. Let a; € [A(C(B))] and let B{ be the

aj-capitulation of B. Then, by Lemma B.27, we have

Va(B) < Va(Bi) + TA(BOa B ) B07 ‘|‘ Z Pl" G TA( 7') | XO = B] - )‘>

= Va(B)) + ra(Bo, B}) — r(Bo, B) — axA + > _Pr[H;(X.) € Ta(X;) | X, = B]

=1

= Va(BY}) + (B, Bf) — r(Bo, B) — A + Y Pr[Hy(X;) € Tu(X,) | Xo = By

= Va(B}) + r2(Bo, Bf) = r(Bo, B) — A + > Y Pr[H;(X,) € Tu(X,) | Xo = By

i=1 j=1

= Va(BY}) + ra(Bo, B}) — rA(Bo, B —a1A+Z Z PrH,(X;) € Ta(X;) | Xo = Bi_|]

= Va(BY) + rA(Bo, By) — rA(Bo, B —aNA+Z Z Pr[H,(X,) € Ta(X;) | Xo = Bi_|]

Thus, the base case is proven. Now, for the inductive step, assume that the statement holds
for N = k € [h(C(B)) — 1]. Now, we will show that the statement holds for N =k + 1 €
[R(C(B))]. Let (a;)™4 be a sequence such that ag = 0 and for all i < j € [k + 1] we have
a;,a; € [M(C(B))] and a; < a;. Also, let (B})™} be a sequence of states such that B = B
and for all ¢ € [k+ 1] we have B, is the a;-capitulation of B. First, note that the subsequence
(a;)¥_, is such that ay = 0 and for all i < j € [k] we have a;,a; € [W(C(B))] and a; < a;.
Furthermore, the subsequence (B!)%_, is such that Bj = B and for all i € [k] we have B! is

the a;-capitulation of B. Then, by the inductive hypothesis, we have

k a;—a;—1

Va(B) < Va(By) + ra(Bo, By) — ra(By, B —ak>\+z Z Pr[H;(X,) € Ta(X,) | Xo = B._]
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Now, consider By, the ai-capitulation of B. By the definition of state capitulation, a block
that exists at state B exists at capitulated state By, if and only if it can reach height > a;+1.
Then, for any block b in By, block b can reach height h in B if and only if block b can reach
height h — a, in By,.. Next, consider the ag1 —a € [h(C(B)) — ax] = [h(C(B},))] capitulation
of B;. A block that exists at state B, exists at the (ag4+1 — ax)-capitulation of By, if and only
if it can reach height > a1 —ax + 1 in B;. But, using our previous statement, a block b in
By, can only reach height h' > a1 — ai, + 1 if, for some height h that block b can reach in
B, we have ' = h — a. This implies that h = ' + a;, > ax,1 + 1, or that block b exists at
the (ag4+1 — ag)-capitulation of By if and only if block b can reach height > a1 + 1 at B.
In other words, the (axi1 — ax)-capitulation of By, is exactly the ay1-capitulation of B since
induced subgraph is over the same set of blocks in both cases.

So, when we recall that B, is the a; -capitulation of B, we may apply Lemma B.27 to
upper bound state B, using ¢ = ap1 —ap < h(C(By,)) and By, ,, the (a1 — ax)-capitulation
of By:

Ak+1—0k

Va(BL) < Va(Bii1) +ra(Bo, Biyy) = ra(Bo, By) + ) (Pr{Hi(X,) € Tu(X7) | Xo = Bi] = ))

i=1

Substituting this in for V,(B},) as it appears in the inductive hypothesis, we have

Ak+1—0k
Va(B) < Va(Biyy) +7a(Bo, Biyy) = ra(Bo, By) + Y (Pr[Hi(X,) € Ta(X,) | Xo = Bl = A)
=1
k ai—ai—1
+7A(Bo, By) — ra(Bo, B) — agh + Pr[H;(X,) € Ta(X,) | Xo = B]_|]
i=1 j=1

Ap+1—0ak

= Va(Bji1) + 1a(Bo, By) + Z (Pr[H(X;) € Ta(X:) | Xo = Bi] — A)

=1
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Ap+1—0ak

= Va(Bi1) +7a(Bo, Biyy) — (akpr —a)A+ > Pr[H(X;) € Ta(X,) | Xo = By

k ai—a;—1

—7rz(Bo, B) = axA+ ) Pr[H;(X,) € Ta(X,) | Xo = B/_|]
i=1 j=1
ak41—ag
=Va(Bij1) +7a(Bo, Bpyy) — arpd + Y Pr[Hi(X:) € Ta(X,) | Xo = Bj]
i=1

— (B, B)+ Y Y Pr[H(X;) € Tu(X;) | Xo = Bi_|]

=1 j=1
k+1 a;—Qa;—1
= Va(Blch) + 7"/\(307 Bl{c+1> - TA(BOa — Q1A+ Z Z Pr E TA( ) | Xo =
=1 =

Therefore, the statement holds for N = k + 1 and the inductive step proven. So, by the
principle of induction, the statement holds for all N € [h(C(B))] which completes the proof.
[

216

B;_i]



G Omitted Proofs from Section 7

G.1 Omitted Proofs from Section 7.1

Proof of Theorem 7.2. Let B = (17}, ..., cvyy) be a valid state in abbreviated notation with
tp = Zflzl ¢; and h(C(B))-capitulation By. Additionally, let z € N, and let B’, B” € BxA
be states such that tg +1 € Ty(B’) and tg + 1 € T4(B”). Finally, for each of state B’
and B”, let there be an optimal, checkpoint recurrent, positive recurrent strategy that, with
certainty, from this state, eventually publishes all attacker blocks > tp in the same publish
action then capitulates to Bj.

Let these optimal strategies be denoted 7j, and 73, and let their revenues be \* =
REV(7},,a) = REV(7},, ). Note that by Theorem 5.10, we may assume that 75, 75,
are structured. For convenience, denote d = |Ta(B’) \ Ta(B)| — |Ta(B") \ T4(B)|. As an
overview, the proof will couple states B’, B” to separately show V,(B') > V,(B") + d and
Vo (B') <V, (B") 4+ d which implies the theorem.

We first show that V,(B’) > V,(B”) + d by showing that, for strategy 7}, from B”
that achieves value V:’i’l(B” ), there is a related strategy 7 that achieves value V7 ,.(B') =

™

V %ﬁ(B” )+ d. Then, by Lemma B.9 (Bellman’s Principle of Optimality), we know that

07

Va(B') 2 V. (B) = Vi5U(B") +d = Va(B") +d

«

Now, define a game (X}'):>o which starts at XJ = B”. Let 7 be the time such that at state
X Hawr g takes action PublishPath(Q",v!") where Tq(X HA)\ T4(B) C Q”. That is, at
T, m» publishes at least all attacker blocks > tp. Note that 7 is bound to exist by the
assumptions on 7j,. Also note that X” = By by the assumptions on 75,. Note that, since

no blocks in B can reach height > h(C(B)) + 1 and h(C(B")) > h(C(B")), it is clear that

because 75, is timeserving, any block in 74(B) may only be published in the same action
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which publishes attacker blocks > tp. Therefore, for all ¢ < 7, strategy 7}, takes action
Wait at X, T,

Now, define a game (X[);>o which starts at X; = B’ and is coupled with the game (X' );>o
such that for ¢ > 1, the attacker mines block ¢ + 5/ in the game (X]);>¢ if and only if the
attacker mines block ¢t 4t~ in the game (X/');>0. Then, let 7 be the strategy that for ¢ < 7,

plays Wait at state X;""" and for t = 7 plays PublishPath(Q’,v") at state X 1" such that

.« =0

e The published set @) is the set of all attacker blocks > ¢z union the set of blocks in

QY that are < tg. In other words
Q= (@ (T ™)\ Tu(B)) ) U (Ta(X )\ Tu(B))

Additionally, let 7 capitulate from X! to By.

Trivially, it is always valid to play Wait. So, the only action we must check so that 7 is
a valid, checkpoint recurrent, positive recurrent strategy is the action PublishPath(Q",v.).
First, let’s show that the action is valid. Let’s show that v. = v” is bound to exist in the
block tree at state X 4" By the assumption that tp 4+ 1 € Ty(B”) and 7%, publishes all
attacker blocks > t5 at time 7, we know that ¢tz +1 € Q7. Then, by the definition of a valid
action, we know that v < min Q7 < tp+1, which implies that v < t5. So, v exists at state
B and therefore exists at state B’ and XA by extension. To see that v was published
prior to state X "4 and thus exists in the block tree, consider that by the definition of
B” and the assumption that the strategy plays Wait until time step 7, no attacker blocks
exist in the longest chain at X 4" So, v” which is in the longest chain by the assumption
that 73, is LPM must have been created by an honest miner. Then, if v/ was created by an

honest miner at some time step < tg, it is certainly published in the block tree at state B

and by extension B’. So, it is valid for 7 to set v = v’.
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Next, let’s show that Q. C Tu(X ). That is, let’s show that all blocks that #

tries to publish at state X "' are indeed owned by the attacker at state X 74" Clearly,
Ta(XMN\TA(B) C Ta(XH41F). Now, we just need to show that Q7\ (T4 (X, H4¥) \ Tu(B)) C
T (X5 But, this can be rewritten as Q”NT4(B) C Ta(B) C Ta(XM*F). In other words,
QLN (Ta(X MY\ Ty(B)) C Ta(X M%) is also easily shown to be in T4 (X M4'F) because
this only contains blocks that are also in B, which states B’ and by extension state X;HALF
follow.

Since the attacker has not published any blocks at state B’ by definition and 7 does not
publish prior to X T we have U, (X T4) = T, (X H4F) such that Q' clearly only consists
of unpublished blocks, as desired.

As the final step to showing the action is valid, let’s show that v/ < min Q.. We claim
that min Q. = min Q”, which implies the claim since v. = ¢! < minQ? = min@’,. The
proof is by case analysis on the size of Q7 \ (Ta(X,"4")\ T4(B)), the set of blocks in Q”

that are < tg.

o Q! \ (Ta(X MM\ Ty(B)) = 0: Then, Q7 C Tu(X, HF) \ T4(B). But, we also

T

have T4 (X T4) \ T4(B) € Q" by the definition of 7. Then, we have that Q" =

T

T4(X HA)\ T4 (B). Since the first block mined after B is block tp + 1 and tp +

T

1 € Tu(B") C T4(X/"*¥) by assumption, we must have that min Q" = tp + 1.

T

But if @7\ (Ta(X, ")\ T4(B)) = 0, by our construction of Q. we have Q. =
Ta(X Y\ T4 (B). Again, since the first block mined after B is block ¢t + 1 and
tp +1 € Ty(B') C Tu(X ") by assumption, we must have that minQ, = tp + 1.

e ) .
Then, min . = min () and so this case is complete.

o QU \ (Ta(X"4")\ T4(B)) # 0: Then, there is some block b € Q such that b < tp.
Clearly, since Ty (X ")\ Ty (B) is the set of attacker blocks > ¢z, the minimum of Q”

T

is not in T4 (X, ")\ T4 (B). So, the minimum block in @ is simply the minimum block
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in Q7 \ (Ta(X ")\ Ty (B)). But, Q7 \ (Ta(X,H4¥) \ T4(B)) C Q.. Furthermore,
since the only other blocks in @/ are T4(X ")\ T4(B) which all have timestamp
> tp, we know that min Q" \ (Ta(X, ")\ T4 (B)) < min (T (X)) \ Tx(B)), or that

T

min Q). = min Q" \ (T4 (X "4\ T4(B)) = min Q”, and so this case is complete.

T

So, since we have proven both cases, it is shown that min . = min @)” which finally com-
pletes the proof that the action taken at X;HALF is valid.

Now, we want to show that 7’s action at X;HALF is checkpoint recurrent. Namely, the
strategy must not fork a checkpoint and if the strategy establishes a checkpoint with this
action, it must not own any blocks greater than the checkpoint.

Towards the former, although we will prove this later, assume for now that the action
PublishPath(Q’.,v.) is timeserving, such that forking a checkpoint is an actual concern. By
the definition of B, B’, and B” the attacker has no published any blocks at any of these states.
Furthermore, by the assumption on 7, the attacker still has not published any blocks in
the game (X! until X U4 Similarly, by the construction of 7, the attacker still has not
published any blocks in the game (X/);>o until X #4"*. So. the only checkpoints which may
exist at X M4 or X HAF are honest blocks in the longest chain with timestamp less than
the minimum (unpublished) attacker block. In other words, the checkpoints at X 74" are all
honest miner blocks b such that b < min, (X, 7*¥). Similarly, the checkpoints at X 7' are
all honest miner blocks b such that b < min2 (X "*'F). Then, we claim that the checkpoints
at X TA and X HALF are the same, which reduces to showing that the minimum unpublished
blocks in X 144 and XM are equal. Clearly, if some unpublished attacker block exists
at state B, then this is shown since both X 14" and X" follow state B and can never
mine a block with a smaller timestamp than any block mined by state B. If no unpublished
attacker block exists at state B, we at least know that tg+1 € T4(B’) and tg+1 € T4(B")
by assumption, and so the minimum unpublished attacker block for both X;HALF and X HALF

T

will be exactly tp + 1. So, it is shown that the checkpoints at X H4 and X "A" are the
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same. Next, the result that the minimum unpublished block is at most tg+ 1 in turn implies
that there cannot exist a checkpoint at height greater than h(C(B)) at X HAMF or X HALr
since any honest miner block published after B will have timestamp greater than tp + 1.
So, all that remains to be shown is that at X M4 for all i € {h(v.) 4+ 1,...,h(C(B))}, the
block Hi(X;HALF) is not a checkpoint. But, once again, since the attacker has not published
any blocks before X 1 for all i € {h(v.) +1,...,h(C(B))} we have H;(X ") = H;(B).
By the same reasoning, since the attacker does not publish any blocks before X 1AM for all
i€ {h(v")+1,...,h(C(B))} we have H;(X_ ") = H;(B). Together, this means that for all
i € {h(v))+1,...,h(C(B))}, where recall v/ = v", we have H;(X ") = H,(X "4 Now
T, is assumed to be timeserving, so for all i € {h(v”) + 1,...,h(C(B))}, Hy(X 1) will
be forked. But, 7}, is also assumed to be checkpoint recurrent, such that these cannot be
checkpoints. Then, by the result that the set of checkpoints at X 74" and X TA'F are exactly
the same, the result that H;(X TAF) = H;(X U4 for all i € {h(v.) + 1,..., h(C(B))}, and
the result that for all i € {h(v.) +1,...,h(C(B)))} the block H;(X "4'") is not a checkpoint,
we finally arrive at the fact that for all i € {h(v.) + 1,...,h(C(B))} the block H,;(X HA'F) is
not a checkpoint. So, #’s action at X ™ does not fork a checkpoint.

Now, we show that if the strategy establishes a checkpoint with this action, it does
not own any unpublished blocks greater than the checkpoint. First, consider that if the
publish action establishes a checkpoint, then this checkpoint is > v/ because this is the
only range over which attacker blocks are changing from unpublished to published. Now,
we will show the slightly stronger claim that Ua(X.) N (v.,00) = (), or that the attacker
owns no unpublished blocks > v/ after the publish action at X’. Equivalently, we will show
that U, (X H4) 0 (v), 00) € Q.. Clearly, by definition, T4 (X TA¥)\ Ty(B) = U (X TAF) \
Us(B) = Us(X ) N (tg,00) C Q. where the first equality is because the attacker has
not published any blocks prior to X "4, So, now we only have to show that U, (X T4¥) N

(v.,tg] € Q.. But, since X " and X "4 hoth follow state B and have not previously
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published any attacker blocks, we must have Uy (X)) N (v, t] = UA(X ) N (07, L)
Furthermore, 73, is opportunistic and max () reaches finality with respect to 75, since 7,
subsequently capitulates to By such that U, (X T4%) 0 (v”, t5] € Q". Finally, since we have

QI \ (Ta(X;™ )\ Tu(B)) = Q7 N Ta(B) = Q7 NUA(B) = QF NUA(X;™) N (0, 5]

T

we find that

Un(X87) A (0, ] © QAU 11 (0, 5] = QU (Ta (X2 \ Tu(B)) € Q.

T T

where the last containment is by definition of (., which completes the claim that 2/, (X F4)N
(vl,00) C Q). Since 7 owns no unpublished blocks > v/ at X’ and a checkpoint may only be
established over this range, we find that even if 7 establishes a checkpoint with this action,
it does not own any unpublished blocks greater than the checkpoint. Therefore, it is shown
that the action is checkpoint recurrent.

Finally, 7 is easily positive recurrent from B’ since we have assumed 7%, to be positive
recurrent such that 7 is finite in expectation, and recall that the strategy capitulates from
XA o By

In summary, so far we have shown that 7 is a valid, checkpoint recurrent, positive re-
current strategy from B’. Now, we want to show the result that V7 ,.(B') = V;%\Z(B") +d.
Let’s first calculate V;r%\',i(B” ). We know that the first time 7}, capitulates to By is 7, such
that
VaRL(B') = rae (B, X[™0F) e (X197, XY) 4 VIE! (X))

[0}

_ T)\*(B”, X;’HALF) T (X//HALF’ X;’)

T

Then, since the honest miner simply publishes one block to the longest chain everywhere
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they mine between B” and X "' while 7%, plays Wait, this simplifies to

T

VIBU(B") = —|Ty (X5 \ Ty (BY)| A + rye (X108 X7

« T T

Finally, since 73, is assumed to be patient, we know that the action PublishPath(Q,v)

T YT

grows the height of the longest chain by exactly one. Furthermore, since the 7}, has not
published any blocks prior to this state, we know that each block kicked out of the longest

chain belongs to the honest miner. So, we have

e (X195 X = QU = A
— @\ (Ta(Xfipi) \ Ta(B)) U (Ta(X, ™)\ Ty(B) ) | =
= 1QU\ (Ta(Xih0) \ Ta(B)) |+ [Ta(X,57) \ Ta(B)| = X'
— QU (Ta(Xia) \ Ta(B)) |+ | (Ta (X M)\ Tu(B")) U (Ta(B") \ Ta(B)) | =

= QI \ (Ta(Xfiu0) \ Ta(B)) [ + [Ta(X™) \ Ta(B")| + [Ta(B") \ Ta(B)| = X'
Now, let’s calculate Vi/\*(B’ ). By construction 7 capitulates to By at X, so

T (B) = e (B, XH50) oy (X9 XT) 4 VE 1 (X0)

=1y (B/7X7’_HALF> NIp. (X;HALF7 X_:_)

Then, since the honest miner simply publishes one block to the longest chain everywhere

they mine between B’ and X M4 while 7 plays Wait, this simplifies to

T

o (BY) = =T (X \ Ty (B A"+ e (X, X7)

Now, we will show that 7’s action PublishPath(Q",v.) is patient, which will allow us to

T VT

223



calculate 7y. (X HA4" X') easily. The action is such that max Q" reaches finality, so we just
have to show that h(C(X")) — h(C(XH4")) = 1. In other words, we want to show that

h(vh) + |QL] = h(C(X M) + 1. Let’s derive this:

h(vr) + Q)] = h(v)) + 1@
= B) + (@ (Ta(Xit) \ Ta(B)) U (T4 (X0 \ Ta(B) ) |
= h(v}) + Q7 \ (Ta(Xitye) \ Ta(B)) |+ [Ta(X7) \ Ta(B))]
= h(0!) + QU (Ta(Xliaue) \ Ta(B)) |+ | (Ta(X7) \ Ta(B)) U (TA(B) \ Ta(B)) |
= h(©) + QU (Ta(Xfte) \ Ta(B)) | + [Ta (X 5)\ Ta(B)| + [Ta(B') \ Ta(B)
= h(©) + QU (Ta(Xfie) \ Ta(B)) | + [Ta(X,17) \ Ta(B")| + |T4(B') \ Ta(B)|
= h(©) + QU \ (Ta(Xfta) \ Ta(B)) | + T4 (X "55) \ Ta(B")] + [ Ta(B") \ Ta(B)| + d
= h(C(X ™)) +1+d

= h(C(XHAFY)) +1

The first line is because v, = v” and this block is already argued to be present at state B
such that its height must be the same in both games. The second through fifth lines are just
due to the definition of @)/ and simplification. The sixth line uses the fact that the coupling
between the games ensures that |T4(X T\ Ty(B')| = |T4(X 4\ T4(B")|. The seventh
line uses the fact that |T4(B’) \ Ta(B)| = |Ta(B") \ Ta(B)| + d. The eighth line uses the
fact that [\ (Ta(Xfhy,e) \ Ta(B)) | + | Ta(X,H47) \ Tu(B")| + |Ta(B")\ Ta(B)| is already
shown to be the number of blocks published by 73, at X” and so h(v) plus this quantity is
the height that the maximum block in Q" reaches, which must be h(C(X_ ")) + 1 by the
assumption that 7}, is patient. To understand the final line, consider that for any ¢ > 1

the number of honest blocks at any state X, is equal to the number of honest blocks at

state X;HALF plus d. Clearly, any honest miner blocks mined at or before state B exist at
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both states B’ and B”. So, this claims that there are d more honest blocks between states
B and B’ than there are between states B and B”. But, certainly this must be true because
this is the only way that there can be d more attacker blocks between states B and B’ than
there are between states B and B” while keeping the difference between attacker blocks and
honest miner blocks constant. Next, note that since no attacker blocks are published prior
to X AL or X HALF the height in either game at any state up to and including X 74" and
X HALF §g just the number of honest miner blocks in the game. So, we have that

Ty (X8| + d = |T (X, M) = R(C(X M) +d = h(C(XMM))

T T

Now, that we have shown the action to be patient, we can easily express 7y (X 1A% X7)
as the following (where many quantities were already computed in the above derivation so

we will skip steps here):

P (XN XT) = Q1] = X

= Q7 \ (Ta(Xfiaie) \ Ta(B)) | + [Ta(X; )\ Ta(B")| + [Ta(B") \ Ta(B)| +d — '
Finally, we can show that V] ,.(B') = V;r%\'l(B”) +d:

7o (B) = VIEL(B") = —|Tu(X")\ T (B))A° 4 - (X4, X7)

(ST (X Ty (B + e (X7, )

T

= —|T (XM \ T (BN + |Ter (X)) \ T (B") X" +d

T

=d

The second line simplifies using the ry. (X1 X7} and ry- (X 4% X") derived above.

The last line recognizes that |Ty (X M)\ Ty (B')| = |Tu (X ")\ Ty (B”)| by the cou-

T
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pling over the games. Then, since 7 is an arbitrary, not necessarily optimal strategy,
we have VZZ,)\*(B’) < V,(B'). Also, since 7y, is assumed to be an optimal strategy and

A* = REV(7g,, &) we have that V;T%\'i(B”) = V,(B") which gives us
Va(B') > Vi ,.(B) = VIEL(B") +d = Va(B") +d = Va(B') > Vo(B") +d

which completes this inequality. Next, we would show that V,(B’) < V,(B") + d. However,
we argue that the proof of this direction is nearly identical to the above. Actually, nowhere
in the calculate did we use the sign of d, which means that the proof works whether |74 (B’)\
TA(B)| > |Ta(B")\ Ta(B)| or |Ta(B")\ Ta(B)| < |Ta(B")\ Ta(B)|. Therefore, we could
simply swap B’ and B” and run it through the same proof to get V,(B’) > V,(B") +d. So,
it is shown that V,(B’) = V,(B") + d and thus the proof is complete.

As a small detail, in setting X, = B’ and X{| = B” in the games (X]);>0 and (X{');>0, then
immediately transitioning to X, 14" % B’ or X1 2 B” the above discussion technically
assumes that no publish action is taken at states B’ or B”. To be complete, we would have
to show that any publish action which could be taken at state B’ has an analogous action
at state B” such that the rewards to these actions are related by the equality. But, this is

easy since it follows by the same reasoning as above, and so we omit it for brevity. O

G.2 Omitted Proofs from Section 7.2

Proof of Theorem 7.3. Let

/ / ! !
B = (171 s Cirm1Vje 1o HL A, Con g2V 9y ooy CoVyr)
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be a valid state in abbreviated notation with ¢+ = 22*:1 ¢; and tg = Zf,:l ¢; and t;+ not a

checkpoint. Additionally, let

r / / / /
B' = (a7, - crm17ie 1, A H, Cix 427 125 -+ oY)

identical to B except for v;. and v;.,; swapped. Finally, let there be an optimal, checkpoint
recurrent, positive recurrent strategy with zero probability of ever publishing block #;+ + 1
on block t;+ from state B.

Let this optimal strategy be denoted 7* let its revenue be A\* = REV(7*) = REV(7").
Note that by Theorem 5.10, we may assume that 7* is structured. As an overview, the proof
will couple states B, B" and separately show V,(B) > V,(B’) and V,(B) < V,(B’) which
implies the theorem that V,(B) = V4 (B’).

We first show that V,(B) > V,(B’) by showing that, for strategy 7* from B’ that achieves
value V7. (B'), there is a related strategy 7 that achieves value V] ,.(B) = V1 ,.(B'). Then,

by Lemma B.9 (Bellman’s Principle of Optimality), we know that
Va(B) 2 Vi (B) = Vi (B') = Va(B')

Define a game (X]);>o which starts at X, = B’. Let 7 be the time such that at state
XA takes action PublishPath(Q),v!), where Q) is possibly the empty set, in which case
this is just the action Wait. Additionally, let 7 be the first time ¢ > 1 where 7* capitulates
to By from Xj.

Now, define a game (X});>o which starts at X, = B and is coupled with the game (X/):>o
such that for ¢ > 1, the attacker mines block t + ¢ in the game (X;);>o if and only if the

attacker mines block t+tp in the game (X]);>o. Define a mapping ¢ : N, — N, from blocks
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in X/ to blocks in X; such that

b b {ti ti +1}
o(b) =

200 +1—=0b be {ty, ty +1}

That is, for all blocks which are not the swapped blocks t¢;+ and t;« + 1 in the definition
of B and B’, o is simply the identity function. Then, for the swapped blocks, o swaps
the timestamps on these two blocks, as desired. Also, ¢ is its own inverse, such that o
presents a bijection between blocks in X| to blocks in X;. Then, let 7 be the strategy that
for t < 7, plays at state X" the action PublishPath(Qy,v;) such that v; = o(v}) and
Q: ={0o(q) | ¢ € Q;}. Additionally, let 7 capitulate to By from X.

We want to show that from state Xy = B to state X,, 7 is a valid, checkpoint recurrent,

*

positive recurrent strategy that achieves value to state B exactly equal to the value 7w

achieves at state B’. Towards this purpose, we claim the following:

Claim G.1. Consider the described coupling over (Xi)i>o and (X})t>0, and the constructed

strategy 7. Then, for allt € {0} U [7],

Xi = (V(X0), (X)), Ua(Xe), Un (X), Ta(Xe), T (X2))

and

Xi = ((V(XD), (X)), Ua(X]), Un (X7), Ta(X}), Tr(X7))

we have that
o V(Xy) ={o(v) |veV(X)}

e E(Xy) ={o(u) = o) |u—veEX])}
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o Ua(Xy) = {o(b) | b e U(X])}
o Up(Xy) = {o(b) | beUn(X})}
o Ta(Xe) ={o(b) | b€ Ta(X])}
o Ty(X,) = {o(b) | b€ Ty(X))}
In other words, the state X; is almost identical to the state X| up to a renaming of the blocks.

Proof. The proof is by induction on ¢. The base case is t = 0, where we have Xq = B and
X = B’. We will show that the bullet points are satisfied in a slightly different order than
they appear.

By the fact that no attacker blocks are published when we use abbreviated state notation,
Ua(B) = Ta(B) and Us(B') = Ta(B’). So, bullets three and five are satisfied if Ty (B) =

{o(b) | b € T4(B')}. But, using the definition of o, we have

Ta(B) =Ty ((cmi, . ci*,wg*,l)) U{tis + 1} UTy ((Ci*+2%{*+2, . ct/fy;,))
= Ta ((e1]s s Cimm1¥ie 1)) U{o (=)} U Ta ((Cin g2 Vi 20 -os CoY1r))
={o(b) | b€ Ta((c17ys s cirm1Vie1) ) Y U {o ()} U{o (D) | b € Ta ((Cirs2Vin 90 s V) }
={o(b) | b€ Ta ((c17s-oes Cirm1Vie 1)) U {tix } U Ta ((Cir2Vin 90 s Vi) ) }

= {o(b) | b€ Ta(B)}

Here, the second line is due to how ¢ operates on t;« and ¢;« + 1 and the third line is due to
the fact that o is the identity function elsewhere.

Also by the fact that no attacker blocks are published when we use abbreviated state
notation, V(B) = Ty (B) and V(B') = Ty(B'). Furthermore, by the definition of the honest

mining strategy, Uy (B) = Ty(B) and Uy (B') = Ty(B'). So, bullets one, four, and six are
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satisfied if Ty (B) = {o(b) | b € Ty(B')}. But, again, using the definition of o, we have

Tu(B) =Ty (171, s Cirm1Vie 1)) Ut } U T ((CorgaVieyas oo Cover)
=Ty ((17s s Corm1Vie 1)) U{o(t + 1)} U Ty ((CimgaVin 91 or CoVpr))
={o(b) | b€ Ty ((c17}, -y cir17in 1))} U Lo (tir + 1)} U{o(b) | b € T ((Cir Vim0 o cvy)) }
={o(b) | b€ Ty ((c17]s s Cio1Vie 1)) U {tix + 1} U Ty ((Cim2Vin 9y oor covy)) }

={o(b) | b€ Tu(B)}

All that remains to be shown is the second bullet, or E(B) = {o(u) = o(v) | u — v €
E(B’)}. Once again, since no attacker blocks are published when using abbreviated state
notation and the honest miner uses the well-known strategy HONEST, the only edges which
exist in E(B) are, for all i = {2,...,h(C(B))} the " smallest honest miner block to the
(i — 1) smallest honest miner block and the smallest honest miner block to block 0. The

set of edges E(B') is defined similarly. In other words

E(B)={minTy(B) - 0} U{u = v|v € Ty(B),u =min{b € Ty(B) | u > v}}

E(B")={minTy(B') = 0} U{u = v|v e Ty(B),u=min{b € Ty(B') | u>v}}

The former can be expanded into the following:

E(B) = {minTy(B) — 0}
U{u—=vlve Ty (e, o)), u=min{b € Ty (17, s Ci—17je—1)) | u > v}}
U {ti» = max Ty ((c17]s s Com1Vi 1)) }

U {mln TH ((Ci*+27g*+27 ceny Cﬂ’%ﬁ/)) — tl*}
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Uf{u = v |v €Ty ((CrsaViniar o covy)) s u=min{b € Ty ((Ci+2V}e 490 - cryy)) | u > v}}

= {min Ty (B) — o(0)}
U{o(u) = o(v) | v € Ty (17, ooy cir—17ie1)) s u = min{b € Ty ((c171, o Cir—1Yie 1)) | w > v}}
U{o(ti +1) = o(max Ty ((c17], .., Cis—17i 1)) ) }
U{o(min Ty ((cis0Vie 90 oY) = ot + 1)}

U{o(u) = o(v) | v € T ((cig2Vieyas s V) s =min{b € Th ((Ceg2Vinygs s oY) | w > v}}

Where we have made repeated use of the fact that o is the identity function on all blocks
¢ {t«,t; + 1}. We will quickly show by case analysis that min Ty (B) = o(min Ty (B’)).

Consider two cases on min Ty (B):

e minTy(B) = t;+: Then, min Ty (B’) = ¢;+ + 1 by the relation on B and B’. But, as we

defined o, we know that o(t;« + 1) = t;«, so this case is complete.

e minTy(B) < t;»: Then min Ty (B) = min Ty (B’) since both B and B’ have the same
set of blocks prior to timestamp ¢;«. Since o is the identity function over blocks < t;«,

we know that min Ty (B) = o(minTy(B)) = o(min Ty (B’)), so this case is complete.

Now, using the fact that min Ty (B) = o(min Ty (B’)), we can simplify:

E(B) = {o(min Ty (B')) = o(0)}
U{o(u) = o(v) | v €Ty (17} s i 17fer)) su = min{b € Thy ((e17}s ooy i 17ie1)) | 0> 0}}
U{o(ti + 1) = a(max Ty (17}, - e 17e1)))}
U {o(min Ty ((Ci42V}e 490 - o)) = ot + 1)}
U{o(u) = a(0) | v € T (o 19V ror s oY) st = min{b € Ty ((Cio g2Vl sas -r o)) | 0> v}}
= {o(minTy(B')) = ¢(0)} U {c(u) = o(v) | v € Ty(B'),u = min{b € Ty(B') | b > v}}
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={u—v|u—veEDB)}

Here, the second line simplifies the union of these sets except for {o(t;« + 1) — o(0)} and
and the third line simplifies using the definition of F(B’) given above. Therefore, the base
case is proven.

Now, for the inductive step, assume that the statement is true for some ¢t = k. Now,

we will show that the statement is true for t = k£ + 1. First, we will show that the same

equalities hold over X" and X,M4". Note XA is X followed by some miner mining

a block, then, in the case that the honest miner mined the block, further followed by the
honest miner publishing that block. The same is true for X;4**. Let’s consider the two
cases over who mines block & + 1+ ¢p.

First, let k+1+tp € Ty(Xpy1) (<= k+ 1+t € Ty(X; ) by the coupling). Then,

we have

TREE(X;) = (V(Xp) U{k+1+tp}, E(Xx) U{k + 1+t = C(Xy)})

TrReEE(X, 7)) = (VX)) U{k +1+tp}, BE(X) U{k + 1+t — C(X})})

X = (TREE(XEN), Ua(Xn), Un (X)), Ta(Xy), T (X)) U {k + 1+ t5})

XU = (TRER(XI™), Ua (X)), Ust (X7). Ta(X7), T (X{) U {k 1+ 15 )

Then, by the inductive hypothesis we can show each equality in the claim:

o V(Xi") = {o(v) |ve VX))

VXN = V(X)) U{k+1+tp}

={o) |veV(X)}U{o(k+1+tp)}
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={o(v) [ve V(X)) U{o(k+1+15)}}

= {o(v) |ve V(X))

o BE(XIN") = {o(u) = o(v) | u = v € BE(X;!4*")}: As a notational convenience, let
function A’(b) and A'(b) be the ancestors and height of a block b respectively in the game
(X})i>0. First, consider that, by the inductive hypothesis, A(o (b)) = {o(q) | ¢ € A'(b)}.
This is because an edge u — v exists in F(X},) if and only if edge o(u) — o(v) exists in
E(X%). So we can apply the o function to each block in X; in the directed path from b
to the genesis block, which defines the ancestors of b, and obtain the ancestors of o (b)
in Xj. Since height is defined by the number of ancestors a block has, this tells us that
h(o(b)) = Rh'(b). This also holds for the longest chain, or h(c(C(X}))) = W (C(X})).
Then, we must have h(C(Xy)) = R/(C(X})). But, since 7* is timeserving, at any
state X, there is a unique block with height h'(C(X})). We have already argued that
h(o(b)) = h'(b), so a unique longest chain in X implies a unique longest chain in Xj.
Therefore, since block o(C(X]},)) achieves height h(c(C(X},))) = W(C(X},)) = h(C(X})),
it must be that o(C(X})) = C(X;). That is, o(C(X})) must be the unique longest

chain at X}.

Now, we can show the result on the edges at X}

E(XIMN) = B(Xy) U{k+1+ts — C(Xp)}
={o(u) = o) |u—veEX,)}U{olk+1+tp) = C(Xy)}
={o(u) = o) |[u—veEX)}U{o(k+1+1tp) = o(C(Xy))}
={o(u) > o) |u—veEBX,)U{k+1+tg—C(X},)}}

={ou) » o) |u—ve E(X,;EIF‘}LF)}
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o Ua(XiH") = {o(b) | b € Ua(X;TH™)}:

Ur(XINT) = Ua(Xi)
={o(b) | b e Ua(X})}

= {o(b) | b € Ua(X15)}

o Up(X{") ={o(0) | b€ U (X1}

U (XN = U (Xi)
={o(b) | b e Un(X})}

= {o(b) | b € Un(X,[4")}

o Tu(Xi") = {o(d) | b€ Tu(X5™)}:

Ta(XPN") = Ta(Xk)
={o(b) | b€ Ta(X})}

= {o(b) | b€ Ta(X;14)}

o T(Xi") = {o(b) | b€ Tu(X)}:

Tr(Xph") = Tu(Xp) U {k + 1+ t5}
=Ty(Xp)U{o(k+1+1tp)}
— {o(b) | be Tu(X))}U{o(k+1+1tp)}
— {o(b) | be Ty(XL) U{k+1+1t5}}

= {o(b) | b € Tu(X,14")}
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Now, let k +1+tp € Ty(Xpt1) (<= k+1+1tp € Tu(X;,,) by the coupling). Then,

we have

XM = (V(Xg), B(X3)), Ua(Xp) U{k + 1+ tp}, Un (X)), Ta(Xg) U {k + 1+ tg}, Tu(Xy))

Xt = (VIXL), BOXG)). Ua(X3) U {k + 14t} Un (X5), Ta(X}) U {k + 1+ ts}, Tu(X}))

Then, by the inductive hypothesis we can show each equality in the claim:

o V(Xi") = {o(d) [ b e V(X))

V(XE") = V(X)) = {o(b) [ b € V(Xp)} = {o(b) | b€ V(X))

° E(X,?jfp) ={ou) > o) |u—ve E(X,;I}r/}“)}:

E(X{1") = B(Xy) = {o(u) = o(v) [u—=v e BE(X})} = {o(u) = o(v) | u— v e B(XGH))

o Ua(XiH") = {o(b) | b € Ua(X}H)}:

Ua(XENT) = Ua(Xy) U{k +1+tg}
=Ua(Xp)U{o(k+1+tp)}
={o(b) |belUa(X})} U{o(k+1+1tp}
={o(b) |belUs(X})U{k+1+1tp}}

= {o(b) | b € Ua(X5)}

o Uny(XPMT) = {o(b) | b € Unr(XH4")}: This proof is identical to that in the case of

k+1+tg € TH(Xk+1)
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o Tu(XiH") = {o(b) | b € Tu(X5™)}:

Ta(XGH") = Ta(Xe) U{k + 1+ tp}
=Ta(Xp)U{o(k+1+1tp)}
={o(b) |beTa(X,)}U{o(k+1+tp}
={o(b) |beTa(X,)U{k+1+1tp}}

= {o(b) | b€ Ta(X1)}

o Tu(Xi") = {o(b) | b€ Tu(X1)}:

Ty (Xify") = Tu(Xi) = {o(b) | b € Tu(X})} = {o(b) | b € Tu(X,5)}

So, it is shown that XHAF and X HA' are related by the same equalities as Xj and X,
whether the attacker or the honest miner mines block k+1-+¢5. Now, we want to show that
PublishPath(Qy11, vk+1) is a valid, checkpoint recurrent action at state X ™* that yields
state Xjp41. Then, we will finally show that if 7*’s action PublishPath(Q),,v},,) at state
X ,;IELF yields X, then X, and X;_ | are related by the equalities in the claim.

First, we will show that vj41 = o(v}, ;) is bound to exist in the block tree at state X *.
Since we have shown that V(XHAF) = {o(v/) | o' € V(X H4)}, this reduces to showing
that v, , € V(X H4). But, this clearly must be true or else it contradicts the validity of
m™’s action at XA,

Next, we will show that Qi1 C Ua(X ,?ffF) From the definition of Q.1 and the fact

that Q. C U+(X;14") in order for s action to be valid, we have

Qrr1 = {0(9) [ 4 € Qiyr} S {0(9) | ¢ € Ua(XITT)} = Ua(XGTTY)
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so this is shown.
As the final step to show that the action is valid, let’s show that vy, < min Q1. Since
o(b) > b for all b # t;« + 1 and we know that ;- + 1 ¢ @, since t; + 1 ¢ Ta(X,145), we

can write

min Q41 = min{o(q) | ¢ € Q;H-l} = o(min Q;H-l)'

We can also show that o(v,,,) < o(min@)_,). Clearly, by the validity of 7*’s action, we
have v, < min @) ,,. Since o is the identity function everywhere except {¢;-,%;- + 1}, the
only problems we may have in showing o(v;,,) < o(min @), ,) is if vj,; € {t;,t + 1} or
min Q) € {t;-, ¢ +1}. We have already showed that min @}, # t;- + 1 since the attacker

does not own this block at X,M14'*. So, we are left with six cases:

o v & {ti,ti + 1}, min Q) # t;»: Then, o is the identity function and o (v} ) =

, o o . .
V1 <min @), ; = o(min Q) ), so this case is complete.

o v & {ti,ti» +1}, min Q) , = t;»: Then, we have o(v}_,) = v;,, and o(min @} ) >

min Q) such that o(vy ;) = v, <min Q) ; < o(min @} ,,), so this case is complete.

/ o . / . / / . ’ o
® v, = ti, minQy,, # t;=: Then, we have o(v,,,) > v, and oc(min@},,) =
min @, ,,. However, since vj_ , = t» < min@),, and min @, cannot be t; + 1
by the discussion above, we must have min @}, > t+ + 1. So, we find o(v;,,) =

tie +1 <min @), = o(min@Q},,). Thus, this case is complete.

® v, = ty, minQ),, = t: This case cannot occur because 7 is assumed to be valid

such that ¢;» cannot exist both in the block tree and the unpublished set.

o Vi, = li» + 1, minQ@j,, # ti: Then, we have o(vj,) < v}, and o(min @}, ,) =

min ), ; such that o(v}_,) < v, <minQ}, = oc(min Q) ), so this case is complete.
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/ 4 . ’ . . ’ . / .
® v, =1ly+1, min@)_ , = t;: This case cannot occur because v, ; > min ()}, ;, which

cannot be true for a valid action.

Therefore, in all cases, we find that o(v;,,) < o(min@},,) which implies that vy, =
o(v},11) < o(min@Q}_,) = min Qx4+ and thus concludes the proof that at state X}, the
action PublishPath(Q1,vk+1) is valid.

To show that the action PublishPath(Qy+1,vk41) is checkpoint recurrent at state X EﬁfF,
we have to show that it does not fork a checkpoint and that, if it establishes a checkpoint,
the attacker owns no unpublished blocks greater than this checkpoint. Recall that we have
already shown that for any block b € V(X}I*), we have k(o (b)) = F'(b) such that h(vgq) =
h(o(vy,,)) = h'(v},;). Also, we have already shown that h(C(XFAF)) = h'(C(XH4)).
Then, since we have assumed 7* to be timeserving and clearly have |Quy1| = |Q} 4| by

definition, the action PublishPath(Qg+1, vg+1) must also be timeserving, since max (x4 must

reach height
(k1) + Quia] = B (V) + Q' + 1] > 1(C(XE)) = MC(XGH))

So, the action may indeed fork blocks. Additionally, since we know that vy, € A'(C(XH4))
by the assumption that 7* is LPM and we have previously shown A(o (b)) = {o(q) | q €
A'(b)} and C(XPMF) = o(C(X,14'7)), we can easily show that vy, € A(C(XFAY)):

Uit = (Vi) € {0(g) | ¢ € A(CXET))} = A (CXE) = ACXT))

This allows us to claim that A(vg41) € A(C(XFF)). Now, consider the blocks forked by

this publish action. In particular, it forks blocks A(C(X}IN")) \ A(vgs1). However, using
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previously derived facts, we can simplify this to

ACXE )\ Alvrr) = A(o(C(XGEN) \ A0 (vh41))
={o(@) | q € AN\ {o(a) | g € A'(vipr)}

={o(g) | ¢ € A(CXI))\ A'(vh4)}

But, A'(C(XH4))\ A’ (v}, ) is exactly the set of blocks forked by 7*'s action. So, this result
states that the blocks forked by 7’s action are the same as those forked by 7*’s action up
to a renaming. So, we want to show that o(q) is a checkpoint at X EﬁfF if and only if ¢ is a
checkpoint at X ,;E‘}LF. Then, we could suppose for contradiction that PublishPath(Qy+1, Vk+1)
forks some checkpoint o(g). This would mean that 7 forks ¢ € A'(C(XH4™)) \ A'(v}..,),
where ¢ is a checkpoint. But, we have assumed 7* to be checkpoint recurrent such that this
would be a contradiction and so it would be shown PublishPath(Qy1,vg11) does not fork a
checkpoint.

Towards showing that o(g) is a checkpoint at X'** if and only if ¢ is a checkpoint at
X ,;IELF, first consider that since 7* is opportunistic, if it establishes a checkpoint, then it
subsequently capitulates to By. So, we know that 7* may only establish a checkpoint at
time t = 7. Yet, we have k + 1 < 7 so the only checkpoints that may exist at X;ﬂ‘i“
are those which also existed at B’. Furthermore, since we know that the attacker has not
published any blocks at B’ and the attacker’s minimum unpublished block at B’ is at most
t;«, no block > t;« can be a checkpoint at X ,’f}r‘}“ Since the mining sequences prior to t;« are
the same in B and B’ and o is the identity function over this range, these states must have
the same set of checkpoints prior to ¢;-. Then, looking at state B, by the same logic there
cannot exist a checkpoint > t;« + 1. Also, block ¢;+ in B is not a checkpoint by assumption,

which means that in fact no block > t;« can be a checkpoint at B. Therefore, states B, B’,

and X ,;IELF have the exact same checkpoints. Now, to complete the proof of the claim on
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checkpoints, we just have to show that no checkpoint was established in (X;);>¢ between B
and X ,ﬂ‘ffF The proof is by contradiction. Suppose that some checkpoint was established
between B and X}'** and consider the first such checkpoint v = o(v’) for some v'. Since
actions by 7 were already shown to be timeserving, honest blocks in the longest chain which
are not checkpoints at B will never be checkpoints at any subsequent state. This says that ¢;-
cannot be a checkpoint at X Eﬁ“ such that v # t;+ or equivalently v’ # t;« + 1. Then, denote
state X, for ¢ < k + 1 to be the state directly following the action which established this
checkpoint and denote P,_; to be the most previous checkpoint to o(v’). By the discussion
above, prior to establishing this checkpoint in (X});>0, the most recent checkpoint in (X;):>o
and (X[);>o must be the same and must be < ¢;+, such that P,_; = P/, = o(P/_;). Now,

we will directly derive the contradiction by showing that this checkpoint at X Ejlw implies

a checkpoint v’ at X;4"", which we know not to be true. Starting from the definition of a

checkpoint:

|AY(C(Xe)) N (Py, v N Ta(Xe)]
= Ho(a) [ ¢ € {A(CXM) N (PLy, o] N Ta(Xo)}
= o) [a e {ACX))IN{o(a) [ g€ (P, v N {o(a) | g € Ta(X)}
= |A(e(C(Xo)) N{ola) | g € (P, v} NTa(X|
= |A(e(C(XL))) N (a(Py),0(v")] N Ta(X,]
= [AC(X™) N (Pimy,v] N Ta(X))|
> |[Ua(Xe) N (P, v
= {o(q) | ¢ € Ua(Xe) N (P, 01}

= |Ua(X) N (P, 0|

Here, the inequality is by the fact that v is assumed to be a checkpoint. For the fifth line,
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consider that {o(q) | ¢ € (P_1,v']} = (¢(P]_,),0(v")] everywhere except vy, € {t;+, t;» +1}.
We already know that v' # t + 1. For v' = ¢;+, we have that {o(q) | ¢ € (P/_,,v']} =
(o(P_}),0(v)] \ ti. However, t;» ¢ Tx(XHAT) so even in the case of v/ = t;+ it is true that
{o(q) | ¢ € (P, W} N Ta(X) = ((0(Py), o(v)] \ tir) NTu (X)) = (0(PLy), ()] N
T4(XH2F) . So, this line indeed follows. So, it is shown that if v is a checkpoint at X, then
v’ is a checkpoint at X! which is a contradiction and so there must not exist any checkpoints
in XIAI" which do not exist in X,H4"". As previously stated, this implies the claim that
PublishPath(Qp11, vg+1) does not fork a checkpoint.

Now, we show that, if PublishPath(Qg.1,vks1) establishes a checkpoint, 7 owns no un-
published blocks greater than this checkpoint. But, again, we know that o(q) is a checkpoint
at XPAF if and only if ¢ is a checkpoint at X,HA'. So, PublishPath(Qy1,vr41) establishes
some checkpoint o(g), so too does PublishPath(Q) v, ,) establish a checkpoint. Then,
since 7* is assumed to be opportunistic, we know that Q. = Ua (X M) N (v}, 00). We
can use this to show that if PublishPath(Qy.1,vr11) establishes a checkpoint, then 7 owns

no blocks greater than this just-established checkpoint:

Qe ={o(b) [ b€ Qi)
= {o(b) | b € Ua(X,H) N (thy0,00)}
= {o(b) | b € Ua(X )} N {0 () | b € (vhir,00)}

= Us(X51) N {o(0) [ b € (vh44,00)}

Here the third line is due to the fact that o is invertible. Now, consider that (o(v, ), 00) =
{o(b) | b € (v}, 4,00)} everywhere except vy, = t+ + 1. So, if vj,; # ¢ + 1, we have the

following, which shows that this action is opportunistic and so @ does not own any blocks
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greater than this just-established checkpoint:

Qua1 = Ua(X{1") N{o(b) | b € (vhyy,00)}
= Ua(Xi31") N (0 (Vg 00)

= U (X)) N (Upg1, 00)

On the other hand, if vj_; =t + 1 we have {o(b) | b € (t;- + 1,00)} = (ti,00) \ {ti + 1}

such that

Qi1 = U(XE) N {o (D) [ b € (v)yy,00)}
= Us(XH) N {o(b) | b€ (i +1,00)}
= Ua(X5) N (ot +1),00) \ {tir + 1}
= Ua (X5 N (tie, 00) \ {tr + 1}

= Ua(X) N (e + 1, 00)

So, showing that this case is opportunistic reduces to showing that, if this action establishes
a checkpoint, this checkpoint is some block > ¢;« + 1. But, recall that o(q) is a checkpoint
at XM if and only if ¢ is a checkpoint at X ,;IELF Furthermore, all blocks published by 7*
at state X141 are > t;. + 1 by virtue of v}, = t;« + 1. So, if 7* establishes a checkpoint in
this publish action then this new checkpoint is some block ¢ > ¢;« + 1. Then, since o is just
the identity function over this range, we know that the checkpoint established at X ,?ﬁfF is
some block o(q) = ¢ > t;« + 1. Thus, since 7 publishes all unpublished blocks > ¢;« + 1, it
certainly does not own a block greater than the just-established checkpoint. This completes
the proof that the action PublishPath(Qy1,vk+1) is checkpoint recurrent at state X EﬁfF

In summary, we have shown that 7’s action at state X" is valid and checkpoint re-

current. Now, we proceed to show that state X1, which follows 7’s action at state X EffF,
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and state X}, which follows 7’s action at state X,14'*, are related by the equalities in the

claim. First, let’s express these states.

E(Xk1) = E(XEﬁfF)

U {min Qr1 — Vey1}

U {u—=v|v€ Qri,u=min{qg € Qps1 | q¢>v}}
E(Xj11) = B

U {minQ ., — vy}

U {u—>v|v€Q§€+1,u:min{q€Q§€+1|q>v}}

TREE(Xj41) = (V(X;N") U Qpt1, E(Xki1)})

TREE(X} ;) = (V(XE) U Qppr, E(Xpi1)})

Xir1 = (TREE(Xjq 1), Ua(XE)\ Qpopr, Us (XHAF), T (XENTY, Ty (X127

Xfor = (TREB(XG 1), Ua () \ Qo Unr (XA, Ta (XA, Tar (X3 )

Now, we can show each equality in the claim using the relation between X Eij and X ,;EIF‘}LF:

o V(Xi1) = {o(v) |ve V(X))

V<Xk+1) = V(Xl?ﬁfF) U Q1
={o(v) | v e V(X1 U {o() |v e Qi)
= {o(v) | v € V(X)) U Qs }

={o(v) [ve V(X))
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o BE(Xpy1) ={o(u) = o(v) |u—v e E(X},,)}: Recall, it has already been shown that

o(min @}, ;) = min Q4 and o(v},,,) = Vg1 by definition.

E(Xin1) = B(XGEY)
U {min Qri1 — Vey1}

U {u—=v|v€Qri,u=min{qg € Qri1|q>v}}

= {o(w) = o(v) |u—ve B(X, 1)}
U {o(min Q;c-s-l) - U(U;c-s-l)}

U {u—=vlve{o(q)|qe€Q}t,u=min{ge{o(d)|d € Qp}|qg>v}}

={o(u) » o) |u—ve E(X,;IELF)}
U {o(min Q) = o(vi)}

U A{o(w) = o(v) [v e Qyypyu=min{g € @iy | 0(¢) > o(v)}}

={ou) » o) |u—ve E(X,;IELF)}
U {o(min Q) = o(vi)}

U A{o(w) = o(v) |veQpu=min{g € @y | ¢ >0}}

={o(u) = o) |u—ve E(X,;IELF)
U {minQy,, — vy}
U {u—=v]veQ,u=min{¢ € Q| ¢ >v}}

={o(u) = o(v) [u—ve E(X;,)}
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Here, the fourth line is due to the fact that @, cannot contain both ¢;+ and #; + 1

such that for ¢,v € @}, we have ¢ > v <= 0(q) > o(v) by the properties of o.

o Un(Xpy1) = {0(b) [ b€ Ua(Xp 1)}

Ua(Xip1) = Ua(XE) N\ Qe
= {o(b) | b € U(X 1) I\ {o(b) | b € Q}iy}
= {o(b) | b € UL(X )\ Qhyr}

={o(b) | b € Ua(Xj11)}
o Un(Xpy1) = {o(b) | b € Un(Xyy1)}:
Usr(Xi1) = Un(XET7) = {o(b) [ b € Un(X5)} = {o(0) | b € Un (X} )}
o Ta(Xy1) = {0(b) | b € Ta(Xp11)}:
Ta(Xp1) = Ta(XEY) = {o(0) | b € Ta(X,)} = {o(0) | b € Ta(Xii0)}
o Ty(Xit1) = {0(b) | b € Tu(Xpy1)}:
Trr(Xi1) = T(XE3H") = {o(b) [ b € T (X3)} = {0(b) | b € Tr(Xipn)}

Finally, the inductive step is shown. Therefore, the statement holds for all t € {0} U [7]

and thus completes proof of the claim.

]

Given, the claim, the rest of the proof is easy. Through the proof of the claim, we have

already shown that 7 is a valid checkpoint recurrent strategy. Furthermore, 7 is easily posi-
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tive recurrent since it capitulates to By at X, where we know that 7 is finite in expectation
by the fact that 7* is positive recurrent. Now, all that remains to be shown is that the value
to state B achieves by 7 is equal to the value of state B’ achieved by 7*. These values can

be expressed as:

T (B) =1 (B, X)) + VI (X)) =7y (B, X)

;TTA*(B,) = TA*(B/a X;) + V;rA(qu—) = TA*(B/a X;)

So, this reduces to showing that r\«(B, X;) = ry+(B’, X!). But, by the claim, since states
X, and X and especially block trees at these states are identical up to a renaming of the
blocks, there must be an equal number of attacker blocks (honest miner blocks) in the longest
chain at X, as there are attacker blocks (honest miner blocks) in the longest chain at X_.
Furthermore, neither B nor B’ have any attacker blocks in the longest chain and there are
an equal number of honest miner blocks in the longest chain at B and B’. Altogether, this
implies that these quantities must be equal, since the difference between attacker blocks
(honest miner blocks) at X, and B must be equal to the difference between attacker blocks
(honest miner blocks) at X and B’. Therefore, it is shown that V7 ,.(B) = VI ,.(B’) and

SO
Va(B) 2 Vi (B) = Vi) (B') = Va(B)

Next, we would show that V,(B) < V,(B’). However, we argue that since o is its own
inverse, the proof of this direction is nearly identical to the above, with the exception of
edges cases on blocks t;+ and t;+ + 1. That is, we would keep all the definitions the same

except for playing 7* in the game (X;);>¢ and an analogously constructed 7 in the game

(X{)i>0-
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In fact, we claim that the only difference between this proof would be the case which
handles vy 1 = t;+ and min Qg1 = t;+ + 1 when showing that o (v, 1) < o(min Q1) as part
of the proof that the action PublishPath(Q}_ ,,v}.,) at state X,114** is valid. On the surface,
it appears that o(vgy1) = ti« + 1 > t;» = o(min Qg1 1). But, by our assumption that 7* does
not publish ;- + 1 on t;+ from B this case actually cannot occur. Indeed, this is one of the
few places in the proof where this assumption would be used.

So, will omit the full proof of V,(B) < V,(B’) here for brevity, though it is nonetheless
true. So, it is shown that V,(B) = V,(B’) and thus the proof is complete.

There are a few final notes about this proof. First, following the example of Ferreira and
Weinberg [4], we don’t need to consider that 7* capitulates to states other than By, because
any strategy which does capitulate to some state other than By can simply be rewritten as a
strategy which does not capitulate to any other states other than By. Second, similar to the
proof of Theorem 7.2 there is a small technicality with this proof. In setting Xy = B and
X} = B’ in the games (X;);>0 and (X!);>0, then immediately transitioning to X;"™" £ B or
X MAr £ B’ the above discussion actually assumes that no publish action is taken at states
B or B'. To be complete, we would have to show that any publish action which could be
taken at state B has an analogous action at state B’ such that the rewards to these actions
are equal and the resulting states are related as described in the claim. But, this is easy

since it follows by the same reasoning as above, and so we omit it for brevity. O
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H Omitted Proofs from Section 8

H.1 Omitted Proofs from Section 8.1

Proof of Theorem §8.1. Let o be the attacker’s probability of mining the next block, 7 be

an optimal structured strategy, and \* = REV(7*, ). Now consider a state By, for x >

l—a—A*"4a)*
a—A*+a*

First, we will show that 7* never publishes block 1. The proof is by contradiction.
Suppose that 7* eventually publishes block 1. More specifically, for game (X;);>o with
Xo = By, let the strategy publish block 1 at state X" with action PublishPath(Q.,0).
Note that the block being published on must be block 0 because this is the only block that
block 1 may be published on. Since 7* is timeserving, when it publishes block 1, it must fork
all blocks in the longest path at XA except for block 0. Since 7* is checkpoint recurrent,
no checkpoint may among these forked blocks, such that block 0 must be the only checkpoint
at XHA¥ By the same reasoning, at X, the longest path is simply Q.. Then, since 7* is
orderly, @, must be the |@,| smallest unpublished blocks that can be published on block 0

such that the attacker owns no unpublished block < max @), at X,. Therefore,

[A(C(X7)) N (0, max Q-] N Ta(X7)| = |Q- N (0, max Q-] N Ta(X7)]
= ‘Qﬂ'l
>0

= |Us(X;) N (0, max Q)|

which witnesses that max (), must be a checkpoint. So, it is shown that if 7* ever publishes
block 1, then it necessarily creates a checkpoint with this publish action.
Then, since 7* is opportunistic, if a checkpoint is established at X, then 7* capitulates

from X, to By such that V;r:\*(XT) = 0. Therefore, we can easily calculate the reward to
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this action:
e (XY = e (X X0) + VI (X)) = e (XA, X))

To express 7y« (XHAF X ) let there be £4 attacker blocks and £5 honest miner blocks in the

longest chain at XH*. So,
e (XM X0) = Q| (1= A7) = (a(l = A7) + L (=A7))

Now, consider an alternate strategy 7 at XA which instead waits until the first time

7' > 7 such that
[ Ta(Xe )\ Ta(X7)| + (x = 1) = [Tp(Xo) \ T (X)|

then takes action PublishPath((Q, \ {1}) U (Ta(X) \ Ta(X,)),z + 1) at state XE*'" and
capitulates to By. That is, 7/ is the first time after 7 such that the honest miner has mined
x — 1 more blocks than the attacker between X, and X,/. So, 7 essentially selfish mines on
the blocks in excess of those needed to publish on = + 1 at X,. Let’s quickly show that 7 is
valid, checkpoint recurrent, and positive recurrent.

Clearly, all blocks in (@, \ {1})U(T4(X,/) \ T4(X;)) are unpublished blocks owned by the
attacker at X,.. That is, blocks Q. \ {1} are unpublished at XH*'¥ by virtue of 7* trying to
publish these blocks at X™A" and 7 playing Wait until 7/. Also, blocks (T4 (X)) \ Ta(X,))
are unpublished at XFA" because 7 plays Wait from X7 (inclusive) to X5 (exclusive).
Also, we know that all blocks in this set are greater than x + 1 because the only block owned
by the attacker which is not greater than x+1 is block 1, which is not in the set by definition.
So, the action is valid.

Next, we have already shown that there are no checkpoints at XA aside from the
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genesis block. Between X1 and XHAY only honest miner blocks will be published. But,
an honest miner block only becomes a checkpoint if it is published on a checkpoint and these
honest miner blocks are certainly not published on the genesis block since the genesis block
cannot be the longest chain for any state following XH**. Therefore, no further checkpoints
are established between XHA" and XHAM . Therefore, #’s action cannot fork a checkpoint.
Next, we will show that the action is opportunistic, which implies that, if 7 establishes a
checkpoint, © does not own any unpublished blocks greater than this checkpoint. We already
know that Q, = Ua(XMA) N (0,00) = U (XA since the action PublishPath(Q.,0) at
XHALF g opportunistic and establishes a checkpoint. Additionally, since 7 waits between

XHAE and XEAF we know that
(T (Xo) \ Ta(X,)) = Us(XI) \ 2y (XH07)
So, we have

(@ \ (1) U (Ta(X2) \ Ta(X,)) = @a(XI¥)\ {11) U (Ua(XEV) \ 2 (X10))
= Un(XB)\ {1}

= Us(X™) N (2 +1,00)

Here, the last line follows because the attacker does not own any blocks in (1, z + 1]. So, the
action is opportunistic and thus it is shown that, if & establishes a checkpoint, 7 does not
own any unpublished blocks greater than this checkpoint. This completes the proof that 7
is checkpoint recurrent.

Trivially, 7 is positive recurrent because the expected value of 7/ is finite by a coupling
with a random walk, a proof technique we have used several times before.

So, 7 is shown to be a valid, checkpoint recurrent, positive recurrent strategy. So, let’s
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calculate the value of this strategy from XA, From XHALF to XEALF there is a reward from
the honest miner publishing blocks they mine. The value of XE*'" is the same as By, which
is just 0. So, all that remains is the reward from X" to X,. Let’s show that the action
at XHAF is timeserving, such that all published blocks immediately enter the longest chain.
Let Q- = (Q,\ {1}) U (Ta(X)\ Ta(X,)) be the set published by 7 at XH*F. Then, we
have to show that h(max Q,/) > h(C(XHAL)):

h(max @) = h(z + 1) + |Q+|
= h(z+1) + [ (Qr \ {1}) U (Ta(X+) \ Ta(X7)) |
= h(z 4+ 1) + Q- \ {1} + [Ta(X7) \ Ta(X)|
= h(z+1) +[Qr| = 1+ [Tu(Xr) \ Ta(X;)|
=z + Q7| = 1+ [Tu(Xr) \ Ta(X;)]
> @+ h(C(XTM)) = 1+ |Ta(Xr) \ Ta(X5)]
=2+ h(C(XI™) = 1+ |Tu(Xo) \ T (X;)| = (z = 1)
= h(C(X™)) + |Tu(Xo) \ Tu(X-)]

= h(C(X*))

Here, the first five lines are simplifications. The sixth line uses the fact that |Q,| >
h(C(XHAYY)) in order for m*’s action to be timeserving. The seventh line is by the defi-
nition of 7/. The eighth line is simplification. The ninth line uses the fact that since only the
honest miner publishes between XM and XEA | the length of the longest chain at XH
is greater than the length of the longest chain at XMA" by exactly the number of honest
blocks mined between XM and XHAF. So, since the action is timeserving, it adds Q.|
attacker blocks to the longest chain.

To calculate the reward from XHAY™ to X it will also help to show that x + 1 €
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A(C(XEATY) But, x + 1 € A(C(XHA)) as long as z + 1 € A(C(XHA)) since only the
honest miner publishes between these states, and the honest miner will never fork the longest
chain. So, let’s show that x +1 € A(C(XH*LF)). The proof is by contradiction. Suppose that
T+ 1 ¢ AC(XHMF)). Since z +1 € A(C(B1,)), this means that some subsequent publish
action forked x 4 1 from the longest chain. But, an action can only fork x + 1 if it publishes

* is assumed to be orderly, if it takes some action which

on some block < z + 1. Since 7
publishes on a block < = + 1, then either it publishes the second smallest block owned by
the attacker, min(7'4 \ {1}), or this block is already published. In either case, the second
smallest block owned by the attacker must be a checkpoint following this action. To see why,
consider that, between the first and second smallest block owned by the attacker, exactly
one will be in the longest chain (the second smallest attacker block) and one will be hidden
(block 1), so that a weakly greater number of attacker blocks between the first and second
smallest block owned by the attacker are published in the longest chain than hidden, which
is the definition of a checkpoint. But, this is a contradiction since we have shown that no
checkpoints besides the genesis block must exist at XM Therefore, it is shown that no
action could have been taken which forked block x + 1 from the longest chain prior to XHALF
and therefore z + 1 € A(C(XH*")) such that x +1 € A(C(XH*)). What this buys us is
the fact that the blocks forked by the action at X34 is some subset of the blocks forked by
the action at XM union the honest miner blocks between XHA" and XHA . In particular,
for the same ¢4 and ¢y as defined before the action at XBA"F forks ¢4 attacker blocks and
by —x+ |Tg(X) \ Th(X;)| honest miner blocks.

Altogether, we have

P (XD, X0) = Qe (1= A7) = (Ca(l = N) + (b — 2+ T (Xo) \ Trr(X7) ) (= A7)
= <|QT| -1+ |TA<XT’) \ TA(XT)D(l - )‘*)

— (Ll = A") + (b — 2 + [T (X)) \ T (X-))(=A7))
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Now, we can express the reward of this strategy as the following, by making repeated use

of the linearity of expectation:

e (XY = B (X7, XEA) 4 e (XM, X)) 4 Ve (X))
= E[ra (X7, X2M)] + Efra (X2, X00))
= —E[|Ts (Xo) \ T (X)[|X" + E[ra (X2, X00))]
= —E[| Ty (X:) \ T (Xo)JA" + E[(1Q7] — 1+ [Ta(X7) \ Ta(X-) (1 = A7)
— (Ca(l = A) + (b — 2 + [T (X)) \ T (X7) ) (=A7))]
= E[(1Q7] = 1+ |Ta(Xe) N TA(XA))(A = A7) = (€a(1 = A) + (b — 2)(=A"))]

= (1Q+] = T+ E[|TA(Xe) \ Ta(XA)D(1 = A7) = (a(l = A7) + (€ — 2) (=A%)

We can calculate E[|T4 (X)) \ Ta(X;)|] as the following using a coupling with a random walk,

the details of which will be omitted since this has been used in several previous proofs:

E[|Ta(Xr) \ Ta(X)]] = (z = D (%)
Now, we will show that VI . (XHAF) > Pr (X A):

o () = VI () = (1Q-] = 1+ E[JTa(X0) \ Ta(X) (L = A7) = (€a(l = X) + (b — 2)(= "))
= (1Q7[(1 = X)) = (a1 = X") + Lu(=X")))
= (=1 + E[|Ta(X7) \ Ta(XH)D(L = A7) — 2
= (=14 (z — 1)(:2))(1 — A*) — aA"

>0

Here, the last inequality follows by the assumption on x, as verified by Mathematica [5].

However, by Lemma B.9 (Bellman’s Principle of Optimality), this is a contradiction since
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we have assumed 7 to be optimal. Therefore, 7* will never publish block 1 from state B ,.
In essence, m* may essentially forget block 1 at state B; ,. As a hypothetical, if block 1 did
not exist in the game, then all blocks {2, ...,x + 1} would be checkpoints by definition and
so it would be shown that B; , optimally capitulates to B.

However, we can show that B, , optimally capitulates to By even more formally. Suppose
that the optimal strategy n* ever forks block x + 1 from the longest path. That is, suppose
that the optimal strategy 7* ever publishes a set on some block < x + 1 in the longest
path. Recall that we have already shown that any action which forks block  + 1 from the
longest chain establishes a checkpoint. Therefore, the maximum block in the published set
which forks block z + 1 reaches finality. Now, by the prior discussion, we know that block
1 is definitely not in this published set. So, the published set which forks block = + 1 only
contains blocks > z + 1. But, this is a contradiction, since the strategy 7* is assumed to
be elevated and the maximum block in the published set reaches finality, yet this published
set could have instead been published on x + 1, which is also in the longest path and is
greater than the block that the published set is actually published on. Therefore, an optimal
strategy 7" never forks block z 4 1 from the longest path. Then, x + 1 has reached finality.

In summary, we have shown that an optimal strategy never publishes block 1 and used
this to show that = + 1 reaches finality with respect to an optimal strategy. Then, the miner
may optimally capitulate state to height h(z + 1). But the h(x 4 1)-capitulation is just By,

and thus the claim is proven. O
Proof of Lemma 8.4. In Ferriera and Weinberg [4], it is shown that, for 7 the first time an
optimal strategy capitulates to By,

Vo(Bi1) = Pr[H(X;) € Ta(X;) | Xo = By 4]

Previously, the upper bound of Pr[H(X;) € Ta(X;) | Xo = Bi1] < % is obtained by
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computing the probability that the attacker ever mines one more block than the honest
miner over blocks > 2. We are concerned with the event that the attacker ever mines one
more block than the honest miner over blocks > 2 because the only attacker block which
may be H;(X,) is block 1; this is shown because an optimal strategy is orderly such that
if an action publishes on the genesis block, then this action certainly publishes block 1 and
additionally an optimal strategy is trimmed such that after publishing block 1 on the genesis
block, it will not publish another block on the genesis block. But, the attacker may only
publish block 1 in a timeserving manner if the attacker ever mines one more block than
the honest miner over blocks > 2. Now, by assumption, suppose that an optimal strategy
capitulates from B; , to By. In other words, block 1 is never published if the game reaches
By ;. So, we can now upper bound Pr[H;(X;) € Ta(X;) | Xo = By]| with the probability
that the attacker ever mines one more block than the honest miner conditioned on the game
never reaching B; ;. The rest of the proof calculates this quantity.

Let S; be the event that, following X, = B ;, the honest miner finds the next j blocks
then the attacker finds the (5 + 1) block. Clearly, Pr(Ujeroyun S7) = 1. Then, by the Law

of Total Probability, we can express
Pr(H\(X,) € Ta(X;) | Xp = Bia] = > Pr[Hi(X;) € Ta(X,) | Xo = Buy, S;]1Pr(S))
§=0

Let C' be the event that the attacker is ever able to catch up and publish block 1. Formally,
C is the event that the attacker ever mines one more block than the honest miner over blocks
> 2. Even more formally, C' is the event that for game (X;);>o starting at Xy = By there
is a time ¢ > 3 such that |T4(X;) \ Ta(X2)| = |Tu(Xy) \ Tu(X2)| + 1. Now, consider the
event C conditioned on S;. Recall, C' is the event that there is a time ¢ > 3 such that

| T4(X)\Ta(X2)| = |Tu(X:) \Tu(X2)|+ 1. But, we can use S; to simplify |74 (X¢) \ Ta(X2)|
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and |TH(Xt) \ TH(X2)|

1 Ta(X:) \ Ta(X2)| = [(Ta(Xe) \ Ta(X315)) U (Ta(X315) \ Ta(Xz))|
= |Ta(Xe) \ Ta(Xz45)| + [Ta(Xz45) \ Ta(X2)|

= [Ta(X) \ Ta(Xsy)| + 1

T (X)) \ T (Xa)| = [(Th (Xe) \ T (Xs15)) U (T (X5) \ T (X5))]
= [T (X)) \ Tr (Xs15)] + [T (Xs15) \ Tu (X5)]

=T (Xe) \ Tr(Xa45)| +J

Therefore,

[ Ta(Xe) \ Ta(Xo)| = [T (X)) \ T (X5)| +1
= Ta(X) N\ Ta(Xaij)[ + 1 = T (X)) \ T (Xz45)[ +J + 1

= [Ta(Xe) \ Ta(X315)| = [Tu(Xe) \ Ta(Xz45)| + 7

Also, if event S; has occurred, we know that the time ¢ > 3 which witnesses |T4(X¢) \
Ta(Xo)| = |Tu(Xy) \ Tu(X2)| + 1 is in fact t > 3 4 j. Therefore, event C' conditioned on
S; is the event that for game (X;)i>34; starting at X5 ; is By followed by j honest miner
blocks and 1 attacker block, there is a time ¢ > 3 4 j such that |Ta(X;) \ Ta(Xs4,)| =
|Tr(X:) \ Tu(Xs4+5)| + j. But, then the probability Pr[C' | S;] can be solved by a familiar
coupling with random walks. So, by Lemma B.28 this is Pr[C' | S;] = (%)’

Also, since Hy(X;) can be owned by the attacker only if C' occurs, we have that

PI'[Hl(XT) S TA(X-,—) | X2 = Bl,l)‘s’j] < PI'[C | Sj]
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The other term in the equation above, which is Pr[S;], is easily calculated to be Pr[S;] =
(1 — )’ since this is a geometric random variable which counts the number of “failures”
preceding a “success”, where “success” is cast as the attacker mining the next block, which
occurs with probability a.

Indeed, plugging in these values for Pr[C' | S;] and Pr[S;] and performing the sum recovers

the original probability used to bound Pr[H;(X;) € Ta(X;)| X2 = By .

PI'[Hl(XT) € TA(XT) | X2 = BLﬂ = f:PI’[Hl(XT) € TA(XT) | XQ = Bl,la S]]PI'[SJ]

<3 PrC| S Prls)

Zi(lfa)ju—ava

Now, note that for all 7 > 2 —1, conditioned on the event S;, the game state X, is B 4,
where we have assumed an optimal strategy to capitulate to By and thus Hy(X;) ¢ Ta(X;).
Put otherwise, if S; occurs for some j > x — 1, then in fact Pr[H(X,) € Tu(X;) | Xz =
By 1] = 0. Or, using our notation, Pr[Hy(X;) € T4(X;) | Xo = B11,S5;] =0forall j > z—1.

So, we have
PI’[Hl(XT) € TA<X7—) | X2 == Bl,l} = ZPT[HI(XT> € TA(X7—> | X2 == Bl,lu S]]PI'[S]]
7=0

r—2

= Pr[Hi(X,) € Ta(X;) | X2 = By, Sj|Pr[S)]
j=0
r—2

<> Pr(C | S;|Pr[S)]

J=0
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Therefore,

—_

r—

Vo(B11) < Pr[H{(X,) € Ta(X,) | Xo = By1] < o’
1

J

and so the claim is proven. O

Proof of Theorem 8.6. By the definition of o™, we know that HONEST is an optimal strat-

egy for mining strength af°®

, such that the action it takes at B;, must be optimal. But,
HONEST simply plays PublishPath({1},0) at By o then capitulates to By such that V,res(B; ) =
1= A"

Yet, by the definition of af°®, HONEST is not the unique optimal strategy for mining

PoS

strength o°°. In particular, there must be another optimal strategy which instead plays

Wait at B; and in doing so achieves value

1 — X =V,res(Bro) = a5V, pos (Bag) 4 (1 — %) (Vyres(Br1) — \*)

However, by Corollary B.33, we know that

Varos(Bag) = (2+ (%)) (1= X\Y)

1—2«
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So, we can plug this in to find

1 — \* = oPos (2 + (2 )) (1—=X)+(1— O{POS)(VQPQS(BLl) —\%)

1—2«a

Then, we can plug in \* = max, REV(7, aF*S) = oS and rearrange for V, res(By 1) to get

1 — 3aPoS + (aPoS)2
20F8 — 1

VaPoS (BLl) —

Finally, plugging in the bound due to Corollary 8.5 gives us

1— 3aPoS + (aPoS>2 5 Pos
Vyros(By 1) = [ 900 < Zl(oz )

which we can easily solve to find a"°% > 0.308186. ]

H.2 Omitted Proofs from Section 8.2

Proof of Theorem 8.7. The proof presented here will be similar to the proof of Theorem
8.1. Let #* be an optimal structured strategy and let \* = REV(7*, ). Also, let B’ €
B(—x)A such that B is any state with h(C(B))-capitulation By, Ta(B’) \ Ta(B) = (), and
x > |Ta(B)| — 2. Additionally, let o be the attacker’s probability of mining the next block.

Finally,
Vo e {b' € Tu(B) | (V' =1 ¢ Ta(B)) AV —2¢Ta(B))}

and S = T4 (B) N [b,00), let the following inequality hold:

( — 18]+ (z + h(C(B)) — |S| — h(b— 1))(152a)) (1= X%) = (z+h(C(B)) — h(b— 1))A* >0

259



First, we will show that if 7* ever publishes a block in T4(B), then 7* subsequently
capitulates to By. At a high-level, this property follows from the assumption that x >
|T4(B)| — 2, since this will allow us to claim that, when publishing any block in Tx(B),
sufficiently many attacker blocks are guaranteed to be published to establish a checkpoint.
Then, since a checkpoint is established, by the fact that 7* is opportunistic, the strategy
subsequently capitulates to Bjy.

Now, let’s show this formally. For game (X;);>o with Xy, = B’, suppose that for some
7 > 1, strategy 7" takes action PublishPath(Q.,v,) at state X" which publishes some
block in T4 (B). In other words, @, NT4(B) # . Furthermore, let 7 be the first time step
such that this is true.

First, with this action, at X, the attacker owns all blocks in the longest chain at heights
{h(v;) +1,...,h(X;)}. Additionally, since 7* is orderly and we have assumed that 7 is the
first time 7* publishes any block from T'4(B), we know that at X, any blocks in the longest
path at heights {1, ..., h(v,)} must be owned by the honest miner.

Next, note that blocks in T4(B) may only be published on blocks in

V(XN (Ta(B) U Tr(B)) = V(X)) N T(B) = Ty (B) = V(B)

where the first equality follows by definition of 7 and the second and third equalities follows
by definition of the honest strategy. Then, we know that v, € V(B) such that h(v,) <
h(C(B)). On the other hand, since the height of the longest chain only increases, we know
h(C(XBA7Y) > h(C(B')) = h(C(B)) + x, where the last inequality comes from the fact that =
honest miner blocks are published to the longest chain between B and B’. Finally, since 7*
is patient, we know that the action PublishPath(Q.,v,) increases the height of the longest

chain by exactly one, or h(C(X,)) = h(C(XH4))+1 = h(v,)+|Q,|. So, we can lower bound
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|| the size of the published set:

Qx| = h(C(XZM)) + 1 = h(vr)
> h(C(B')) + 1 — h(C(B))
= h(C(B)) +x +1 — h(C(B))
—a+1

> |Ta(B)| -1

Here, the last line is by the assumption that x > |T4(B)| — 2.

Finally, we know that at X" the most recently established checkpoint v® must be
some block v < v, since only blocks in this range remain in the longest path from XHAM to
X, and 7* is assumed to be checkpoint recurrent such that no block which is in the longest
path at XHA" but not X, may be a checkpoint. We now have enough of an understanding
about the state X, to show that PublishPath(Q).,v.) establishes a checkpoint. Formally, we
will show that max (), is a potential checkpoint, and by definition, a checkpoint exists if a
potential checkpoint exists. Let v € Q, NT4(B), be the block in the published set which is

also in T4 (B). Clearly, b is bound to exist by the definition of 7:

AC(X,)) N (@€, max Q] N Ta(X,)] = @, A (€, max Q,] N Ta(X,)
= Q-]
>x+1
> [Ta(B)| ~ 1
> Ua(B) N (0,)]
> Ua(X,) N (0,0)]

= ‘L{A(XT) N (07 max Q’T”
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> |UA(X;) N (Uc7 max Q]|

Here, the second line follows because we must have @), C Tx(X,) and all blocks in @, must
be greater than v, > v® for this to be a valid publish action. The third line uses our bound
on |Q,| derived above. The fourth line uses the fact that « > |T4(B)| — 2 by assumption.
The fifth line is because b’ € U4(B) by definition of ¥ and so the size of Uy (B) N (0,V'),

which does not include o', must be

UA(B) N (0,0)] < Ua(B)| =1 = |Ta(B)| -1

The sixth line observes that U (X;) N (0,b") = Ua(B) N (0,V), since the attacker can never
mine and hide new blocks in the range (0,5'). The seventh line observes that because the

strategy is orderly and ¥/, max @, € @, it may not own an unpublished block in [0', max Q]

at X,, or [Ua(X;) N[V, max@.]| = 0 such that

|UA(XT) n (07 max Q‘r” = ‘Z/{A(XT) N (07 bl)’ + ’Z/{A(XT) N [b/7 max QTH = ’Z/{A<XT) N (07 b/)|

The final line is by the simple fact that v“ > 0 and shortening the interval over which
we take the intersection with U4 (X;) cannot increase the number of blocks in the result-
ing set. Therefore, it is shown that max (), is a potential checkpoint and so the action
PublishPath(Q,v,) establishes a checkpoint. Then, since the action is opportunistic, it
must include all unpublished blocks past this checkpoint and therefore capitulate to By at
X;.

So far, we have shown that if 7* ever publishes a block in Ts(B) then 7* subsequently

capitulates to By. Let (X})i>0, @r, and v, be defined the same as before. Now, denote the
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set

D={beTa(B)| (V' =1¢Ta(B))A(b-2¢Tu(B))}

The next thing we will show is that min (), € D. The proof is by contradiction. Suppose not.
That is, suppose min @) ¢ D. But clearly since min ), includes some block from T4 (B) and
all blocks in T4(B) are less than any block mined after B, we know that min @, € T4(B).
Therefore, min @, — 1 € T4(B) or min Q) — 2 € T4(B). The contradiction is easier to derive
in the case that min @, —1 € T4(B). Recall Lemma 5.11; since we know that max (), would
reach finality with publish action PublishPath(Q,,v,) and v, € Ty(B) as shown earlier, it
follows that min ), = v, + 1 which implies that min@Q, — 1 = v, € Ty(B). But, this is a
contradiction because we have assumed that min @, — 1 € T4(B).

For the case that min ), —2 € T'4(B), we will derive the contradiction by showing that we
can expand the published set (), to additionally include block min @), — 2; this would place
an additional attacker block in the longest chain while still not forking a checkpoint and so
implies that the original action PublishPath(Q),,v,) was not thrifty, which is a contradiction
since we have assumed 7* to be thrifty. If h(v,) = 0, then we can simply add block min Q. —2,
to the published set without worrying about forking a checkpoint since this doesn’t fork any
more blocks than the original action does. Then, the state that results from publishing this
augmented set has strictly more attacker blocks in the longest path than otherwise would have
been. If h(v,) > 0, then instead of taking action PublishPath(Q.,v,), we could take action
PublishPath(Q, U {min Q, — 2}, Hy(,,)—1 (X*'7)). That is, we could add block min @, — 2
and publish on the node in the longest path at one less height than the node we would
have otherwise published on. By virtue of v, pointing to Hp,,)—1(XF4"), we know that
Hh(vf)_l(XfALF) € Ty (B) since these are the only blocks published at the time v, € Ty (B)

was published and also Hy,,)—1(XF*") < v,. But, recall Lemma 5.11; since we know that
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max (), would reach finality with publish action PublishPath(Q.,v,) and v, € Ty(B) as
shown earlier, it follows that min (@), = v, + 1. Then, min@Q, —2 =0, +1 -2 = v, — 1.

Therefore, since Hy(,,)—1(XH*) € Ty (B) cannot equal v, — 1 € T4(B) we in fact have that

Hpyoy-1(XJM) <o, —1=minQ, —2 < v,

Therefore, action PublishPath(Q, U {min Q. — 2}, Hy(,,)—1(XF*F)) is certainly valid. We
also want to show that this action does not fork a checkpoint. But, since the only additional
block it forks compared to PublishPath(Q.,v;) is v,, we just have to show that v, is not
a checkpoint. But since all attacker blocks less than v, are unpublished at XHF by the
definition of 7 and there is at least one such unpublished attacker block less than v,, which
is min @, — 2 = v, — 1, we know that v, may not be a checkpoint. So, PublishPath(Q, U
{min Q. — 2}, Hy,)—1(XH*F)) is a valid, checkpoint recurrent action that, with respect
to action PublishPath(Q,,v,) kicks out one more honest miner block, block v,, from the
longest chain to place one more attacker block, block min ), — 2, in the longest chain. But,
since we have shown that PublishPath(Q,,v,) is such that max @), would reach finality, this
alternative action witnesses the fact that PublishPath(Q,,v,) is not a thrifty action. This is
a contradiction since we have assumed strategy n* to be thrifty. This completes the proof
that min@Q, € D.

Now, we will show that in fact strategy 7* will never publish any block in T4(B). The
proof is by contradiction and is very similar to the proof of Theorem 8.1. Let (X¢)i>0, @,
v,, and D be as defined earlier, where now, for the sake of contradiction, we are assuming
that such a time 7 exists.

Additionally define S as the set of all attacker blocks in T4(B) which are greater than
min Q,, or S = T4 (B) N [min Q,, c0). We will quickly show that S C Q.. In other words, we

will show that ), contains all blocks in T4(B) which are greater than or equal to min Q.
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Note that at XA by the fact that the h(C(B))-capitulation of B is By and the honest
miner has mined = > 1 blocks since then, ), must contain at least one block not in T4 (B).
But, because 7* is orderly, it publishes the |@,| smallest blocks greater than v, and no
blocks in T4(B) are published prior to XH¥ by the definition of 7. So, the fact that there
is some block in @, not in T4(B) implies that there are fewer than |Q.| blocks greater
than v, in T4(B). Therefore, all blocks greater than v, in T4(B) must be part of @,, or
T4(B) N (vy;,00) C @Q,. But since we must have that min @), = v, + 1, this exactly means
that T4(B) N [min Q,,00) = 5 C Q.

Since we have already shown that 7* necessarily capitulates from X, to By such that

g;* (X,) = 0, we can easily calculate the value of state XHAU:
o (XF) = s (X, X0) + VI (X) = e (X, X)

To express 7y (XHAF X ) we will partition the blocks which are forked from the longest

chain by their height, for reasons that will become clearer later:

e (XIS X ) =
h(C(B))
Z Lo, yera(xy) = La,xmnyer, (x| (1 =A%)
i=h(vr)+1

h(C(B))
| X Lmeeensoon = Laxmnery (x| X
i=h(vr)+1
B(C(XE))
| Dl Lmoerao — Lmoaner,come | (1=
i=h(C(B))+1
R(C(XEN))

— Z Vi, yeru(Xs) — L, (xmmeyery (ximry | A*
i=h(C(B))+1
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h(C(X-))
+ Z Lo, (x)era(xy) — La(xvryer, (xiary | (1 —AF)
i=h(C(XHMF)) 41

h(C(Xy)
- Y lmernx) — Laaepnerg x| A
i=h(C(XHAF)) 41

h(C(B)) h(C(B))
= > 1]a-»-( > -1|x
i=h(vr)+1 i=h(vr)+1

i=h(C(B))+1 i=h(C(B))+1
h(C(X7)) h(C(X7))

oo a-a)- oo x

h(C(XENT)) h(C(XENT))
+ Z 1 - lHi(XHALF)ETA(XHALF) (1 - )\*) - Z _ﬂHi(XHALF)eTH(XHALF) )\*
(ih(C(X;{ALF))H i=h(C(XHALF)) 41

h(C(XI))

= h(C(B)) = h(v;) + Y L= Lgameen, e | + (A(C(X7)) = A(C(XTM))(1 —

i=h(C(B))+1
h(C(XEN))

= h(C(B)) - h(UT) + Z 1 - ﬂHi(XHALF)eTA(XEALF) + (1 - )\*)
i=h(C(B))+1

More simply, any attacker block which reaches a height in (h(v,), h(C(B))] at X, surely
kicks out an honest miner block by definition of 7 being the first time a block in T4(B) is
published and these heights are only owned by the attacker if such a block is published. Any
attacker block which reaches a height in (h(C(B)), h(C(XH*"))] may kick out an attacker
block or an honest miner block, so we are not able to evaluate this directly. Finally, since
the strategy is patient, there is exactly one block which reaches height > h(C(XH*F)) and
this block does not kick out any block.

Now, consider an alternate strategy 7 at X" which instead waits until the first time
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7/ > 7 such that

| Ta(Xe) \ Ta(X7) [ + (M(C(B)) = [S| = h(vr)) = [Ta(Xe) \ Tu(X-)]

then for

QT’ = (QT \ S) U (TA(XT’) \ TA(X7'>)

takes action PublishPath(Q,,h(C(B'))) at state XH*" and capitulates to By. That is, 7/
is the first time after 7 such that the honest miner has mined h(C(B’)) — |S| — h(v,) more
blocks than the attacker between X, and X,/. So, 7 essentially selfish mines on the blocks in
excess of those needed to publish on h(C(B’)) at X,. Let’s show that 7 is valid, checkpoint
recurrent, and positive recurrent.

Clearly, all blocks in ), are unpublished blocks owned by the attacker at X,,. That
is, blocks @, \ S are unpublished at XH*" by virtue of 7* trying to publish these blocks
at XHMF and 7 playing Wait until 7. Also, blocks (T4 (X,/) \ T4(X,)) are unpublished at
XBAF because 7 plays Wait from XHPMF (inclusive) to XHAY (exclusive). Also, we know
that all blocks in this set are greater than h(C(B)) because the only blocks owned by the
attacker which are not greater than h(C(B)) are those in T'x(B), which are not included by
definition. So, the action is valid.

Next, we have already shown that there are no checkpoints at XH*'" at heights > h(v,).
Between XHA" and XHAY only honest miner blocks will be published. But, an honest
miner block only becomes a checkpoint if it is published on a checkpoint and so these honest
miner blocks published between XA and XHAF cannot be checkpoints. In other words,
no further checkpoints are established between XHA" and XHAY and so #’s action cannot
fork a checkpoint.

Next, we will show that the action is opportunistic, which implies that, if & establishes
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a checkpoint, 7 does not own any unpublished blocks greater than this checkpoint. We
already know that Q, = U (XH*") N (v,, 00) since the action PublishPath(Q,,0) at XHAM is
opportunistic and establishes a checkpoint. Additionally, since 7 waits between XA and

XBALE e know that
(Ta(X7) \ Ta(X7)) = Ua(XZM) \ Ua(XM)
So, we have

(Q-\ 8) U (Ta(X:) \ Ta(X,)) = (Ua(XV) 11 (07 00)) \ (Ta(B) N [min Qs 20)))
U (Ua(XB) \ U (X109))
= (Ua (XIS \ UL (B')) U (Ua(XE) \ U (X 050))
= Up (XY \ U (B)

= UA(XE) 1 (R(C(B)), o)

So, the action is opportunistic and thus it is shown that, if 7 establishes a checkpoint, 7
does not own any unpublished blocks greater than this checkpoint. This completes the proof
that 7 is checkpoint recurrent.

To show 7 is positive recurrent, let’s first show that h(C(B’)) — |S| — h(v,) > 0. As long
as this is the case, we will claim that the expected value of 7/ is finite by a coupling with a

random walk, a proof technique we have used several times before:

h(C(B")) = S| = h(v:) = h(C(B)) + z — S| = h(vr)
= h(C(B)) +z = (IS] = h(v))
> h(C(B))+z— (h(C(B))+1)

=z—1
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>1-1

Here, we are using the fact that the h(C(B))-capitulation of B is B;g implies that |S| +
h(v;) < h(C(B)) + 1, else more than one block would be able to reach height > h(C(B)).
Then, the second-to-last line uses the fact that > min{1, |T4(B)| — 2} implies that z > 1.
So, it is shown that A(C(B’)) — |S| — h(v;) > 0 and so this strategy is positive recurrent by
a familiar coupling with random walks.

So, 7 is shown to be a valid, checkpoint recurrent, positive recurrent strategy. So, let’s
calculate the value of this strategy from XA, From XHAF to XEALF there is a reward from
the honest miner publishing blocks they mine. The value of XH!¥ is the same as By, which
is just 0. So, all that remains is the reward from XJ4" to X,. Let’s show that the action
at XJAF is timeserving, such that all published blocks immediately enter the longest chain.

That is, let’s show that h(max @Q,/) > h(C(XHF)):

h(max Q) = h(C(B')) + |Q~|
=h(C(B')) + [ (Q-\ 5) U (Ta(X7) \ Tu(X7))|
=h(C(B') + [ (Q-\S) | + [ (Ta(Xr) \ Ta(X7)) |
= h(C(B) + Q-] = [S| + | (Ta(Xw) \ Ta(X:)) |
= h(C(B") + h(C(X™) +1 = h(vr) = [S| + [ (Ta(Xo) \ Ta (X)) |
= h(C(B") + h(C(X™) +1 = h(v:) = [S] + [ (Ta(Xo) \ Tu (X)) |
— (h(C(B')) = |S] = h(vy))
= hC(XM N + 14 | (Tu(X) \ Tu(X,)) |

= h(C(X™))]
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Here, the first four lines are simplifications. The fifth line uses the fact that h(v,) + |Q| =
h(C(XHA7)) 41 since 7* is patient. The sixth line uses the definition of 7. The seventh line
is simplification. The eighth line uses the fact that since only the honest miner publishes
between XA and XHALY the length of the longest chain at XI*M is greater than the length
of the longest chain at XML by exactly the number of honest blocks mined between X AL
and XBAF So, the action is shown to be timeserving.

Now that we have shown that the action is timeserving, similar to before, to express the
reward ry«(XHA™ X ) we will partition the blocks which are forked from the longest chain
by their height. Note that A(C(B’)) is not guaranteed to be in the longest chain anymore but
all blocks in V(B) are by the assumption that 7 is the first time that the attacker publishes

a block from T4(B):

oy (XSALF’ XT’) —
h(C(B"))
Z ]]-Hi(XT/)ETA(XT/) - ILHi(Xf,‘"‘F)GTA(Xf/“‘F) (1 - )‘*)
i=h(C(B))+1

h(C(B"))
- > lmeemann — Lioopmenycn | A
i=h(C(B))+1
h(C(X7MF))
+ Z ]lHi(XT/)ETA(X.,J) — ]lHi(XE/Amx)eTA(XE/A],];) (1 — )\*)
i=h(C(B'))+1
e )

- Z ﬂHi(XT/)GTH(XT/) - ]lHi(XE,‘“‘"’)ETH(XE,““") A*

i=h(C(B’))+1

h(C(XEMT))
+ Z Lpy(x yera(x,) — ﬂHi(Xf,ALF)eTA(XE,ALF) (1 =A%)
i=h(C(XHAF)) 11

h(C(XEMT))

*

- Z ﬂHi(XT/)eTH(XT/) - :H'H,L(XBXLI')ETH(XE/\LP) >\
i=h(C(XHALF))4+1

270



h(C(X,1)
+ Z Lpy(x )era(x,) — lHi(Xf,ALF)eTA(Xf,ALF) (1 =A%)
i=h(C(XTA)) 41

h(C(X 1))

-

- Z Loy (x,)eru(x,,) — ]lHi(Xf,’“‘")ETH(Xf,‘*"“') A"
i=h(C(XHMr))+1

h(C(B") h(C(B")
= Z —ﬂHi(XE,ALF)eTA(XE,ALF) (1= — Z 1 - ﬂHi(XE,ALF)ETH(X_Ir{;“LF) A
i=h(C(B))+1 i=h(C(B))+1
h(C(XT)) h(C(XT)
+ Yoo =T mener, oo | (1=X7) - o Lymener, oo | A
i=h(C(B’))+1 i=h(C(B'))+1
h(C(XgALF)) h(C(XgALF))
+ oo a-a)- DS Py
i=h(C(XHALF))4+1 i=h(C(XHALF))+1
h(C(X,1)) h(C(X,1))
+ oo a-a)- oo
i=h(C(XHMT))+1 i=h(C(XHMT))+1
h(C(B") h(C(XJ)
- Z 1= Ly (xmpryery (ximry |+ Z b= Ty (o) ey (x )
i=h(C(B))+1 i=h(C(B’))+1
+ (RC(XZM)) = h(C(XT)) + (M(C(Xr)) — R(C(XM)))(1 = A7)
h(C(B") h(C(XJ))
- Z b= T (xmpryery (xpry | + Z 1= Ty (o) ey (xipery
i=h(C(B))+1 i=h(C(B"))+1

+ T (Xe) \ T (X7)[ + (1 = A7)

More simply, since we know the path from C(B’) to C(B) contains only honest miner blocks,
publishing such that C(B’) is reinserted into the longest chain may kick out attacker blocks,

though we are not able to evaluate this directly. Similarly, any attacker block which reaches
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a height in (h(C(B')), h(C(XHA))] may kick out an attacker block or an honest miner
block, so we are not able to evaluate this directly. Since only the honest miner publishes
between XH4 and XHAY we know that any attacker block which reaches a height in
(R(C(XHEA)) h(C(XHEA))] will surely kick out an honest miner block. Finally, we have
shown there to be exactly one block that reaches height > h(C(XH*")) and this block does
not kick out any block.

Now, we can express the reward of this strategy as the following, by making repeated use

of the linearity of expectation:

T () = Bl (X0, XG) e (X X)W (X)]
- E[T‘)\* (XT’ XEALF)] + E[TA* (XBALFa X‘r’)]

—E[Tr(X) \ T (X:)[]A" + Elras (X, Xo)]

h(C(B"))

“E[Tu(X)\Ta(X)X = | D 1= Ly xmmyen, (om
i=h(C(B))+1

h(C(XSMT)

Y 1 baoeencon | BTG\ Ta(X)] + (1 - X)
i=h(C(B'))+1

h(C(B"))

= (E[|T(Xo) \ Tu(X7)[] + 1)(1 = X)) — Z L= Ly, ey ey (xiper)
i=h(C(B))+1

C(XHALF
Z 1 - ]]'H (XH\LF)GTA(XH\LF)

h(C(B"))+1

= (B[|TA(X ) \TA I+ Rh(C(B)) = |S] = h(v,) +1)(1 = \*)

C( h(C(XHALF)
Z 1 - ]]'H (XHALF)GT (XHALF) ‘I— Z ]_ - ]]_Hi(XE/ALF)ETA(XEIALF)
h(C(B))+ i=h(C(B'))+1

We can calculate E[|T4 (X, )\ Ta(X;)|] as the following using a coupling with a random walk,
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the details of which will be omitted since this has been used in several previous proofs:

E[|Ta(X7) \ Ta(X:)l] = (R(C(B)) — |S] = h(v)) (53

As one final intermediate result to showing VI ,.(X["") > VI (X", consider the

following:
h(C(B")) h(C(XFAT))
J— Z 1 — :H'Hz (X‘,I:I/ALF)ETH (XE/ALF) + Z 1 - ]]_Hl_(X‘IIjI,ALF)ETA(XEALF)
i=h(C(B))+1 i=h(C(B'))+1
h(C(XF*T))
- Z 1 - :H_Hi(XEALF)GTA(XEALF)
i=h(C(B))+1
h(C(B")) h(C(XFAT))
= — Z 1 - :H'Hz (X‘,I:I/ALF)GTH (XE/ALF) + Z ]_ - I]_Hi(XE,ALF)ETA(Xi‘[,ALF)
i=h(C(B))+1 i=h(C(B’))+1
h(C(B")) h(C(X*))
- Z 1 - :H.Hi(XE/\LF)eTA (Xg;\LF) - Z ]_ - :H_Hi(X_lr-IALF)ETA(X?ALF)
i=h(C(B))+1 i=h(C(B’))+1
h(C(B")) h(C(B"))
= — Z 1 — :H_HZ_(X:[;\LF)GTH (XEIALF) - Z 1 - :H_Hi(X‘lr-IALF)GTA (X7lj[/\LF)
i=h(C(B))+1 i=h(C(B))+1
h(C(B"))

= Z ﬂHi(XEIALF)ETH(XEiALF) + lHi(XHALF)eTA(XHALF) -2
i=h(C(B))+1
h(C(B'))
= ) 1-2
i=h(C(B))+1
h(C(B'))
— Z -1

i=h(C(B))+1

— — (h(C(B") — h(C(B)))

Here, we have used the fact that for all i € {h(C(B)) + 1,h(C(B’))}, we have H;(XHF) =
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H;(XBAY)) since only the honest miner publishes between XHA and XA such that the
longest chain will not be forked during this time and any blocks in the longest path at XHALF
are in the longest path at XH4". We have also used the fact that 1 Hy (X Ty (x ) +
1y, xmuryer, (xivry = 1 since exactly one of them must be true. Now, for Vi,\*(XEALF) >

)\* (XHALF)

)\ (XHALF) o /\ (XHALF)

= (h(C(B")) - !S\ h(ve) + 1+ (W(C(B)) = |S] = h(vr) (£=5) (1 = A7)

h(C(B' h(C(X74T)
Z 1 - :[]'H (XHALF)eT (XHALF) + Z 1 - ]]_Hi(X‘f—I,ALF)ETA(XiI,ALF)
i=h(C(B))+ i=h(C(B’))+1
h(C(B"))
) ‘I— Z 1 - :I]_Hi(X}_IALF)ETA(X}_IALF)
i=h(C(B))+1

= (h(C(B") = I5] = h(vr) + (W(C(B")) = |S] = h(vr) (555 ) (1 = A7)
— ((C(B)) = h(v,) + (M(C(B")) = h(C(B))))

= (h(C(B")) = I5] = h(vr) + (R(C(B')) = |S] = h(vr) (255 (1 = A7)
— (h(C(B")) = h(vr))

= (=I5 + (R(C(B)) = |S] = h(v:)) (=) (1 = A7) = (A(C(B')) — h(v)) A"

= (=151 + (z + h(C(B)) = |S] = h(min @7 — 1)) (=5))(1 =A%) = (z + (C(B)) — h(min Q7 — 1))A"

>0

The first line is just rewrites these quantities. The second line uses the intermediate result
we just derived to simplify the sums. The third and fourth line is simplification. The fifth
line rewrites hA(C(B’)) = h(C(B)) + « and v, = min @), — 1 so that it looks more similar to
that given in the theorem statement. Since we have already shown that min (), € D, the last

line is by the assumed inequalities, simply substituting b for min ),. However, by Lemma
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B.9 (Bellman’s Principle of Optimality), this is a contradiction since we have assumed 7* to
be optimal. Therefore, 7* will never publish any block in T4(B) 1 from state B’. In essence,
7 may essentially forget blocks T'4(B) 1 at state B’. But, if blocks T'4(B) are deleted from
the game at B’, then the resulting state only honest miner blocks such that these must be
checkpoints. Then, since wen optimal strategy capitulates to the height of the most recent
checkpoint, an optimal strategy capitulates to By and the proof is complete. Another way of
seeing this final result is that if a strategy never publishes blocks T4 (B) from state B’, then
the best it can do is copy an optimal strategy at the state By, (p/), that is, a state which
only has [Ty (B’)| honest miner blocks. But, the optimal strategy at such a state capitulates

to By, which again completes the proof. O]

Proof of Theorem 8.8. Let B’ € B(—x)A such that B is any state with h(C(B))-capitulation
Big, Ta(B') \ Ta(B) = 0, and « > |T4(B)| — 2. Additionally, let o be the attacker’s
probability of mining the next block. Finally, let

[ Ta(B)| — a|Ta(B)| — N|Ta(B)| + aX*[Ta(B)|
T >
a— N+ a\*

We will show that this bound on x implies that

Vo e {b € Tu(B) | (' =1 ¢ Tu(B)) A (V' — 2 ¢ Tu(B))}

and S = T4 (B) N [b,00), the following inequality holds:

( — 18]+ (z + h(C(B)) — |S| — h(b— 1))(1_cga)) (1= X%) = (z+h(C(B)) — h(b— 1))A* > 0

In turn, this implies that it is optimal to capitulate from B’ to By by Theorem 8.7. To
show this, we will first have to lower bound the left hand side of this inequality, which we

will denote f. All of o, \*, h(C(B)), h(C(B’)), and x are fixed. However, |S| and h(b — 1)
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depend on the choice of b, so we can bound these quantities. To determine if we need a lower
bound or an upper bound, we will first have to take partial derivatives with respect to these

quantities:

of ) *
aj5] = 1 (Em) - A7) <0
ahgf— 5~ (FER) =X +AT<0

The negativity of the partial derivative with respect to |S| is due to the fact that %
and 1 — A\* are positive such that this partial derivative is a negative quantity times a
positive quantity. The negativity of the partial derivative with respect to h(b— 1) is slightly
trickier but is confirmed via Mathematica [4] using the known bounds of 0 < o < 1/2 and
a < \* < 2. Therefore, we want upper bounds to both these quantities. Some appropriate

1-a”

choices are as follows:

S| = [Ta(B) N [b,00)| < |Ta(B)]

hb—1) < max h(b) = h(C(B))

The bound on h(b — 1) uses the fact that since b — 1 ¢ T4(B) by the definition of b, it must
be in the longest path at B. Then, the height of some block in the longest path at B is
maximized at the longest chain at B. So, we can use this to lower bound the inequality f

for any b:

f= ( — S|+ (z+ h(C(B)) — |S] — h(b— 1))(&)) (1 =X) = (z+h(C(B)) — h(b—1))\*

> ( = |Ta(B)| + (z + h(C(B)) — [Ta(B)| - h(C(B)))(ﬁO (1= X% = (z+h(C(B)) = h(C(B)))\"
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= (= B+ (o= 1B 50 ) (1= X - o
Since this is a lower bound that does not depend on b, if we find that
(— |T4(B)| + (x — |TA(B)\)(ﬁ)) (I1=X")—zA" >0

then this implies that for all choices of b, we have f > 0 so that Theorem 8.7 tells us it is
optimal to capitulate to By. But, this new inequality is positive exactly under the assumed

bound on z, as solved by Mathematica [5], and so the proof is complete. ]
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I Omitted Proofs from Section 9

I.1 Omitted Proofs from Section 9.1

Proof of Lemma 9.6. Let B' be a state such that B’ € (A,zH)yA for x € {3,4} with
y ¢ {1,z} and B’ is subsequent to state (A, xH,2A) but is not subsequent to any state in

(A,xH)(—1)A. Consider three possible cases on y:

e y = 0: Then, there are no timeserving actions at B’. Clearly, there is no timeserving
action which publishes block 1 since block 1 is at a deficit of x blocks. Furthermore,
there is no timeserving action which publishes some block > x + 1. If there were a
timeserving action that publishes some block > x+1 at B’, then this implies that there
is some time ¢ such that the attacker has mined more blocks than the honest miner
over all blocks greater than t, or |T4(B') N [t,00)| > |Tu(B’) N [t,00)|. But, if this
were true, then the attacker must have mined fewer blocks than the honest miner over
all blocks between x + 1 and ¢ in order for the attacker’s current lead over all blocks
>x+1tobe0,or |[T4(B )N (z+1,t)] < |Tug(B')N(x+1,t)|. But, this last inequality
contradicts the fact that B’ is not subsequent to any state in (A, zH)(—1)A. So, there

are no at-risk blocks at B’.

e 1 <y < x: Block 1 is still at a deficit of x —y > 1 blocks so block 1 cannot be published
in a timeserving manner. So, we only have to show that no attacker blocks > = + 1
are at risk. Consider that the attacker plays Wait. Then, at the next time step, the
attacker has at least a lead of 1 block over all blocks > = + 1. But, if the attacker has a
lead of 1 block over all blocks > x + 1, then the attacker can publish all blocks > x4 1
on block = + 1 to fork the longest path above height h(xz + 1). So, any block that the
attacker owns > x + 1 may still be included in the longest path with probability 1 even

if the attacker plays Wait and therefore there are no at-risk blocks at B’.
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e y > x: Consider that the attacker plays Wait. Then, at the next time step, the attacker
has at least a lead of x blocks over all blocks > =+ 1. But, if the attacker has a lead of
x blocks over all blocks > x + 1, then the attacker can publish all blocks they own to
fork all honest blocks in the longest path. So, any block that the attacker owns may
still be included in the longest path with probability 1 even if the attacker plays Wait

and therefore there are no at-risk blocks at B’.

In all cases, there are no at-risk blocks at B’. Therefore, by Corollary 9.5, the action Wait

is optimal at B’'. ]

1.2 Omitted Proofs from Section 9.2

Proof of Lemma 9.10. Let B’ be a state such that B’ € (A,zH)xzA for x € {3,4} and B’ is
subsequent to state (A, zH,2A) but is not subsequent to any state in (A,zH)(—1)A. Then,
the only at-risk block at B’ is block 1. Therefore, by Conjecture 9.7, if the attacker publishes
any blocks at B’, they necessarily publish block 1. However, since an optimal strategy is
timeserving and PublishPath(T4(B'),0) is the only timeserving action which publishes block
1, if the attacker publishes any blocks at B’, they must take action PublishPath(T4(B'),0),

which completes the proof. O]

1.3 Omitted Proofs from Section 9.3

Claim I.1. For x > 2, let B = (A,zH). If B € B1A s a state which is subsequent to
sate (A,xH,2A) but is not subsequent to any state in (A,xH)(—1)A, then the h(C(B))-

capitulation of B’ is in Ca(Bi ).

Proof. For x > 2, let B = (A,xH). Also, let B € B1A be a state which is subsequent to
sate (A, zH,2A) but is not subsequent to any state in (A, zH)(—1)A. Denote the h(C(B))-

capitulation of B’ as B”. Recall, by Definition B.32, Ca(Bj ) is the collection of states B”
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where

Ca(By) = {B" is a state: A(C(B")) NTa(B") =0,
[ Ta(B")| = [Ta(B1o)| = h(C(B")),

h(C(B")) — capitulation of B" is state By}

We will show that B” satisfies these three properties:

e A(C(B")) NTa(B") = 0: By definition, for any state in B1A, all blocks mined by the
attacker are unpublished. But, if no attacker blocks are published at B’, then certainly
there cannot be any attacker blocks published at B”. Therefore, A(C(B")) = () and so

A(C(B")) N Tu(B") = 0.

o |T4(B")| — |Ta(Bi1o)| = h(C(B")): Since the only published blocks at B” are honest
miner blocks, then h(C(B")) = |Tu(B")|. Now, consider that a block is in B” if and
only if it is > = + 1, since this is precisely the set of blocks which may reach height
> h(C(B)). But, since B’ € B1A tells us that the attacker has mined one more block
than the honest miner over all blocks > = + 1, and B” is precisely the set of blocks
> z + 1, then we know that |T4(B")| = |Tu(B")| + 1. Recalling that |T4(B1p)| = 1,

this completes the claim:

Ta(B")| = [Ta(Bro)l = [T (B")| + 1 = [Ta(Buo)l
=|Tu(B")|+1-1
= [Tu(B")]

= h(C(B"))

e h(C(B")) capitulation of B” is state By o: First, we show that at least one block can
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reach height h(C(B"))+1. Clearly, the attacker can take action PublishPath(Ta(B"),0),
that is, publishing a chain of all attacker blocks at B” on the genesis block.!® Since
we have already shown that |T4(B")| = |Tug(B”)| + 1 = h(C(B")) + 1, this certainly
creates a unique longest chain of length h(C(B")) 4 1. Therefore, by this action, some
attacker block resides at height hA(C(B”)) + 1 and so it is shown that at least one block
can reach height h(C(B")) + 1.

Now, we show that at most one block can reach height A(C(B”)) + 1. The proof is by
contradiction. Assume that more than 1 block can reach height A(C(B”)) + 1. Then
there must be some block b in B” where the attacker owns two more blocks than the
honest miner, of all blocks > b. However, since the attacker owns one more block than
the honest miner of all blocks in B”, this means that the attacker one less block than
the honest miner of all blocks < b. But, this is a contradiction, since this implies that

B’ is subsequent to some state in (A, zH)(—1)A, yet we have assumed B’ not to be.

Since it is shown that the attacker owns at least one block that can reach height
h(C(B")) + 1 and at most one block that can reach height h(C(B")) + 1, then the
attacker must own exactly one block that can reach height h(C(B")) + 1. Trivially,
the honest miner owns no blocks that can reach height h(C(B”)) + 1 since all honest
miner blocks are published in the longest path at heights < h(C(B”)). Therefore, the

h(C(B"))-capitulation of B” is B o, which completes the claim.

Therefore, it is shown that the A(C(B))-capitulation of B’ is in Ca(B ), and so the proof

is complete. O

Claim 1.2. At a state B’ € (A, zH)1A forxz € {2,3,4} that is subsequent to state (A, xH,2A)

but is not subsequent to any state in (A, xH)(—1)A, it cannot be optimal for mining strength

a®S to play Wait.

0Note that we assume all blocks are relabeled when capitulating a state so the use of 0 here means the
genesis block at the capitulated state B” which is not the same as the genesis block at state B’'.
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Proof. Let a = aPS. Let B = (A,xH) for x € {2,3,4}. Also, let B’ € B1A be a state
which is subsequent to sate (A, zH,2A) but is not subsequent to any state in B(—1)A.
Note that the assumptions on B’ imply the following relation, which we will use fre-

quently:
[ TA(B)\ Ta(B)| = |Tu(B) \ Tu(B)| + 1= h(C(B')) — h(C(B)) + 1

Consider the action PublishPath(Ua(B') N (z +1,00),z + 1) at B’. Trivially, this action
is valid by construction. Also, this action is checkpoint recurrent since the only checkpoint
at B’ is the genesis block which is not forked by this action and the action is opportunistic
by construction such that, if it establishes a checkpoint, it does not own any blocks in excess
of this checkpoint. We will show that playing PublishPath(L{A(B’) N(x+1,00),x+ 1) is
better than playing Wait, which implies the claim that it cannot be optimal to play Wait.

First, let’s calculate the value to state B’ from playing PublishPath(Ua(B')N(z+1, 00), z+

1). First, it is easy to see that this action is timeserving, since it publishes

[Us(BY) N (z + 1, 00) = [Ta(B) \ Ta(B)|
= |Tu(B)\ Tu(B)| + 1

= h(C(B') — h(C(B)) + 1

blocks on top of block  + 1, which has height h(z + 1) = h(C(B)) such that the maximum

block in the published set reaches height

h(z+ 1) + [Ua(B) N (x + 1,00)| = h(C(B)) + h(C(B')) — h(C(B)) + 1

= h(C(B)) +1

This action is also LPM since z + 1 € h(C(B’)) by virtue of x + 1 € Ty (B’) and the attacker
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not forking the longest chain prior to B’. Therefore, this action only changes the longest
path at heights > h(C(B)). But since only the honest miner owns blocks in the longest path
at B’, this action must simply kick out h(C(B’)) — h(C(B)) honest miner blocks and insert
h(C(B')) — h(C(B)) + 1 attacker blocks. Let B” be the state which follows this action at B’.
Also, let A* = max,; REV(7, a) be the revenue of an optimal checkpoint recurrent, positive
recurrent strategy. Then, using Lemma B.9 (Bellman’s Principle of Optimality) we can use

this to lower bound the value of state B’ as

Vopos (B') > 1 (B, B") + Vyres(B”)
> (B, B")
= (R(C(B')) = h(C(B)) + 1)(1 =A%) — (h(C(B")) — h(C(B)))(—X")
— h(C(B")) — h(C(B)) +1—\*
— |T(B)\ Tu(B)| +1 — X*
= |Ta(B)\ Ta(B)| = A"

= h(C(B)) — h(C(B)) + 1 — \*

The second line is because V, ros(B”) > 0 since an optimal strategy may always capitulate
to By. The third line is by the discussion above that h(C(B’)) — h(C(B)) + 1 attacker blocks
are inserted into the longest chain and h(C(B’)) — h(C(B)) honest blocks removed from the
longest chain. The rest is simplification using what we know about state B’.

Now, let’s upper bound the value of playing Wait. Let m be any checkpoint recurrent,
positive recurrent strategy which plays Wait at state B’. Additionally, let Z; be the sub-
sequent state if the attacker creates and hides the next block and let Z, be the subsequent
state when the honest miner creates and publishes the next block. Then,

e (BY) = aVi o (Z1) + (1 = ) (Vo 5o (Z2) = A7) < aViros(Z1) + (1 — @) (Varos (Z2) — A7)

67
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where the second inequality follows by Lemma B.9 which states V] ,.(B') < Vyres(B') for
any state B’ and strategy .

Now, let’s upper bound the value to state Z;. By Claim I.1, the h(C(B))-capitulation
of B’ is in Ca(B;p). Therefore, since mining a new block does not change the height that
any previously mined block may reach, we must have that the h(C(B))-capitulation of Z;
is in Ca(Byp). Then, we may apply Corollary 6.3 to state Z;, with N = 2 and sequence
(0,1, A(C(B))). This sequence induces the sequence of states (B}, B, BY).

By the corollary statement, B = Z;. From state B, the attacker needs a lead of at least
x blocks to ever be able to publish block 1. Now, Z; € B2A, which means that the attacker
needs x — 2 more blocks to ever be able to publish block 1. So, by a familiar coupling with
random walks, the probability of ever publishing block 1 from Z; is at most (ﬁ)z”. But,
since the attacker owns the block in the longest chain at height 1 if and only if the attacker
publishes block 1, this tells us that Pr[H,(X;) € T4(X:) | Xo = Z1] < (%5)" 2%

Next, Bf which is the 1-capitulation of Z; is some state in ((z — 1)H) 24, since it simply
deletes blocks 1 and 2 from Z;. But, since the first z — 1 blocks in the longest path are honest
miner blocks at this capitulated state, they must all be checkpoints, such that the attacker
has a zero probability of ever forking them and thus a zero probability of ever owning the
blocks in the longest chain at heights {1, ...,z — 1}. In other words, for all j € {1,...,x — 1},
we know that Pr[H;(X;) € Ta(X,) | Xo = Bi] = 0.

Finally, B} which is the h(C(B))-capitulation of Z; is already argued to be in Ca(Bsyy).
But, by Theorem B.3, we know that for any state B) € Ca(Bsy), if % < 2, the value

of this state is (|Ta(B3)] + %5z)(1 — X*) + |Tu(B5)|A*, since the optimal strategy selfish
mines on the excess blocks then publishes all blocks the next time the game reaches a state

in Ca(By ). But, we know that o satisfies this, so at af°S this must also be the value of
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this state. Altogether, the corollary gives us:

Vores (Z1) < Voros (BYy) + 1 (By, By) — 17 (Bo, Z1) — ax\*

+>° 3 Pr[H(X,) € Ta(X,) | Xo = B],]

+ Pr[H;(X:) € Ta(X:) | Xo = By]

< (ITa(By)| + 1%5) (1 = X) + [T (By) X + (725)"7

= (ITu(By)| + 2+ $95;)(1 = A) + (h(C(B') — h(C(B))) X" + (25)" 7

—Q

= (A(C(B') = h(C(B)) + 2+ 15;)(1 = A) + (M(C(B")) — h(C(B)) A" + (127)"

[0

= (2+ 15)(1 = X) + (h(C(B)) = h(C(B))) + (+25)""

11—«

Next, let’s upper bound the value to state Z;. By Claim 1.1, the h(C(B))-capitulation of
B'isin Ca(Bj ). Therefore, since the honest miner has mined and published a block between
B’ and Z, to increase the height of the longest chain by one, we must have that the h(C(B))-
capitulation of Z5 is in Ca(By). Then, since block 1 does not help any block > x + 1 reach a
greater height, we know that the h(C(Z2))-capitulation of Zs must be By. Then, we would
like to apply Corollary 6.3 to state Zs, with N = 3 and sequence (0,1, h(C(B)), h(C(Zs))).
This sequence induces the sequence of states (By, B, By, Bj).

By the corollary statement, B = Z,. From state B, the attacker needs a lead of at
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least x blocks to ever be able to publish block 1. Now, Z; € BOA, which means that the
attacker still needs at least x more blocks to ever be able to publish block 1. So, by a familiar
coupling with random walks, the probability of ever publishing block 1 from Z, is at most
(7%-)". But, since the attacker owns the block in the longest chain at height 1 if and only if
the attacker publishes block 1, this tells us that Pr[H(X;) € Ta(X:) | Xo = Zo] < (:%5)".
Next, B} which is the 1-capitulation of Z, is some state in ((z — 1)H) 0A, since it simply
deletes blocks 1 and 2 from Z;. But, since the first £ — 1 blocks in the longest path are still
honest miner blocks at this capitulated stated, they must all be checkpoints, and the rest of
the analysis for this state is handled identically to B which was the 1-capitulation of Z;.
For B!, which is the h(C(B))-capitulation of Z,, we have already stated that Bf, € Ca(By).
This means that the h(C(Bj))-capitulation of B) is By. In other words, the number of
attacker blocks and honest miner blocks at B are equal and no attacker block can reach
height > h(C(B})). So, the attacker needs a lead of at least 1 block to ever be able to publish
any block in T4(Bj). In turn, from B, the attacker only owns the block in the longest chain
at height 1 if they are able to publish a block from T'4(Bj). Therefore, by a familiar coupling

with random walks, for all j € {1,...,h(C(Bj))}, we have Pr[H;(X;) € Ta(X,) | Xo = Bj| <

«
1—a”

Finally, B is the h(C(Z3))-capitulation of Z5, which we have already stated to be Bj.
This is a well-known state so no further discussion is needed here. Altogether, the corollary

gives us:

Vores (Za) < Vyros (BYy) + 1 (By, By) — 17 (Bo, Zy) — ax\*
N ai—ai—1

+3 " Pr[Hi(X;) € Tu(X,) | Xo = Bj_|]

i=1  j=1

= Vyros (BS) 4+ 1 (By, BY) — 7 (By, Zy) — h(C(Z))\*
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+3 Y Pr[H{(X,) € Ta(X,) | Xo = B}

= Vares (Bo) + 1" (Bo, Bo) — (= (h(C(B") + 1) X*) — ((C(B")) + 1) X"

+ Y Pr[H;(X,) € Tu(X,) | Xo = Z]

h(C(B))—1

+ Pr[H;(X;) € Ta(X;) | Xo = Bj]
j=1

h(C(Z2))—h(C(B))

+ Pr(H,(X,) € Ta(X) | Xo = BY)
j=1
h(C(Z2))—h(C(B))
< (%) + (%)

Revisiting V7 ,.(B’), we can plug in the bounds to obtain:

o (BY) < aVyres(Z1) + (1 — ) (Vares (Z2) — X7)

<a(2+ 2%5)1 = X)) + (h(C(B) = h(C(B))) + (+25)"7?)

1—2« 11—«

+ (1= a)(((+27)" + (R(C(B") + L = h(C(B))) (+25)) — A7)

11—«

Now, we would like to show that

o (B') <h(C(B') = hC(B)) +1 =X < Vyres(B')

where the middle term what we have derived earlier to be a lower bound to V,ros(B’) from

a strategy which takes action PublishPath(U(B') N (z + 1,00),x 4+ 1). The reason we are

interesting in satisfying this inequality is because, if V] ,.(B’) < V,res(B'), then 7 cannot
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be optimal and thus it is shown that the action Wait at state B’ cannot be optimal. Recall

S PoS)

that, since we have assumed a = of°, we have a5 = \* max, REV(r, at oS as
part of the definition of a°. So, everywhere in the inequality above, we can substitute in
aP®S for \*. Then, as solved by Mathematica [5], this inequality is true for all x € {2, 3,4},
all h(C(B')) — h(C(B)) € N, and all @ < 1/3 (where this upper bound on « is not strict).
But, because we know o < 1/3, it immediately follows that this inequality holds at a5,

and so it is shown that Wait cannot be optimal at B’ and thus completes the proof. O

Claim 1.3. Let a = of°S. Additionally, let B' € (A, xH)1A for x € {2,3,4} be a state which
is subsequent to state (A,xzH,2A) but is not subsequent to any state in (A,xH)(—1)A. If
PublishPath(Ua(B') N (z +1,00), x + 1) is the only structured action besides Wait, then this

action followed by a capitulation to By is optimal.

Proof. By Claim 1.2, it cannot be optimal to play Wait at this state. Then, by Theorem
5.10, without loss of generality, an optimal strategy is structured such that it always takes
actions which are structured. Therefore, the only structured action besides Wait at state B’
must be optimal. This action establishes a checkpoint since the only remaining unpublished
block, which is block 1, will be outnumbered by the > 2 attacker blocks in the longest path.
Then, since the action is opportunistic, the attacker will own no unpublished blocks past the

checkpoint such that a capitulation to By is optimal. O

Claim 1.4. Let B' € (A,xH)1A for x € {2,3,4} be a state which is subsequent to state
(A,zH,2A) but is not subsequent to any state in (A, xH)0A. Then PublishPath(Ua(B') N

(x +1,00), 2+ 1) is the only structured action besides Wait.

Proof. The proof is by contradiction. Suppose that at state B’, there is another structured
action PublishPath(Q)',v"). The only timeserving action that publishes on block = + 1 is
PublishPath(Ua(B') N (z +1,00), 4 1). Then, since we have assumed PublishPath(Q’,v") to

be a different timeserving action, we know that v" # x+1. Furthermore, since PublishPath(Q)’,v’)
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is timeserving,

h(V) +1Q1 = M(C(B)) +1 = Q'] = h(C(B')) + 1 — h(v)
= [Ua(B') N (v,00)| = h(C(B')) +1— h(v)
= |T4(B') N (v',00)| > h(C(B') + 1 — h(v))

= |Ta(B")N(v,00)| > |Tu(B)N (v, 0)| + 1

where the second line uses the fact that Q" C U, (B')N(v', 00) by virtue of PublishPath(Q',v")
a timeserving action, the third line uses the fact that Ua(B") N (v',00) = Ta(B') N (v, 00) by
virtue of the attacker having no published blocks at B’, and the fourth line uses the fact that
h(C(B")) — h(v") = |Tu(B’) N (v',00)| since the only blocks in the longest path are honest
miner blocks.

But, since B’ € (A,2H)1A, we know that

TA(B') N (2 + 1,00)| = [Tu(B') N (z + 1,00)| + 1
Ta(B') N (2 + 1,0 + [Ta(B) N (v, 00) = [T (B) N (z + L,V + |Tu(B) N (¢, 00)| + 1

Ta(B") N (x4 1] + [Ta(B") N (v, 00)| = [Tu(B') N (x + 1,0 + [Tu(B") N (v, 00) + 1

Plugging in |T4(B") N (v',00)| > |Tu(B") N (v',00)| + 1, we find that

|Ta(B) N (x+ 1,0 < |[Tu(B)N (x+ 1,7

This means that at time ¢’, the game was at a state in (A, zH)yA for y < 0. But, if the
game was at state (A, xH,2A) € (A,xH)2A at time x + 3 and the game was at a state in

(A, xH)yA for y < 0 at time v/, then it certainly was at a state in (A, xH)0A at some time
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in (x+3,v']. However, this is a contradiction since we have assumed B’ to not be subsequent
to any state in (A,xH)0A. Therefore, such an alternative structured publish action must

not exist and thus the claim is proven. ]

Proof of Lemma 9.11. By Claim 1.3 if PublishPath(Ua(B') N (z + 1,00),z + 1) is the only
structured action besides Wait at state B, then this action following by a capitulation to
By must be optimal. Indeed, by Claim 1.4, at B’, the action PublishPath(L{A(B’) N (z +

1,00),x + 1) is the only structured action besides Wait, which completes the proof. O]

Proof of Lemma 9.12. From the proof of Lemma 8.4, recall that

VaPOS(Bl,l) = PI‘[Hl(XT) € TA(XT> | XQ = Bl,l]

Further recall that an attacker using an optimal structured strategy owns the block at height
1 in the longest path if and only if they publish block 1. So, we have to bound the probability
that block 1 is ever published by an optimal structured strategy. Note that the following is
a complete partition of the state space that an optimal structured strategy may reach from

Bl,1:

(A, H, A), (A, 2H, A), (A, 3H, A), (A, 4H, A), (A, 5H), (A, 6H)

Now, let’s assume that an optimal strategy does not publish at any of (A4,2H, A), (A,3H, A),
or (A,4H,A). Note that this is an optimistic assumption with respect to computing the
probability that block 1 is ever published, since publishing at any of these states would
necessitate a capitulation to By by the fact that the strategy is assumed to be checkpoint

recurrent. So, we can further expand this list:

(A, H, A), (A, 2H,2A), (A, 2H, A, H), (A, 3H,2A), (A, 3H, A, H), (A, 4H,2A),
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(A,4H, A, H), (A,5H), (A, 6H)

Since there is no structured publish action available at either of (A,3H,2A) or (A,4H,2A),

we can expand these once more:

(A, H, A), (A, 2H,2A), (A, 2H, A, H), (A, 3H,3A), (A, 3H,2A, H), (A, 3H, A, H),

(A, 4H,3A), (A, 4H,2A, H), (A, 4H, A, H), (A, 5H), (A, 6H)

Denote this set of states as S. Now, since S represents a complete partition of the state
space that an optimal structured strategy may reach, with a few optimistic assumptions in

some places, we know that

PI‘[Hl(X7—> € TA(XT) | XQ = Bl,l] S Z PI‘[X|B| = B]PI'[H1<X7—) € TA(XT) | X2 = Bl,17X|B| = B]

BeS

Let’s look at each state in S separately:

o (A, H,A): This state is one attacker block past By 1, so Pr[ X m4) = (A, H, A)] = a.
Furthermore, block 1 can be published at this state, so Pr[H;(X;) € Ta(X,) | Xy =
By, Xjamay) = (A, H A < 1.

e (A,2H,2A): This state is one honest miner block and two attacker blocks past Bj 1,
0 Pr[X|a2m24) = (A,2H,24)] = o*(1 — a). Furthermore, block 1 can be published
at this state, so Pr[H;(X:) € Ta(X;) | Xo = Bi1, X|a2m24) = (A,2H,2A)] < 1.

e (A,2H, A, H): This state is two honest miner blocks and one attacker block past Bj 1,
s0 Pr[X|aoma,m = (A,2H, A, H)] = a(1 — «)?. Furthermore, block 1 is at a deficit of
2 blocks to ever being published, so Pr[H;(X;) € T4(X;) | Xo = Bi1, Xja20,4,8) =
(A,2H, A, H)] < (72)2

l—«
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e (A,3H,3A): This state is two honest miner blocks and three attacker blocks past By 1,
s0 Pr[X|asmsa) = (4,3H,34)] = o*(1 — a)?. Furthermore, block 1 can be published
at this state, so Pr[H;(X;) € Ta(X;) | Xo = Bi1, X|a3m,34) = (A,3H,3A)] < 1.

e (A,3H,2A, H): This state is three honest miner blocks and two attacker block past
Bi1, so Pr[X|asmoam = (A,3H,2A,H)] = o*(1 — ). Furthermore, by Lemma
9.11, since (A,3H,2A, H) € (A,3H)1A is subsequent to state (A,3H,2A) but not
subsequent to any state in (A,3H)0A, an optimal action publishes all blocks except
for 1 and capitulates to By, or Pr[H,(X;) € Ta(X;) | Xo = By, XjasH2a,m) =
(A,3H,2A,H)] = 0.

e (A,3H, A, H): This state is three honest miner blocks and one attacker block past Bj 1,
so Pr[X|asmam = (A, 3H, A H)| = a1 - «)?. Furthermore, block 1 is at a deficit of
3 blocks to ever being published, so Pr[H;(X;) € Tu(X;) | Xo = Bi1, Xja3m5,4,8) =
(A,3H, A, H)] < (72)3.

l—«

e (A,4H,3A): This state is three honest miner blocks and three attacker block past By 1,
s0 Pr[X|aamsay = (A,4H,34)] = o*(1 — a)®. Furthermore, block 1 is at a deficit of
1 block to ever being published, so Pr[H;(X;) € Ta(X;) | Xo = Bi1, Xja4m34) =
(A, 4H,3A)] < ().

-«

o (A 4H,2A, H): This state is four honest miner blocks and two attacker block past
By, so Pr[Xjaameam = (A 4H,2A, H)] = o*(1 — a)*. Furthermore, by Lemma
9.11, since (A,4H,2A, H) € (A,4H)1A is subsequent to state (A,4H,2A) but not
subsequent to any state in (A,4H)0A, an optimal action publishes all blocks except
for 1 and capitulates to By, or Pr[H(X;) € Ta(X;) | Xo = Big1, Xjaan24,m) =
(A,4H,2A, H)] = 0.

e (A,4H, A, H): This state is four honest miner blocks and one attacker block past Bj 1,
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80 Pr[X|aamam = (A, 4H, A, H)] = a1 — a)*. Furthermore, block 1 is at a deficit of
4 blocks to ever being published, so Pr[H;(X;) € Ta(X:) | Xo = Bi1, X|(aam,a.m) =
(A4H, A H)] < ()%

11—«

e (A,5H): This state is four honest miner blocks past B 1, so Pr[X|a5m) = (A,5H)] =
(1 — a)?. Furthermore, block 1 is at a deficit of 5 blocks to ever being published, so
PrlH (X7) € Ta(X7) | Xo = By, Xjasm) = (A, 5H)] < (£23)°,

e (A,6H): This state is five honest miner blocks past By 1, so Pr[X|a6m) = (A,6H)] =
(1 — @)®. Furthermore, by Theorem 8.3, an optimal strategy capitulates from Bj g to

Bo, or PI‘[Hl(XT) - TA(XT) | X2 = Bl,laX\(A,GH)| = (A,GH)] = 0.

Putting this altogether, we have:

PrlHi(X;) € Ta(X;) | Xo =Big] < a+a’(l—a)+a(l—a)’ (%) +a*(1 —a)’ + ol — a)*(:%)°

11—«

+a(l—a)’(12) +a(l — o) (72)" + (1 — a)'(32;)°

a

Simplifying, this gives us

aPoS_ aPoS 4 aPoS 5 aPoS 6__ aPoS 7
Vapos (By1) < =2 O (o B)— o)

which completes the proof. O]

Proof of Theorem 9.13. From the proof of Theorem 8.6, recall that

173aPoS+(aPoS)2
Vapos (Bl,1> = 2aPoS 1

So, we can plug in the bound due to Lemma 9.12 to get

. 173aPOS+(aPOS)2 aPoS7(aPoS)4+(aPoS)5+(aPoS)67(aPoS)7
VaPOS (BLl) — 1720¢P°S S 17(aPoS)
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which we can easily solve with Mathematica [5] to find oS > 0.309357.

Proof of Lemma 9.15. Recall the proof of Lemma 9.12. This proof is identical except for the
fact that we now use Pr[H;(X;) € Ta(X;) | Xo = Bi1, X|a5m) = (A,5H)] = 0. This gives

us

PrlHi(X;) € Ta(X;) | Xo=Big] <a+a’(l—a)+a(l—a)’(+%)* +’(1 — @)’ + a1l — a)*(

+a’(1-a)’ (%) + a1l — ) '(7%)*

11—«

But, this simplifies to
VaPOS<Bl,1) < OzPOS + (&POS)Z + (aPoS)S + (aPoS)ﬁ

which completes the proof.

Proof of Theorem 9.16. From the proof of Theorem 8.6, recall that

1_3aPoS+(aPoS)2
VOLPOS (Bl,1> = 2aPoS 1

So, we can plug in the bound due to Lemma 9.15 to get

Vares(Br) = 2255 < P 4 (aP5)2 4+ (aPS)? 4 (P

which we can easily solve with Mathematica [5] to find af°S > 0.310055.

]

]

Proof of Lemma 9.17. Recall the proof of Lemma 9.12. Let the setup be the same except

we now use the partition

(A, H, A),(A,2H,2A), (A, 2H, A, H), (A, 3H,2A), (A, 3H, A, H), (A, 4H, 2A),
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(A,4H, A, H), (A,5H)

So, let’s calculate Pr[X|p = B] and Pr[H,(X;) € Ta(X;) | Xo = B, X|p = B] for each

state that we have not already analyzed:

e (A,3H,2A): This state is two honest miner blocks and two attacker block past Bj 1,
s0 Pr[X|asm2a) = (A,3H,2A)] = o*(1 — «)®. By Lemma 9.11, if the attacker’s lead
over blocks > 4 ever decreases to 1 block, then the attacker will publish all blocks
except for block 1 and capitulate to By. Then, since Conjecture 9.3 states that an
optimal strategy waits at all states where the attacker’s lead over blocks > 4 is not
1 block or 3 blocks, an optimal strategy can only publish block 1 from (A,3H,2A) if
the attacker gains a lead of 3 blocks before falling to a lead of 1 block. By a coupling
with random walks and Lemma C.4, this probability is « and so Pr[Hy(X;) € Ta(X;) |
Xy = B, X|agn2a) = (4,3H,24)] < a.

e (A,4H,2A): This state is three honest miner blocks and two attacker block past Bj 1,
s0 Pr[X|asm2a) = (A,3H,2A)] = o*(1 — ). By Lemma 9.11, if the attacker’s lead
over blocks > 5 ever decreases to 1 block, then the attacker will publish all blocks
except for block 1 and capitulate to By. Then, since Conjecture 9.3 states that an
optimal strategy waits at all states where the attacker’s lead over blocks > 5 is not
1 block or 4 blocks, an optimal strategy can only publish block 1 from (A,4H,2A) if
the attacker gains a lead of 4 blocks before falling to a lead of 1 block. By a coupling
with random walks and Lemma C.4, this probability is ﬁ and so Pr[H,(X,) €
Ta(Xr) | Xo = By Xjagnza) = (A,3H,24)] < =&

1—a+a?”

Plugging this in, we get:

Pr[H(X;) € Ta(X;) | Xo = Bii] < a+a’(1—a)+a(l —a)*(£)* + °(1 — )
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_a®
1—a+a?

+a(l—a)(727)" + o(1 — o) )+ ol —a)(12%)"

—Q

But, this simplifies to

aFos aPo8)3 4 (o PoS)5 aFPos8)7
VaPoS (Bl,l) < +(1_(a2>o—s~_)(+(al>ls—)i_2( )

which completes the proof. O

Proof of Theorem 9.18. From the proof of Theorem 8.6, recall that

1_3aPoS+(aPoS)2
VaPoS (Bl,l) - 2aPoS_1

But, if Conjecture 9.3 holds, we have

1_3aPoS+(aPoS 2 aPOS+ aPoS)3+(aPoS 5+ aPoS)7
Vapos (Bl,l) = 1_2aPoS ) < (1_(aPoS)+(aP2>S)2(

which we can easily solve with Mathematica [5] to find o5 > 0.310147. O

I.4 Omitted Proofs from Section 9.4

Proof of Theorem 9.1. Let a = oS and let state B = (A,2H,2A).

Consider the action PublishPath({1,4,5},0) at B. Trivially, this action is valid and
checkpoint recurrent. We will show that playing PublishPath({l,Zl, 5},0) is better than
playing Wait. This implies that Wait cannot be optimal. Then, since we know, without loss
of generality, an optimal strategy plays a structured action and the outlined action is the
only structured action aside from Wait, the outlined action must be optimal.

First, let’s lower bound the value to state B with the reward from playing PublishPath({l, 4,5}, O) .

The action Publz’shPath({l, 4,5}, 0) inserts three attacker blocks into the longest chain and
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removes two honest miner blocks from the longest chain. So, for B’ state which follows this

action at B and \* = max, REV(7, «) the revenue of an optimal strategy, we have:

VY, pos (B) > 3(1 — )\*) — (—2)\*) + VY, pos (B/> >3-\

The second inequality is because V,ros(B’) > 0 since an optimal strategy may always capit-
ulate to By.

Now, let’s upper bound the value of playing Wait. Let m be any checkpoint recurrent,
positive recurrent strategy which plays Wait at state B. Additionally, let Z; = (A,2H,3A)
be the subsequent state if the attacker creates and hides the next block and let Z; =
(A,2H,2A, H) be the subsequent state when the honest miner creates and publishes the
next block. Then,

07 o

where the second inequality follows by Lemma B.9 which states Ve \.(B') < Varos(B') for
any states B’ and strategies 7.

Now, let’s upper bound the value to state Z; by using Corollary 6.3 with N = 2 and
sequence (0,1,2). This sequence induces the sequence of states (By, B}, Bj).

By the corollary statement, Bj = Z;. So, we are interested in the quantity Pr[H,(X,) €
TA(X;) | Xo = Z1]. We will use the loosest bound on this probability, which is Pr[H;(X,) €
Ta(X,) | Xo=21] < 1.

Next, B which is the 1-capitulation of Z; is state (H,3A). But, at this state, the first
blocks in the longest chain is a checkpoint, such that the attacker has a zero probability of
ever forking it and thus a zero probability of ever owning the blocks in the longest chain at
this heights. In other words, we know that Pr[H;(X,) € T4(X,) | Xo = B;] = 0.

Finally, B} which is the 2-capitulation of Z; is state (34) € Ca(Bsp). But, since we
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have assumed that o = a5, this satisfies ‘(11(:2‘))3 < 2. Then, by Theorem B.3 we know

the optimal value of this state to be V,res ((34)) = (3 4+ 2(:=%5))(1 — A*), since the optimal
strategy selfish mines on these blocks then publishes all blocks the next time the game reaches

a state in Ca(By ). Altogether, the corollary gives us:

Vapos (Zl) S VaPoS (B;V) + T \* (Bg, B?V) — Ty (BO, Zl) — GN)\*
N ai—ai—1

+ Z Z Pr[H;(X,) € Ta(X;) | Xo = Bj_4]
i=1  j=1
== VaPoS(Bé> + T2+ (BO7 Bé) — T)* (B(), Zl) — CLQ)\*
2 ai—a;—1
+ Z Z Pr[H;(X;) € Ta(X;) | Xo = B;_4]
i=1  j=1
= VPos ((314)) + T \* (BD, (3A)) — = (B()v (Aa 2H7 3‘4)) - 2)\*
1
+ Z Pr[H;(X,) € Ta(X,) | Xo = Z]
j=1
1
+ 3" Pr{H(X,) € Ta(X,) | Xo = BY]

B2 =A) +0 = (=2X") =2A" +1

=B +2(:%5)d =) +1

Next, for state Zy = (A,2H,2A, H), the optimal action is known by Lemma 9.11 to
be PublishPath({4,5},3), which adds two attacker blocks to the longest path and removes
one honest miner block from the longest path. Then, an optimal strategy subsequently

capitulates to By. So, we know the value of state Z, exactly:

Voros(Za) = 2(1 = N) = (=\) + Varos (By) = 2 — N

298



Revisiting Vp.s A*(B ), we can plug in what we have derived to obtain:

Tros xe (B') < aVoros (Z1) + (1 — @) (Vares (Z2) — X¥)
<a(B42(22)I=XA)+1)+(1—a)(2— X =X

<a((B+2(:2:)A=X)+1) + (1 —a)(2—2\)
Now, we would like to show that
o (B) < (B+2(1%:) (1 = X) +1) + (1 —a)(2—2X) <3 = A" < V,res(B)

The reason we are interesting in satisfying this inequality is because, if Vs ,.(B) <
V,pos(B), then 7 cannot be optimal and thus it is shown that the action Wait at state

B’ cannot be optimal. Recall that, since we have assumed a = of°, we have o =

N max,; REV(m, ) at of°S) as part of the definition of .

So, everywhere in the in-
equality above, we can substitute in af°® for \*. Then, as solved by Mathematica [5], this
inequality is true for all o < $(3 — V/5). But, because we know oS < (3 — V/5), it im-

PoS

mediately follows that this inequality holds at o °°, and so it is shown that Wait cannot be

optimal at B and thus completes the proof. O

Claim I1.5. Let Conjecture 9.3 and Conjecture 9.7 hold. Additionally, let B = (A,xH).
Then, for two states B', B” € BxA for x € {3,4} which are subsequent to state (A,zH,2A)

but are not subsequent to any state in (A, xH)0A

Varos(B') = Vyros(B") + |Ta(B') \ Ta(B)| — |Ta(B") \ Ta(B)|

Proof. Let x € {3,4}. By Lemma 9.11, at any state in (A, xH)1A which is subsequent to

state (A, zH,2A) but not subsequent to any state in (A,xH)(—1)A, an optimal strategy
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publishes all blocks > = 4+ 1 and capitulates to By. By Conjecture 9.3, an optimal strategy
waits at all states (A, x H)yA for y ¢ {1, x} which are subsequent to state (A, zH,2A) but not
subsequent to any state in (A, zH)(—1)A. Finally, by Conjecture 9.7, an optimal strategy at
any state in (A, xH)xA which is subsequent to state (A, xH,2A) but not subsequent to any
state in (A, zH)(—1)A either publishes some set which includes block 1 or takes the action
Wait. But, Lemma 9.10 shows that in fact, Conjecture 9.7 implies that an optimal strategy
at any state in (A, zH)zA which is subsequent to state (A, xH,2A) but not subsequent to
any state in (A,zH)(—1)A either publishes all unpublished blocks and capitulates to By,
where this published set includes all blocks > x + 1, or plays Wait.

Therefore, for B = (A,zH) and tg = = + 1 the assumptions we have made tell us
that, from any state B’ € BxA which is subsequent to state (A,xH,2A) such that tp +
1 € T4(B"”) but not subsequent to any state in (A,zH)(—1)A, an optimal strategy, with
certainty, eventually publishes all blocks > ¢p in the same time step the capitulates to By.
Therefore, by Theorem 7.2, we know that for any two states B’, B” such that B', B € BxA
which are subsequent to state (A, xH,2A) but not subsequent to any state in (A, zH)(—1)A,

we have

Vapos (B') = Vypos(B") + |Ta(B') \ Ta(B)| — |Ta(B") \ Ta(B)]

which completes the proof. O]

Proof of Lemma 9.19. Let a = af°5. Also, let Conjecture 9.3, 9.7 hold. For some = € {3, 4},
let B=(A,zH) and let B' € BxA be a state which is subsequent to state (A, 3H,2A) but
is not subsequent to any state in (A,3H)(—1)A.

Note that the assumptions on B’ imply the following relation, which we will use fre-
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quently:

[ Ta(B)\Ta(B)| = |Tu(B)\ Tu(B)| + =
—> [Ta(B')| = |Ta(B)| = [Tu(B)| — |[Tu(B)| + =
— [Ta(B)| =1 =|Tu(B)| -z +

= [Ta(B")| = [Tu(B)| + 1

By Conjecture 9.7 and Lemma 9.10, an optimal strategy is assumed to either play Wait
or take action PublishPath(Ua(B'),0) at B’. So, we simply have to compare the reward to
each action.

First, consider the action PublishPath(Ua(B’),0) at B’. Since the attacker has not yet
published any blocks by assumption, Us(B') = Ta(B’) such that the action inserts |74 (B’)|
attacker blocks into the longest chain and removes |1y (B’)| = |T4(B’)| — 1 honest miner
blocks from the longest chain. Since the attacker owns no unpublished blocks after this
action, it is optimal to capitulate to By after this action, where By has value V,ros(Bj) =
0. Let \* = max,; REV(7m, a) be the revenue of an optimal checkpoint recurrent, positive
recurrent strategy. Then, using Lemma B.9 (Bellman’s Principle of Optimality) we can use

this action to lower bound the value of state B’ as

Vares (B') 2 [Ta(B)[(1 = A7) = (= (ITa(B)| = 1) X") = |Ta(B')| = A"

Now, let’s upper bound the value of playing Wait. Let m be any checkpoint recurrent,
positive recurrent strategy which plays Wait at state B’. At best, after playing Wait at state

B’, a strategy may play optimally. Therefore, let’s characterize optimal play after playing
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Wait at state B'. For game (X});>0 with Xo = B’, let 7 be defined as

o =min{t > 1: X; € (A, zH)zA}
T =min{t > 1: X, € (A,zH)1A}

7 = min{7, 7}

That is, 7 > 1 is the earliest state following B’ such that the attacker once again has a lead of
x over all blocks > 41 or has dropped to a lead of 1 over all blocks > x+ 1. By Conjecture
9.3, which states that an optimal strategy waits at all states (A, zH)yA for y ¢ {1, z} which
are subsequent to state (A,xzH,2A) but not subsequent to any state in (A, xH)(—1)A, we
know that for all ¢ < 7, an optimal strategy plays Wait at X", Therefore, we have defined
7 such that it is the first time step where the attacker has a non-trivial choice over the action
they take. Now, we want to calculate the expected rewards conditioned on 7 = 7 and 7 = 7,
as well as the probabilities Pr[r = 7] and Pr[r = 1.

First, we will consider the event that 7 = 7. There are actually two ways that we may
have 7 = 7. The first is if XJ'*"" € (A,zH)(xz + 1)A. That is, consider the case that the
first block mined after B’ goes to the attacker. Then, clearly, 7 = 71 since the attacker may
not go from a lead of x + 1 over blocks > 2+ 1 to a lead of 1 over blocks > x + 1 without first
having a lead of x over blocks > x4+ 1. Let E be the event that the first block mined after
B’ goes to the attacker. Then, Pr[r = 71 | E] = 1. We also want to calculate the expected
reward conditioned on 7 = 7 and E, which simplifies to just being conditioned on F. In

other words, we want to calculate the quantity

Efra+ (Xo, X) 4 Vyros(XE) | Xo = B',7 = 71, E]
= Bl (Xo, XF) 4 Ve (XN) | Xy = B, B]

= E[ry(Xo, XP) | Xg = B, E] + E[Vyres (XH4) | Xy = B, E]
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= E[ry (X1, XPY | Xg = B, E] + E[Vyres (XH4) | Xy = B/, E]

where the last line follows because the attacker mines and withholds a block during the
first time step, conditioned on E. Then, since only the honest miner publishes between
X and XHAF the term Efry- (X, XHAF) | Xy = B’ E] just counts the expected number
of honest miner blocks mined between these states times —A*. But, this can be framed
differently as counting the expected number of decrements in a random walk where the
attacker starts with a lead of one block. Still more, the expected number of decrements in a
random walk where the attacker starts with a lead of one block is simply one greater than
the expected number of increments in a random walk where the attacker starts with a lead
of one block. Therefore, since we have used random walk calculations several times before,
we can calculate this as E[ry« (Xy, XF4) | Xo = B, E] = — ((2%5) + 1) A*. The other term
here, E[V,pos (XA | Xy = B', E], can be simplified using Claim 1.5, since, conditioned
on E occurring, XA is bound to satisfy the properties required by the claim. So, we can

write:

E[Vapos (X4 | Xo = B', E]
= E[Varos(B') + [Ta(X7") \ Ta(B)| = [Ta(B) \ Ta(B)| | Xo = B', E]
= Vares(B') + E[|TA(X;") \ Ta(B)| | Xo = B, E] — |Ta(B') \ Ta(B)|
= Vares(B') + E[| (Ta(XF*) \ Ta(B)) U(Ta(B) \ Ta(B)) | | Xo = B', E| — |Ta(B') \ Ta(B)]
= Vares(B) + E[|Ta(X;") \ Ta(B)| | Xo = B', E] + |Ta(B') \ Ta(B)| — |Ta(B) \ Ta(B)|

= Vorss(B') + E[ITa (X)) \ Ta(B)] | Xo = B', E]

But, E[|TA(XH)\ Ty (B)| | Xo = B, E] is just the block mined at X plus the attacker
blocks that were mined between X, and XM where the expected number of attacker blocks

mined between X, and XM is the expected number of increments in a random walk where
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the attacker starts with a lead of one block, which is (:%;). Therefore, putting everything

together, we have:

Elras (Xo, XEM) + Voros (XFM) | Xog = B, 7 =71, Bl = — ((%2) + 1) A" + Varos (B') + (1252) + 1

12«

= Vapos(B,) + (14 =2-)(1-X\)

12«

Now, let’s consider the event that 7 = 7 conditioned on FE°. That is, lets consider
the event that 7 = 7y given that the first block mined after B’ goes to the honest miner.
But, conditioned on E¢, the event that 7 = 7y can be framed as the event that a random
walk starting at position x — 1 reaches an upper boundary at position z before reaching a
lower boundary at position 1. Equivalently, this is the event that a random walk starting at
position x — 2 reaches an upper boundary at position x — 1 before reaching a lower boundary

at position 1. From Lemma C.4, we can calculate the probability this event as

l—a)x72 -1

Pr[T:ﬁ\EC]ZPr[Ssz—l‘SOIx_Q]:E?a)‘”—_ll

«

—_

Now, for the reward conditioned on 7 = 7 and E*°:

Elra-(Xo, X;M) 4 Vares (X)) | Xo = B, 7 = 71, EF]
= E[ra(Xo, XJM) + Voros (X]MY) | Xg = B, 7 = 71, E]
= E[ra (Xo, X;™) | Xo = B', 7 = 71, E] 4+ E[Voros (X)) | Xo = B',7 = 11, E]

= N Bl (X0, XY | X = B'or = 1, B 4 EVanes (X | Xo = Bl 7 = 71, B

where the last line follows because the honest miner mines and publishes a block during the
first time step, conditioned on E°. Then, since only the honest miner publishes between

X and XHAF ) the term E[ry« (X, X)) | Xy = B/, 7 = 71, E°] just counts the expected
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number of honest miner blocks mined between these states times —A*. But, this can be
framed differently as counting the expected number of decrements in a random walk starting
at position x —2 until it reaches position x —1, conditioned on the random walk reaching z—1
before 0. Still more, this quantity is exactly one less than the expected number of increments
in a random walk starting at position z — 2 until it reaches position x — 1, conditioned on
the random walk reaching x — 1 before 0. We can use Lemma C.7 to calculate this quantity

as

Elry (X1, XJ4) | Xy = B, 1 =1, E] = (ET|So=2-2,Sr=a—1]+(xz—-1)—(z—-2))/2 -1
=(E[T|So=2-2,5r=x—-1]+1)/2—1

= (BT |So=2—2,Sr=a—1]—1)/2

where

E[T|SQZZL'—2,ST:£L'—1]

) 1(306(1_——‘%_‘12 [((‘” D= @ =2 D+ 2w - 1) ((%;);fﬁ)x_l)}
- B sy e (S )]

The other term here, E[V pos (X1 | Xy = B/, 7 = 71, E¢], can be simplified using Claim

XHALF

T

.5, since, conditioned on 7 = 74, is bound to satisfy the properties required by the

claim. So, we can write:

E[V,pos (XTMF) | Xo = B, 7 =71, E]

= E[Vyres(B') + [Ty (XM Ty(B)| — |Ta(B)Y\ Ta(B)| | Xo = B',7 = 11, E]
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— Vares(B) + E[|Ta(XI)\ Ta(B)| | Xo = B, 7 = 71, E] — |Ta(B') \ Tu(B)|
— Vares(B) + E[| (Ta(XF) \ Ta(B)) U (Ta(B) \ Ta(B)) | | Xo = B',7 = 71, E¥) — |Ta(B) \ Ta(B)
— Vares(B) + E[TA(XI)\ Ta(B')] | Xo = B/, = 71, ) + [Ta(B') \ Ta(B)| — |Ta(B') \ Ta(B)|

= Voros(B') + E[|Ta (X)) \ Tu(B)| | Xo = B, 7 = 11, B

But, E[|TA(XHMO\Ty(B')| | Xo = B, 7 = 11, E°] is just the expected number of attacker
blocks that were mined between X, and XH*F where this is equal to the expected number
of increments in a random walk starting at position x — 2 until it reaches position = — 1,
conditioned on the random walk reaching x — 1 before 0. But, by way of calculating the
expected number of decrements, the number of increments was already calculated to be

(E[T| So =2 —2,57 =x — 1]+ 1)/2. Therefore, putting everything together, we have:

Elr-(Xo, XJ*) + Voros (XFH) | Xo = B, 7 = 71, E°]
= —(1+(E[T|So=2—-2,Sr=2—1]—1)/2) X" + Vyres(B') + (E[T | So =2 — 2,57 =z — 1] +1)/2

= Vores(B) + (B[T| Sy =2 — 2,57 =2 — 1] + 1)/2)(1 — \*)

Finally, let’s consider the event that 7 = 75. Clearly, this can only happen if E¢ occurs.
That is, 7 = 75 only if the first block mined after B’ goes to the honest miner. But,
conditioned on E¢, the event that 7 = 71 can be framed as the event that a random walk
starting at position = — 1 reaches a lower boundary at position 1 before reaching an upper
boundary at position x. Equivalently, this is the event that a random walk starting at
position x — 2 reaches a lower boundary at position 0 before reaching an upper boundary at

position x — 1. From Lemma C.4, we can calculate the probability this event as

(52 = ()

z—1
(e

PI’[T:TQ|EC]:PI'[ST:0|SOZ.CE—2]:
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Now, for the reward conditioned on 7 = 7 and E°:

E[ra-(Xo, XPY 4 Vopes (XPNTY) | X = B, 7 = 79, B
= E[ra-(Xo, XI) 4 Vopos (XHNT) | X = B, 7 = 79, B
= E[ry(Xo, XM | Xg = B/, 7 = 79, B + E[Vres (X)) | Xg = B, 7 = 1, £

N B (X0, XY | Xo = B 7= 15, B + B[V (XI) | Xy = B, 7 = 1, E]

where the last line follows because the honest miner mines and publishes a block during the
first time step, conditioned on E°. Then, since only the honest miner publishes between
X and XHAF the term E[ry« (X, XHAF) | Xy = B/, 7 = 75, E¢] just counts the expected
number of honest miner blocks mined between these states times —A*. But, this can be
framed differently as counting the expected number of decrements in a random walk starting
at position x — 2 until it reaches position 0, conditioned on the random walk reaching 0
before x — 1. Still more, this quantity is exactly x — 2 greater than the expected number of
increments in a random walk starting at position x —2 until it reaches position 0, conditioned
on the random walk reaching 0 before z—1. We can use Lemma C.7 to calculate this quantity

as

Elr (X1, XY | Xo = B, 7 =1, E] = (E[T | So =2 — 2,57 = 0] — (z — 2)) /2 + (z — 2)

— (E[T|SO:QU—Q,ST:O]""(x_Q))/Q
where

E[T | Sy=x—2, S = 0]
(2 — 1)1

(P_a)(w—l)Jr(r—?) _ (P_a)a:—l

%4<x—m«%§v*+w%§v*»+mx—n( -

(52— (52) - (G
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(2a —1)7! _ 1-a\z—2 | (l—a\o—1 o (52— ()
(- 2 e 2 - (B o)

T (T (E -

The other term here, E[V, ros (XH4F) | Xg = B’ 7 = 13, E€], can be simplified to the following
since we know the action at state X1 is PublishPath(U(B')N(x+1, 00), z+1) conditioned

on T = Ty:

E[V,pros (XYY | Xo = B/, 7 = 75, £
= E[|TA( XY\ TA(B)| | Xo = B',7 = 79, B — \*
= E[| (Ta(X")\Ta(B)) U(Ta(B)\T(B))| | Xo = B',7 = 15, E] = X*

= E[Ta(X;" )\ Ta(B)| | Xo = B', 7 = 72, E| + |Ta(B') \ Ta(B)| = X’

But, E[|T4(XH)\ TW(B)| | Xo = B',7 = 7, E¢] is just the expected number of
attacker blocks that were mined between X, and XHAF where this is equal to the expected
number of increments in a random walk starting at position x — 2 until it reaches position
0, conditioned on the random walk reaching 0 before x — 1. But, by way of calculating
the expected number of decrements, the number of increments was already calculated to be

(E[T | So =2 — 2,57 = 0] — (x — 2))/2. Therefore, putting everything together, we have:

E[ry-(Xo, XFAY £V pos (XHA) | Xg = B, 7 = 7o, B
= —(14+(E[T|So=2—2,57=0]+ (z —2))/2) X*

+(E[T | So=2—2,57=0] — (x —2))/2 4 |Ta(B") \ Ta(B)| — \*
Then, for strategy = which plays Wait at B, we can upper bound Vps \«(B) by

Vi (B) < PHEIE[ra (Xo, XI47) 4 Vorus (XI9) | Xy = B o7 = 7, E]

[0}

+ Pr[E|Pr[r = 71 | BYE[ra(Xo, XHAF) £V pos (XHA) | Xy = B/, 7 = 71, B
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+ Pr[E|Pr[t = 75 | B E[ra(Xo, XHAF) £V pos (XHAF) | Xy = B/, 7 = 1y, B

Trivially, Pr[E] = o and Pr[E¢| = 1 — «. All other quantities have already been reasoned
about. Now, let’s plug in values for = to make the rest of the proof more manageable.

First, consider x = 3. When we plug this in, we get

Vires e (B) <@ (Varos(B') + (1+ 15%5) (1 = X))

+ (1 —a)a(Vyrees(B') + (1 —\))
_.|_

(1= a)* (=2X" +[Ta(B) \ Tu(B)| = ")

Po PoS __

Recall that since we have assumed that o = oS, we have that aF°% = \* = max, REV(7, a).
Then, as solved by Mathematica [5], this quantity is strictly less than V,res(B’) when a8 <
1/3, Vyros(B') > |Ta(B')] — X", and |Ta(B’) \ Ta(B)| > 3 (where these conditions are not
necessarily tight). However, all of these conditions are indeed satisfied without further
knowledge of B’. It is well known that af*S < 1/3, we have already derived V,ros(B') >
|T4(B’)| — A* from the action PublishPath(Ua(B'),0), and necessarily |T4(B') \ Ta(B)| > 3
if B' € B3A. So, for x = 3, it is shown that waiting is not optimal. Recall, by Lemma 9.10,
since we have assumed Conjecture 9.7, it is either optimal to play PublishPath(Us(B'),0) or
Wait at B'. But, we have just shown that it is not optimal to play Wait. Therefore it must
be optimal to play PublishPath(Ua(B’),0), and thus the proof is complete for z = 3.

Now, let’s consider x = 4. When we plug this in, we get:

Vi (B) < @ (Vars (B) + (14 155) (1= 2)

(1= ) (=) (Voros (B) + (122525 4 1)/2) (1= )

+(1— o) (2 (—(1+ (=25 + 2)/2)N" + (

_2
1—a+a?
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Once again, via Mathematica [5], this can be shown to be strictly less than V,res(B’) for
aP*S < 1/3, Vopes(B') > |Ta(B')| — X*, and |Ta(B’) \ Ta(B)| > 4 (where these conditions
are not necessarily tight), all of which we know to be true. So, for x = 4, it is shown that
waiting is not optimal. Recall, by Lemma 9.10, since we have assumed Conjecture 9.7, it is
either optimal to play PublishPath(Us(B’),0) or Wait at B’. But, we have just shown that
it is not optimal to play Wait. Therefore it must be optimal to play PublishPath(U(B'),0),
and thus the proof is complete for x = 4.

Therefore, since we have shown the claim for both x = 3 and = = 4, the proof is

complete. O
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J Omitted Proofs from Section 10

Claim J.1. If an optimal structured strategy takes some action PublishPath(Q,v) at a state
B which is or is subsequent to (A,xH, A, H, A) for x > 2 with TREE(B) = (V(B), E(B))
such that 1 € Q, thenx+4€ Q orx+4 € V(D).

Proof. The proof is by contradiction. Suppose not. That is, suppose an optimal struc-
tured strategy takes some action PublishPath(Q,v) at state B which is or is subsequent to
(A,xH, A H, A) for v > 2 with TREE(B) = (V(B), E(B)) such that 1 € Q but x +4 ¢ Q
and v +4 ¢ V(B).

Note that block 0 is the only block that block 1 may be published on, or v = 0 such
that this action is really PublishPath(Q,0). Additionally, by the fact that the strategy is
orderly, we can further rewrite this action as PublishPath(min!?) (Us(B) U (0,00)),0), or
just PublishPath(min!®D /4 (B),0). Also note that, since block 1 can only reach a height of
1, the number of blocks published must be |Q| > h(C(B))+ 1> (x + 1) + 1 > 4, else this
contradicts the fact that the strategy is timeserving.

Now,if x +4 ¢ Q and = +4 ¢ V(B), we know that x + 4 € Us(B). Furthermore, since
blocks are monotonically increasing, the miner will only ever own two blocks < x + 4, which
are block 1 and block =+ 2. So, there can be at most two unpublished blocks less than x + 4
at B. Then, this means that 2 + 4 € min® U, (B) C minl®V 4 (B) = Q. But, this is a
contradiction to x + 4 ¢ Q. Therefore, for an action which publishes block 1, it cannot be

the case that both z +4 ¢ @Q and x + 4 ¢ V(B) and so the proof is complete. O

Claim J.2. If an optimal structured strategy takes some action PublishPath(Q,v) at a state
B which is or is subsequent to (A,xH, A, H, A) for x > 2 with TREE(B) = (V(B), E(B))

such that x +2 € Q, thenx +4 € Q orx +4 € V(B).

Proof. The proof is very similar to the proof of Claim J.1, though we will write it in full for

completeness.
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The proof is by contradiction. Suppose not. That is, suppose an optimal structured strat-
egy takes some action PublishPath(Q,v) at state B which is or is subsequent to (A, zH, A, H, A)
for x > 2 with TREE(B) = (V(B), E(B)) such that x+2 € Q but x+4 ¢ @ and z+4 ¢ V(B).

Note that in order for this to be a valid publish action, v < z+4. Additionally, by the fact
that the strategy is orderly, we can further rewrite this action as PublishPath(min{1?V (Z/{ 4(B)U
(v, oo)),v). Also note that, since block = + 2 can only reach a height of x, the number of
blocks published must be |Q| > h(C(B))+1—x > (x + 1)+ 1 —x = 2, else this contradicts
the fact that the strategy is timeserving.

Now, if z +4 ¢ Q and = + 4 ¢ V(B), we know that = + 4 € Uu(B). Furthermore, since
blocks are monotonically increasing, the miner will only ever own two blocks < x + 4, which
are block 1 and block = 4 2. So, there can be at most two unpublished blocks less than x +4
at B. Then, this means that = + 4 € min® U, (B) C min!“P 1, (B) = Q. But, this is a
contradiction to x + 4 ¢ Q). Therefore, for an action which publishes block z + 2, it cannot

be the case that both x +4 ¢ @ and = +4 ¢ V(B) and so the proof is complete. O

Claim J.3. If an optimal structured strategy at a state B which is or is subsequent to
(A,xH, A H, A) for x > 2 takes some action PublishPath(Q,x + 3) where x +4 € Q, then

checkpoint Py has not yet been established by state B.

Proof. First, there cannot be a checkpoint at height > h(x + 3) because these blocks are
forked by this publish action, which contradicts the fact that this is an optimal structured
strategy.

Next, the attacker cannot own any blocks at heights < h(x + 3). If they had taken some
timeserving publish action to insert a block into the longest path at some height < h(z + 3),
then they would have necessarily forked block x 4 3. Then, the action PublishPath(Q, x + 3)
would be publishing on a block not in the longest path, but this contradicts the fact that

this is an optimal structured strategy.
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Also, since x + 4 is the minimum element in () since no other smaller block may be
published on = + 3, we know that 1 ¢ @. Then, by Claim J.1, since x 4+ 4 has not yet been
published at B, then 1 has not yet been published at B, or {1} C U4 (B).

So, if the attacker owns no blocks in the longest path at height < h(z + 3) but owns
block 1 which is unpublished, then for any block v > 2 such that v € A(C(B)) at height

< h(x + 3), it will be the case that

[AC(B)) N (Fo, o] N Ta(B)| = 0 <1 = {1} < |Ua(B) O (Fo, v]]

, and so v fails the definition of a checkpoint, which completes the proof. O

Claim J.4. If an optimal structured strategy at a state B which is or is subsequent to
(A,xH, A, H, A) for x > 2 takes some action PublishPath(Q,x + 3) where x +4 € Q, then
Q = {x +4}.

Proof. The proof is by contradiction. Suppose not. That is, suppose an optimal structured
strategy at a state B which is or is subsequent to (A,zH, A, H, A) for x > 2 takes some
action PublishPath(Q,x + 3) where z +4 € @, but Q # {z + 4}.

Clearly, 44 is the minimum element in @) since no other smaller block may be published
on = + 3. Then, we know that 1,2 +2 ¢ Q. So, by Claim J.1 and Claim J.2, since
x + 4 has not yet been published at B, then 1,z + 2 have not yet been published at B, or
{1,z + 2} = Us(B) U (0,2 +4) C Ua(B). Furthermore, by Claim J.3, the first checkpoint
P, cannot have yet been established.

Then, let ¢ > x+4 be the second smallest member of ). By the fact that the strategy is
orderly, ¢ is the second smallest unpublished block > z+43. So, {z+4, ¢} = Ua(B)U[z+4, q].

Therefore, at state B’ immediately following this publish action at B, block ¢ is a potential

checkpoint since
e g>F =0
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e g € A(C(B’)) by the fact that the strategy is timeserving
o [AC(B))N(0,g] NTa(B)] =22=2= {1,z 4 2}| = [Ua(B') N (0, 4]l

. Furthermore, block x + 4 is not a potential checkpoint since

IAC(BY) N (0,2 + 4 NTa(B) =1 <2= {1,z +2} = [Us(B) N (0, +4]]

and no blocks at height < h(x + 3) may be a checkpoint for the same reasoning described in
the proof of Claim J.3. Therefore, ¢ is the minimum potential first checkpoint and so P, = q.
Then, since ¢ becomes a checkpoint, it reaches finality with respect to the optimal structured
strategy. However, in this case, we reach a contradiction since the optimal structured strategy
is thrifty and yet block x + 2, which would otherwise be forgotten, can additionally be
published at B to yield strictly greater reward. So, we conclude that ¢ must not exist, or in

other words @ = {x + 4}, and thus completes the proof. O

To recap the work done in the previous claims, we have basically reduced the problem
of showing that an optimal structured strategy never publishes block z + 4 on top of block
x+3 to showing that an optimal structured strategy never takes the action PublishPath({x+
4}, x + 3).

Furthermore, consider that once the honest miner mines a block from (A,zH, A, H, A),
the action PublishPath({z + 4}, z + 3) is immediately ruled out because it is no longer time-
serving since block x + 4 doesn’t reach height greater than the longest chain by this action.
Also, if the attacker takes any timeserving publish action before playing PublishPath({z +
4}, x + 3), this action is again ruled. So, all that is left to show is that the attacker never
takes action PublishPath({x + 4}, x + 3) at state B’ which is state (A,2H, A, H, A) followed
by the attacker mining and withholding zero or more blocks.

We complete the proof that an optimal strategy does not publish block x 4+ 4 on block
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Figure 30: The state that follows publish action PublishPath({6},5) at state (A,2H, A, H, A).

x + 3 by considering three cases on how many blocks that the attacker mines and withholds

following state (A,xH, A, H, A):
Claim J.5. At state (A,xH, A, H, A), it is not optimal to play PublishPath({x + 4}, x + 3).

Proof. Let B = (A,xH, A, H,A). We will show that some action strictly dominates the
action PublishPath({x + 4}, x + 3), which implies the claim.

Since the action PublishPath({x + 4}, z + 3) publishes one attacker block to the longest
chain and does not fork any blocks, the immediate reward of this action is 1 — \*. Let B’
be the state following action PublishPath({z + 4}, z + 3), as depicted in Figure 30 for x = 2.
Now, we will derive an upper bound to V,(B’), which will in turn upper bound the value
to playing the action PublishPath({z + 4}, x + 3) since any strategy which plays this action
can at best play optimally from B’. Towards this purpose, we will apply Corollary 6.3 with
N =2 and sequence (0,1, z). This sequence induces the sequence of states (B, By, B).

By the corollary statement, B = B’. From state B’, the attacker needs a lead of at least
x + 1 blocks to ever be able to publish block 1. So, by a familiar coupling with random
walks, the probability of ever publishing block 1 from B’ is at most (%)’”*1. But, since the
attacker owns the block in the longest chain at height 1 if and only if the attacker publishes
block 1, this tells us that Pr[H;(X;) € Ta(X;) | Xo = B'] < (%)

Next, Bj which is the 1-capitulation of B’ is some state where the attacker’s first unpub-

lished block follows & — 1 honest miner blocks in the longest chain. Therefore, these z — 1
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honest miner blocks in the longest chain must all be checkpoints, such that the attacker has
a zero probability of ever forking them and thus a zero probability of ever owning the blocks
in the longest chain at heights {1,...,2 — 1}. In other words, for all j € {1,...,2 — 1}, we
know that Pr[H;(X,) € T4(X;) | Xo = Bj] = 0.

Finally, B, which is the z-capitulation of B’ is the following:

= ({27 3}7 {3 —2— O}, {1}7 (Z)a {17 3}7 {2}>

By inspection, we see that ry«(By, Bj) = —A* 4+ (1 — A*) = 1 — 2)\* since one honest miner
block and one attacker block are published in the longest chain at Bj. Additionally, since
block 3 establishes a checkpoint and no blocks can reach height greater than h(3) = 2, an
optimal strategy capitulates to By at this state, or V4 (Bj) = V,(By) = 0.

As one final piece, consider ry«(By, B') = —(x + 1)A* + (1 — \*) since there are z + 1
honest miner blocks and 1 — \* attacker block in the longest chain at B’. Altogether, the

corollary gives us:

N ai—a;—1

Va(B') < Va(By) + 1a-(Bo, By) = ra(Bo, BY) —anA + Y Y Pr[H;(X;) € Tu(X,) | Xo = B]_|]
i=1 j=1
2 a;—aj—1
= Va(Bj) + ra-(Bo, By) = rx+(Bo, B) = aA* + Y Y Pr[H;(X,) € Ta(X:) | Xo = B]_,]
=1 j=1

= (1= 2\) — 2"+ (z+ DA — (1 =A%)

+ZPr ;) € Ta(X,) | Xo = B

+ZPr 1) € Ta(X,) | Xo = BY]
<(T=2\)—zA "+ (z+ DN = (1 =X + (ﬁ)aﬂrl
= (1aa)x+1
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Therefore, for a strategy m which plays PublishPath({x + 4}, + 3) at B, we have
e (B) S 1= A"+ (12)"
However, we know that V,(B) is lower bounded by
Va(B) >2— X

since a strategy may play PublishPath({x + 2,z + 4}, + 1) and capitulate to By from B.

But, since (72-)"*" < 1 for all & < 1/2, we clearly have
T (B) ST =X+ (:2)"H <2 = X < V,(B)

So, for any values of 0 < a < 1/2, ¢ < A*, it cannot be optimal to play PublishPath({x +

4}, x + 3) and thus completes the proof. O
Claim J.6. At state (A,xH, A, H,2A), it is not optimal to play PublishPath({x+4},x +3).

Proof. Let B = (A,xH, A, H,2A). The proof starts off the same as the proof of Claim J.5

except that the probability of ever publishing block 1 is (:2-)* instead of (%) due to

the additional attacker block. Also, the attacker owns one block exceeding the checkpoint at
state Bj. So, we have that V,(Bj) = V.(B1o) = 1 — A*. Altogether, the corollary gives us:

N a;j—a;—1

Va(B') < Va(By) + ra«(Bo, Bly) = ra-(Bo, B)) — ay A" + ) Z Pr[H;(X,) € TA(X,) | Xo = B/_|]
=1 =

2 a;—ai—1

= Va(B3) + 1a+(Bo, By) — 1a+(Bo, B') — A" + Z Z Pr[H ) € Ta(X;) | Xo = Bi_|]

i=1 j=1

=1-XN4+{1=-2\)—zN+(z+ DA\ — (1 - X")
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+ ) Pr[H;(X;) € Ta(X,) | Xo = B

r—1
+ Y " Pr[H;(X,) € Tu(X,) | Xo = Bj]
j=1

1N 4 (1=2V) 2N+ @+ DA — (1= A7)+ (-2)°

S 1N ()

l—«a

Therefore, for a strategy m which plays PublishPath({x + 4}, x + 3) at B, we have

e (B) <2 =20+ (327)°

11—«

However, we know that V,(B) is lower bounded by
Va(B)>2— N +1— )\ =3—2)\"

since a strategy may play PublishPath({x + 2,z + 4}, + 1) and capitulate to By from B.

But, since (+2-)* < 1 for all & < 1/2, we clearly have

-«

T(B) <2 =20 4 (72)" < 32X\ < Vo (B)

l—«a

So, for any values of 0 < a < 1/2, ¢ < A*, it cannot be optimal to play PublishPath({x +

4}, x + 3) and thus completes the proof. ]

Claim J.7. At state (A,zH, A, H,(k + 1)A) for k > 2, an optimal strategy does not play
PublishPath({x + 4}, z + 3).

Proof. Let B= (A,zH, A, H, (k+1)A) for k > 2. The proof starts off the same as the proof
of Claim J.5 except that the probability of ever publishing block 1 is < 1 instead of (+&-)**!

11—«

due to the additional attacker blocks. Also, the attacker owns k& > 2 blocks exceeding the
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checkpoint at state B). So, we have that V,(B5) = Va(Bio) = (k+ (k — 1)(+%2)) (1 = A*).

Altogether, the corollary gives us:

N a;j—a;—1

Va(B') < Va(By) + 12 (Bo, By) — 12+ (Bo, B') —ay A" + > Z Pr[H,(X,) € TA(X,) | Xo = B/_|]
=1 J=1

2 a;—ai—1

= Va(BY) + 5+ (By, By) — 72+ (Bo, B') — z\* + Z > Pr[H;(X;) € Tu(X,) | Xo = B]_|]
=(k+(k—1D(2)) A= X)+ (1 =2X) —zX + (z + 1)A = (1= XY)

+Zpr .)€ Tu(X,) | Xo = B

+ZPr .)€ TA(X,) | Xo = Bj]

Sk+E=1D() A=A+ (1 =2X) —zX + (@ + DA = (1= X) +1

=(k+(k-1(2)1-X)+1
Therefore, for a strategy m which plays PublishPath({x + 4}, x + 3) at B, we have

T (B) <1 = X+ (k4 (k—1)(

170{2&)) (1 - /\*) +1=2-X\"+ (k+ (k_ 1)(1 2a)) (1 - )‘*)

However, we know that V,(B) is lower bounded by

Va(B) > 2 =X+ (k+ (k- 1)(1%5)) 1=

since a strategy may play PublishPath({x 4+ 2,z + 4}, + 1) and capitulate to By from B.

So, we have

e (B) 2= X+ (k+ (k= D(5)) (1= X) < Va(B)

12«
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Then, an optimal strategy does not play PublishPath({x + 4}, z + 3) and thus completes the

proof. O]

Therefore, the preceding claims suffice to show that an optimal strategy never takes the

action PublishPath({x +4}, x4 3). This makes the proof of Theorem 10.1 extremely simple:

Proof of Theorem 10.1. Let B = (A,xH, A, H, A) for z € {2,3,4}. By Claim J.4, if an
optimal structured strategy ever takes action PublishPath(Q,z + 3) from state B where
x +4 € @, then this action is PublishPath({x + 4}, x + 3). Furthermore, as soon as some
miner takes a timeserving publish action, this action is itself no longer timeserving. So, this
action is only available at state B or at a state subsequent to B where the attacker has
mined and withheld all blocks since B. But, the union of Claim J.5, J.6, and J.7 tells us
that PublishPath({x+4}, x4+ 3) is always weakly dominated by some other action at all such
states. Therefore, there is an optimal strategy which never publishes block x 4+ 4 on block
T+ 3.

Then, since block z 4 3 is not a checkpoint and there is an optimal strategy which never
publishes block x + 4 on block x + 3 from state B, for state B’ = (A,xH,2A, H) which is
identical to state B except for blocks x + 3 and = + 4 swapped, Theorem 7.3 tells us that
Vros(B) = Vyros(B'). Now, we already know that V,res(B’) = 2 — A* by Lemma 9.11, so
we have Vypos(B) = Vyros(B') =2 — A%,

In summary, an optimal action at B is one which achieves value V,ros(B) = 2 — \*. But,
the action PublishPath({z + 2,z + 4},2 + 1) at B followed by a capitulation to By exactly
achieves this value since it publishes two attacker blocks to remove one honest miner block.
Therefore, this action must be optimal for mining strength oS, and thus completes the

proof. ]

Proof of Lemma 10.2. Recall the proof of Lemma 9.12. Let the setup be the same except
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we now use the partition

(A, H,A), (A, 2H,2A), (A, 2H, A, H, A), (A, 2H, A, 2H), (A, 3H,3A), (A, 3H,2A, H), (A, 3H, A, H, A),

(A,3H,A,2H),(A,4H,3A),(A,4H,2A, H),(A,4H,A,H, A), (A,4H, A,2H), (A,5H)

That is, for each sequence of the form (A,xzH, A, H), we have expanded this into the se-
quences (A, xH, A, H, A) and (A,zH, A, H, H). Indeed, we are able to do this because there
is no timeserving publish action at states of the form (A,zH, A, H). So, let’s calculate
Pr[X|p = B] and Pr[H(X;) € Ta(X;) | Xo = By, X|p = B] for each state that we have

not already analyzed:

e (A,2H, A, H,A): By Theorem 10.1, an optimal strategy publishes all blocks except
for block 1 at this state and capitulates to By. So, Pr[H;(X;) € Ta(X;) | X2 =
B1717X\(A,2H,A,H,A)| = (A72H7A7 Ha A)] = 0.

e (A,2H, A,2H): This state is three honest miner blocks and one attacker block past
Bii, so Pr[X|aomaom = (A,2H,A,2H)] = a(l — a)®. Furthermore, block 1 is
at a deficit of 3 blocks to ever being published, so Pr[H;(X,;) € T4(X;) | Xo =
Bi1, Xjagmaom) = (A, 2H, A 2H)] < (%)

11—«

e (A,3H,A,H,A): By Theorem 10.1, an optimal strategy publishes all blocks except
for block 1 at this state and capitulates to By. So, Pr[H(X,) € Ta(X,) | Xo =
Blvl’X‘(A>3H7A7H7A)| = (A7 3H7A7H7 A)] =0.

e (A,3H, A ,2H): This state is four honest miner blocks and one attacker block past Bj 1,
80 Pr(X|(asm a2m) = (A,3H, A,2H)] = a(1—«)*. Furthermore, block 1 is at a deficit of
4 blocks to ever being published, so Pr[H,(X;) € Ta(X:) | Xo = Bi1, X|(a3m,420) =
(A,3H, A,2H)] < (%)%
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o (AJ4H, A, H, A): By Theorem 10.1, an optimal strategy publishes all blocks except
for block 1 at this state and capitulates to By. So, Pr[H;(X;) € Ta(X,) | Xo =

Bi, Xjaamam,4) = (A,4H, A, H, A)] = 0.

e (A,4H, A,2H): This state is five honest miner blocks and one attacker block past Bj 1,
s0 Pr(X|a4m.a2m) = (A, 4H, A,2H)] = a(1—«)®. Furthermore, block 1 is at a deficit of
5 blocks to ever being published, so Pr[H,(X;) € Ta(X;) | Xo = Bi1, X|(aam,4,20) =
(A,4H, A 2H)] < (%)

Plugging this in, we get:

Pr[H,(X;) € Ta(X;) | Xo = Bij] < a+ (1 —a) + a(l — a)* (%) + o’(1 — )

+a(l—a)'(12)" + o’ (1 - a)*(327) + a(l — a)’(12;)°

—Q «

But, this simplifies to
Vyros(Br1) < a4+ a® + 2a°

which completes the proof. O]

Proof of Theorem 10.3. From the proof of Theorem 8.6, recall that

173aPoS+(aPoS)2
VQPOS (Bl,l) = 2aPoS 1

So, we can plug in the bound due to Lemma 10.2 to get

Vapos(BLl) _ 173a11’:’;;r}£381’°s)2 < aFos 4 (aPoS)2 + 2(aP08)6

which we can easily solve with Mathematica [5] to find af*S > 0.315111. O
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Proof of Lemma 10.4. Recall the proof of Lemma 9.12. Let the setup be the same except

we now use the partition

(A, H,A), (A, 2H,24), (A,2H, A, H, A), (A, 2H, A, 2H), (A, 3H,2A)

(A,3H,A,H,A),(A,3H,A,2H), (A, 4H,2A),(A,4H, A, H, A), (A,4H, A,2H), (A,5H)

That is, we are using the sequences (A, xH,2A) for = € {3,4} rather than expanding them
into (A, zH,3A) and (A,xH,2A, H). All sequences that appear here have already been ana-
lyzed. In particular, our calculation with (A,3H,2A) and (A,4H,2A) depend on Conjecture

9.3. Therefore, we have

Pr[H,(X;) € Ta(X;) | Xo = Bia] < a+ (1 —a) + a(l — a)* ()% + o°(1 — )

+a(l—a)'(:2) + a?(1 - @) (=2) + a(l — a)’(+2)°

ata l—«a

But, this simplifies to

a+a4+a6+a8
V., pos (Bl,l> < S E———

which completes the proof. O

Proof of Theorem 10.5. From the proof of Theorem 8.6, recall that

1_3aPoS+(aPOS)2
VCXPOS (Bl,l) - 2aP°oS 1

So, we can plug in the bound due to Lemma 10.4 to get

1_3aPOS+(aPOS)2 OCPOS_,'_(al-"oS)44_(0(1308)6_;'_(0[1)08)8
Vapos (Bl,l) = 1_2qPoS < 1—aPoS{(aPoS)2
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which we can easily solve with Mathematica [5] to find oS > 0.315212.
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K Omitted Proofs from Section 11

Proof of Theorem 11.1. Let state B = (A,2H,A,xH,zA) for x > 3 and let (X;);>o be a
mining game starting at Xy = B. Consider the strategy 7 at state B which plays Wait until

the first time step 7 such that

i =min{t > 1 [ [Ta(Xe)| = [Tu(Xs)| + 1}
Ty = min{t >1 ’ |TA(Xt) \TA ((A’ 2H7A7'73H)) ’ = ‘TH(Xt) \ TH ((Aa 2HaA7$H)) | + 1}

7 =min{r, 7}

and at time step 7, plays
o PublishPath(Ta(X,),0) if 7 =,
o or, PublishPath(T4(X,;) \ Ta ((A,2H, A, xH)),x +4) if T = 73,

and capitulates to By. In short, strategy 7 tries to recover block 1 without risking blocks
> x+4. The expected value of 7 at state B for mining strength o and A* = max, REV(7, «)

18

o (B) = Pr[r = n]E[ry«(B, X;) + VI ,.(B) | 7 = 7]
+ PI‘[T = TQ]E[T)\* (B, XT) —+ VZZ}\* (B) | T = 7-2]

= Prfr = n[Elr (B.X,) | 7 = ] + Pefr = nE[ra (B, X,) | 7 = 7]

where the second line is because the strategy capitulates to By after the publish action. By

a coupling with random walks as has been done several times before, Lemma C.4 gives us



Prir = 7] = (%O‘)l”” - (_%0‘1)"”

(20)°

Next, if 7 = 71, the strategy 7 takes an action at XT*'" which publishes all z +2 attacker
blocks owned at state B plus any attacker blocks mined between B and X,. Furthermore,
this action inserts all these blocks into the longest path while forking all honest miner blocks
from the longest path. Therefore, at X, there will be z + 2 + |Ta(X;) \ Ta(B)| attacker
blocks in the longest path and no honest miner blocks in the longest path. Recall that at
state B, there are x + 2 honest miner blocks in the longest path and no attacker blocks in

the longest path. Therefore, r\«(B, X, ) is

(B, X:) = (424 |Ta(X) \ Ta(B))(1 = X*) — (x + 2)(=X\%)

=2+ 2+ |Ta(Xo) \ Ta(B)|(1 = AY)

Then, E[|T4(X,;) \ Ta(B)| | 7 = 1] can be calculated by a coupling with a random walk.
Specifically, this quantity is the expected number of increments in a random walk starting
at position z — 1 with boundaries {0, 2} conditioned on the random walk hitting the upper

boundary before the lower boundary. This is exactly calculated by Lemma C.7 to be

Altogether, we have

E[ry (B, X;) | 7 = 7]
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-1 l—a\e—1 _ (l-a\z
= 24+2+ % <—1(ia(%i§ml [((STC“)H +1)+ 2x<(7()1%a);_(17) )} + 1) (1= ")

Next, if 7 = 75, the strategy 7 takes an action at XH*" which publishes the z attacker
blocks > = + 4 owned at state B plus any attacker blocks mined between B and X,.. Fur-
thermore, this action inserts all these blocks into the longest path while forking all honest
miner blocks from the longest path at heights greater than x + 2. Therefore, at X there will
be x+ |T4(X:) \ Ta(B)| attacker blocks in the longest path and x + 2 honest miner blocks in
the longest path. Recall that at state B, there are 4+ 2 honest miner blocks in the longest

path and no attacker blocks in the longest path. Therefore, ry«(B, X) is

(B, X;) = (x+ |Ta(X:) \ Ta(B))(1 = X) + (z + 2)(=A") — (x + 2)(—=A\")

= (¢ + [TA(X)\ Ta(B)D(1 = X%)

Then, E[|T4(X,) \ Ta(B)| | 7 = 7] can be calculated by a coupling with a random walk.
Specifically, this quantity is the expected number of increments in a random walk starting
at position  — 1 with boundaries {0, z} conditioned on the random walk hitting the lower

boundary before the upper boundary. This is exactly calculated by Lemma C.7 to be

E[[TA(X)\ Ta(B)| | 7 = 7]
B (20— 1) (Lot (teayey g GBS =GR
- (G_a)x_l_(%a)xﬂ (5 + 5+ 2 (e e ) 1>>/2

[0}

- (e g - s+ a4 2 (S ‘:(%m)] ~@-1) /2

—

Altogether, we have

E[r\ (B, X;) | 7 = 7]
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= z(1 —\")

1
2

(2 - (59) - ()

Now, assume that an optimal strategy 7* at state B plays action PublishPath(Us(B) N
(3,00),3) and capitulates to By. We find that the value of 7* at state B for mining strength

a and \* = REV(7*, ) is
e =@+ D)1= X)) —z(=X) =z +1- N\

since x + 1 attacker blocks enter the longest path and x honest miner blocks are forked from
the longest path. To derive a contradiction and conclude that 7* cannot be optimal, we

want to show that
o (B) > V:,A*(B)7

at which point we can use Lemma B.9. But, by plugging the derived quantities into Mathe-

PoS

matica [5], this inequality is true over the known range of a"°> when x > 3, which completes

the proof. O]
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L Notation
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| Symbol(s) | Domain | Usage |

A - Relating to the attacker.

H - Relating to the honest miner.

t N, Round/time/time step in an execution of
the game.

Iy {A, H} | Random variable which is the miner during

round ¢, all such I'; are independently and
identically distributed.

r {A, H}* | Random sequence of miners in an execu-
tion of the game.

Ve {A,H} | Realization of I';, only available once round
t has started.

o 0,1] Mining strength of the attacker; probabil-

ity with which the attacker mines any given
block, or Pr[T’;, = A] = a.

a, b, q, x Ny Block created during a round, or the gen-
esis block.
TA(t) P([t]) | Rounds up to round ¢t where the attacker

has mined a block. Equivalently, all blocks
up to block ¢ owned by the attacker.
Ty(t) P([t]) | Rounds up to round ¢ where the honest
miner has mined a block. Equivalently, all
blocks up to block ¢ owned by the honest
miner.

Table 2: Summary of the notation used throughout this paper (continued on the next page).
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| Symbol(s) Domain | Usage |
Ua(t) P(TA(t)) Blocks that the attacker has mined up to
round ¢ but not yet published by round t.
U (t) P(Ty(t)) Blocks that the honest miner has mined up
to round ¢ but not yet published by round
t.
V(t) PHO}Ut]) Blocks published on or before round ¢, and
the genesis block.
E(t) P(Ny x Np) Pointers between blocks published on or
before round t.
TREE(t) Directed trees w/ a single sink. | Tree induced by V(¢) and E(t).
u,v Ny Some block/node/vertex in V.
A(b) PV (b)) Ancestors of a published block b.
h(b) Ny Height of a published block b, defined as
A®)] - 1.

C(TREE(?)) Ny Longest chain in the tree TREE(?). That
is, the block in TREE(t) with the greatest
height, breaking ties in favor of blocks pub-
lished in earlier rounds, and then in favor
of earlier mined blocks.

A(C(TREE(?))) PV (1)) Longest path in the tree TREE(t). That
is, the ancestors of the longest chain in the
tree TREE(Y).

H,;(TREE(t)) Ny Block in the longest path in the tree
TREE(t) with height 1.

B, B, B" Valid states. State of the game with components V (B),
E(B)a uA(B)a MH(B)a TA(B)7 and TH(B)
tgs, |B| Ny Round on which state B occurs; also,
largest block mined at state B
(B) - Modifies {TREE,U4, Uy, Ta,Ty,C, H;} to
denote this object at state at B.
BHarr Valid states. If B occurs at the end of round ¢, the state

of the game during round t after a block
has been mined and after the honest miner
has taken an action but before the attacker
has taken an action.
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|

Domain

\ Usage

|

Bz A

Subset of valid states.

Collection of states which follow state B
where the attackers has a lead of z over all
blocks mined after B.

PublishSet(V', E')

Valid actions at state.

Action whereby a miner publishes block V'
with points described by E'.

PublishPath(Q,v)

Valid actions at state.

Action whereby a miner publishes a chain,
consisting of blocks (), on top of block v.

Publish(k,v)

Valid actions at state.

Action whereby a miner publishes a chain,
consisting of the k smallest unpublished
blocks they own, on top of block v.

Wait

Shorthand for the action PublishSet((), ]).

™

Valid strategies.

Strategy employed by the attacker; de-
terministic function which maps any valid
state to a valid action at that state.

REV’(Ytl)r“"yt <7T)

Revenue of the attacker up to round ¢ when
the mining sequence is 71, ..., ¢ and the at-
tacker uses strategy .

REV(7, a), A

Revenue of the attacker when the attacker
uses strategy m and mines each block inde-
pendently with probability «.

(Xt)e>o

Mining games.

Mining game where X; is a random vari-
ables representing the state by the end of
round ¢ and before any actions have been
taken in round ¢ + 1. Unless otherwise
stated, we initialize Xy = By. The game
transitions from X; to X;,; once the next
block is created followed by the honest
miner taking their action followed by the
attacker taking their action.

First time step at which some event occurs
in a mining game, usually a capitulation to
By.

rA(B, B)

Attacker reward between states B and
B’; the difference between the number
of blocks created by the attacker in the
longest path at state B’ and B.
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(B, B)

No

Honest miner reward between states B and
B’; the difference between the number of
blocks created by the honest miner in the
longest path at state B’ and B.

T)\(B, B,)

Mining game reward between states B
and B’; defined as ry\(B,B) = (1 —
\Nr4(B, B") — \rH (B, B)

ar(B)

Objective  function  for  state B
at mining strength «; defined as
Er [ra(Xo, X7)|[Xo = B]

Value function for state B at mining
strength «; defined as V7 ,.(B) where X\* =
max, REV(m, o) and 7* is an optimal posi-
tive recurrent strategy for mining strength
a.

Supremum « such that whenever no miner
mines the next block with probability big-
ger than «, it is a Nash equilibrium for all
miners to use the honest mining strategy
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M Availability of Materials

Source files, code, and other materials can be found at thesis.anthonyhein.com. Alternatively,
requests for these materials may be addressed to anhein@princeton.edu, anhein@cs.princeton.edu,

or anthonynhein@gmail.com.
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